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Volume VII: Utilities

Volume VII: Utilities

This volume describes the utilities that are available in MPLAB Harmony.

Description

MPLAB Harmony provides utilities to simplify the development process of middleware technologies, such as TCP/IP and
m Wi-Fi, as well as the Microchip Proprietary File System (MPFS2) and the Microchip Management Information Base (MIB)
Compiler.
HARMONY ™

-
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Microchip MIB Compiler
This section provides a description of the Microchip Management Information Base (MIB) Compiler.

Description

Microchip’s SNMP Agent uses a custom script to describe the MIB. This script is designed to simplify the MIB definition and its integration with the
main application. The actual MIB used by the SNMP Agent is a binary image created by the Microchip Management Information Base (MIB) to
Binary Information Base (BIB) compiler named mib2bib.

Microchip MIB Script Commands

A Microchip MIB file is an ASCII text file consisting of multiple command lines. Each command line consists of a single command, starting with the
dollar sign character ($), and one or more command parameters delimited with commas and enclosed in parentheses. Lines that do not start with
a dollar sign are interpreted as comments and are not processed by the compiler. Commands must be written in a single line; they cannot span
multiple lines.

The MIB script language includes a total of five commands, each having a specific syntax. Only one command, DeclareVar, is mandatory; the
others are optional depending on the application and the types of information to be defined. In practice, at least one other command will be used in
defining an MIB.

1. Both the ASN. 1 MIB file and the Microchip MIB script use the same . ni b file extension; however, the files have distinctly
Notes: different purposes. The ASN. 1 MIB file is used by the MIB browser (NMS) to properly display context for your application.

2. The Microchip MIB script is compiled using mib2bib to create a BIB file. The BIB file is later converted using MPFS2 to store
the MIB data for your application in internal Flash or EEPROM.

MIB Compiler

The mib2bib compiler converts the Microchip MIB script into a binary format compatible with the Microchip SNMP Agent. It accepts a Microchip
MIB script in ASCII format and generates two output files: the binary information file, snnp. bi b, and the C header file, m b. h. The binary file can
be included in a Microchip File System (MPFS2) image.

The complete command line syntax for mib2bib is:

# java —jar mb2bib.jar [/?] [/h] [/q] <MBFile> [/b=<CutputBIBDir>] [/|=<Cutputlnchir]

where:

» | ? - Displays command line help

« /| h - Displays detail help for all script commands

» /g - Overwrites existing snnp. bi b and ni b. h files

» <M BFi | e> -is the input MIB script file

e <CQut put BI BDi r > - is the output BIB directory where snmp.bib should be copied. If a directory is not specified, the current directory will be
used

e <CQut put I ncDi r > - is the output Inc directory where mib.h should be copied. If a directory is not specified, the current directory will be used

For example, the command, Java —j ar mi b2bi b.jar MySNVP. mi b, compiles the script, MySNVP. i b, and generates the snnp. bi b and
m b. h output files in the same directory.

Conversely, the command, m b2bi b /g MySNVP. mi b / b=WebPages, compiles the MySNMP. i b script file and overwrites the existing output
files. It also specifies that the snnp. mi b file is located in the subdirectory, WebPages. Because it is not specified, mi b. h is assumed to be in the
current directory.

If compilation is successful, mib2bib displays the statistics on the binary file, including the number of OIDs and the Agent ID, and the output file
size.

The MIB compiler is a simple rule script compiler. While it can detect and report many types of parsing errors, it has these known limitations:
e All command lines must be written in single line

« All command parameters must immediately end with either a comma or a right parenthesis. For example, $Decl ar eVar (nyQd D,
ASCl | _STRI NG ..), will fail because the ASCII_STRING keyword is not immediately followed by a comma.

e All numerical data must be written in decimal

Example: Typical Output Display for a mib2bib Compilation

C:\'mi crochi p\ harnony\ vO_70b\utilities\m b2bi b> ava —jar nib2bib.jar snnmp.mb

m b2bib v1.0.1 (Cct 14 2003)

Copyright (c) 2003 M crochip Technol ogy Inc.

Input MB File : C\mcrochip\harnony\vO_70b\utilities\m b2bib\snnp.nmib

Qutput BIB File: C\mcrochip\harnmony\v0_70b\utilities\nm b2bi b\snnp. bib

Qutput Inc File: C\mcrochip\harmony\v0_70b\utilities\m b2bib\nib.h

BIB File Statistics:

Total Static O Ds 9
Total Static data bytes . 57
Total Dynamic O Ds ;10

(mb.h entries)
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Total Read-Only O Ds 3
Total Read-Wite O Ds 7
Total O Ds : 19
Total Sequence O Ds 4
Total Agentl|Ds o1
Total MB bytes 224

(snmp. bi b size)

mib2bi

mib2bib.jar Run-time Error Codes

For additional details about the Microchip MIB script, please refer to the Microchip application note AN870 - "SNMP V2c Agent for

Note:  Microchip TCP/IP Stack" (DS00870).

b.jar Run-time Error Codes

This topic lists the run-time error codes for m b2bi b. j ar .

Description

Run-time Error Codes

Error
Code

1000
1001
1002

1003
1004
1005
1006

1007
1008

1009
1010
1011
1012
1013
1014
1015
1016
1017
1018
1019
1020
1021

1022
1023

1024
1025
1026

© 2013-2017 Microchip Technology Inc.

Description

Unexpected End-Of-File (EOF) found.
Unexpected End-Of-Line (EOL) found.

Invalid escape sequence detected; only *, ', \ ", ‘(*, or ’) " may follow
a‘\"

Unexpected empty command string received.
Unexpected right parenthesis found.
Invalid or empty command received.

Unexpected escape character received.

Unknown command received.

Invalid parameters: expected $Decl ar eVar ( oi dNane,
dat aType, oi dType, accessType, oi dType).

Duplicate OID name found.

Unknown data type received.

Unknown OID type received.

Empty OID string received.

Invalid parameters: expected $Dynani cVar (oi dNarre, id).
OID name is not defined.

Invalid OID ID received — must be between 0-1023 inclusive.
Invalid parameters: expected $SequenceVar (oi dNan®, i ndex) .
Invalid parameters: expected $SequenceVar (oi dNane, i ndex) .
Current OID already contains a static value.

Invalid number of index parameters received.

OID of sequence type cannot contain static data.

This is a duplicate OID or the root of this OID is not the same as
previous OID(s), or this OID is a child of a previously defined OID.

Invalid index received; must be BYTE data value.

Invalid OID access type received; must be READONLY or
READWRITE.

Current OID is already assigned an ID value.
Duplicate dynamic ID found.

No static value found for this OID.

MPLAB Harmony v2.06

Reason

End-Of-File was reached before the end of command.
End-Of-Line was reached before the end of command.

All occurrences of *, ', (%, ) ’, and ‘\ ' must be preceded by a ‘\ ".

Command does not contain any parameter.
Right parenthesis was found in place of a parameter.
Command does not contain sufficient parameters.

A\’ character was detected before or after parameters were
expected.

N/A
N/A

Specified OID name is already in use.

Data type keyword does not match one of the allowed keywords.
OID type keyword does not match one of the allowed keywords.
N/A

N/A

N/A

N/A

N/A

N/A

This OID has already been declared static.

All SequenceVar must include only one index.

All sequence OID variables must be dynamic.

All OID strings must contain the same root OID.

All sequence index OID must be of data type, BYTE.
N/A

Current OID is already declared as dynamic.
Current OID is already declared as dynamic with duplicate ID.

Current OID was declared static, but does not contain any data.


http://ww1.microchip.com/downloads/en/AppNotes/00870b.pdf
http://ww1.microchip.com/downloads/en/AppNotes/00870b.pdf
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1027

1028

1029
1030
1031
1032
1033
1034
1035
1036
1037
1038
1039

1040

1041
1042

1043
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No index value found for this OID.

OID data scope (dynamic/static) is not defined.

Invalid data value found.

Invalid parameters: expected $Agent | D( oi dNarre, id).
Only OID data type is allowed for this command.

This OID must contain static OID data.

This OID is already declared as an Agent ID.

An Agent ID is already assigned.

OID with READWRITE access cannot be static.

OID of OID data type cannot be dynamic.

This OID is already declared as dynamic.

This OID is already declared as static.

This OID does not contain the Internet root. The Internet root of ‘43’
must be used if this is an Internet MIB.

The given value was truncated to fit in a specified data type.

The given string exceeds a maximum length of 127.

Invalid OID name detected; OID name must follow standard ‘C’
variable naming convention.

Total number of dynamic OIDs exceeds 1023.

Microchip MIB Compiler

mib2bib.jar Run-time Error Codes

Current OID was declared as sequence, but does not contain any
index.

Current OID was declared, but was not defined to be static or
dynamic.

Data value for current OID does not match with its data type.
N/A

AgentID command must use OID name of OID data type.
AgentID command must use OID name of static data.

Only one AgentlD command is allowed.

Only one AgentlD command is allowed.

An OID was declared READWRITE and made static.

Current version does not support OID variable of data type, OID.
N/A

N/A

All internet OIDs must start with ‘43’. This is a warning only and
will not stop script generation.

An OID was declared as BYTE or WORD but the value given in
StaticVar exceeded the data range.

All OCTET_STRING and ASCII_STRING must be less than 128.

All OID names must follow ‘C’ naming convention as these names
are used to create ‘define’ statements in the mi b. h file.

This version supports total dynamic OIDs of 1024 only. All
dynamic OID IDs must range from 0-1023.

MPLAB Harmony v2.06
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MPES2 Utility

This section provides a description of the Microchip Proprietary File System (MPFS2) utility.

Introduction
This topic provides an overview of the MPFS2 Utility in MPLAB Harmony.

Description
The MPFS2 Utility packages web pages into a format for efficient storage in an embedded system. It is a graphical application for personal
computers that can generate MPFS2 images for storage in external storage or internal Flash program memory.

When used to build MPFS2 images, the MPFS2 Utility also indexes the dynamic variables found. It uses this information to generate
htt p_pri nt. h, which ensures that the proper callback functions are invoked as necessary. It also stores this index information along with the file
in the MPFS2 image, which alleviates the task of searching from the embedded device.

Finally, when developing an application that uses external storage, the MPFS2 Utility can upload images to the external storage device using the
upload functionality built into the HTTP web server or FTP server. The htt p_pri nt. i dx file is also generated by the utility, which keeps
information of all the dynamic variable details.

The MPFS2 utility generates the MPFS2Set t i ngDet ai | s. xmi file, which contains all of the run-time configured parameters.

If there is any change in ht t p_pri nt. i dx , the updated MPFS image will be generated. It is recommended to remove the
Note: http_print.idx file before generating a new MPFS image.

Building MPFS2 Images
This topic provides information for building MPFS2 images.

Description

The MPFS2 Utility has four steps, which are denoted on the left hand side of the dialog.
To build an MPFS image, select Start With: Webpage Directory in Step 1 and choose the directory in which the web pages are stored.

By default, the source directory path is C: \ M cr ochi p\ har nony. Users need to provide the web page directory path from the apps\ t cpi p\
demonstration project.

The Source Directory path is stored in MPFS2Set t i ngDet ai | s. xm for future access.

Source Settings

Start With: o WWebpage Di Pre-Built MPFS Image
1. Source Directory:

C:\Microchip\hamony [ Browse

Step 2 selects the output format. If storing the web pages in external EEPROM or serial Flash, choose the BIN Image output format. If internal
program memory will be used, select PIC32 Image for use with 32-bit devices, or ASM30 Array for 16-bit targets. To store the web pages on a
device formatted with the FAT file system without compressing them into an MPFS image, select MDD. Refer to Advanced MPFS2 Settings for
more information.

The configurable parameters of Output file format and Advance Settings are stored in MPFS2Set t i ngDet ai | s. xni .

Processing Options
2 Output: @ BIN Image PIC32 Image PIC24/dsPIC Image MDD
Processing: Advanced Selt‘ih‘g.ﬁ‘ V7 Stack Use

Step 3 asks for the TCP/IP MPLAB X IDE project directory. The MPFS utility will write the image file to the project directory, and will also update
the ht t p_pri nt. h file there if needed. Select the correct directory so that the right files are modified.
By default, the project directory path is one path behind the source directory. Both the Project Directory and Image Name are configurable
parameters, which are stored in MPFS2Set t i ngDet ai | s. xni .

Output Files

3 Project Directory:

C:\microchip L Browse

Image Name: mpfs_img2 [bin]

Step 4 controls the upload settings. When external EEPROM or serial Flash is used for storage, the option to upload the newly created image to
the board is available. Check the box next to Upload Image To to enable this feature. The target host name (or IP address), upload protocol, and
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upload path may need to be changed to the one chosen when the board was first configured. You may also need to modify the user name and
password used to access the secured functionality in your application, like web page upload. Use the Settings button to edit these values (see
MPFS2 Upload Settings for more information).

If internal program memory is being used, the image will be compiled in with the project and so direct uploads are not available. Make sure to
include the output source file indicated in Step 3 as part of the project.
Upload Settings
Upload Image To:

4. N
V|  http://admin@MCHPBOARD/ ( to modify ==>) . Settings

"
)
v
"
v

Date Jan.24 2014
GenerateandUpload | version MPFS 2.2.7

Once all the correct settings have been chosen, click the Generate button to create the image. If uploads are enabled, this will also attempt to
upload the file to the device.

Uploading Prebuilt MPFS2 Images
This topic provides information on uploading prebuilt MPFS2 images.

Description
There are two ways to upload a prebuilt image to external storage. The first involves uploading from the browser directly. The second is to use the
MPFS2 Utility to upload the image. You can select HTTP or FTP uploading to match the protocol that your application uses.

To use the MPFS2 Utility to upload an image, begin by selecting Start With: Pre-Built MPFS Image in Step 1. The Source: Directory path and
Start With: radio button are configurable parameters, which are stored in MPFS2Set ti ngDet ai | s. xmi .

Choose the image file to upload.
Source Setlings
Start With: Webpage Directory

1l Source Directory:
C:\microchip\mpfs_img2 bin ' Browse

Steps 2 and 3 are not required for prebuilt images. Proceed directly to Step 4 and verify that the upload settings are correct. The target host name
(or IP address), upload protocol, and upload path may need to be changed to the one chosen when the board was first configured. You may also
need to modify the user name and password used to access the secured functionality in your application, like web page upload. Use the Settings
button to edit these values (see MPFS2 Upload Settings for more information).
Once all the settings are correct, click Upload. The image will be uploaded to the board.
Upload Settings
Upload Image To:
http://admin@MCHPBOARD/ (

4. ) | Seltings ]

"
"
v

to modify =

i
v

Upload

Date Jan.24 2014
J Version MPFS 2.2.7

Advanced MPFS2 Settings

This topic provides information on advanced MPFS2 settings.

Description

The Advanced Settings dialog found in Step 2 provides greater control over how files are processed.
A8\ MPFS Processing Advance Settings ld_hj

Dynamic Files:

* htm, *html, *.cgi, *xml|
Do Not Compress:

*inc, snmp.bib,” bin

(Reserve block is only configured in TCPIPConfig.)

OK | | Defaut | [ Cancel |

The Dynamic Files list indicates which file types to parse for dynamic variables. By default, all files with the extensions . ht m . htm , . cgi, or
. xm are parsed. If an application has dynamic variables in other file types, these types must be added to the list. This field must be a
comma-separated list of extensions and file names.

© 2013-2017 Microchip Technology Inc. MPLAB Harmony v2.06 7
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Default Dynamic Files are *. ht m *. htm , *. cgi ,and *. xni .

The Do Not Compress field indicates which file types should never be compressed. Compressing files with GZIP saves both storage space and
transmission time. However, this is only suitable for static content such as CSS or JavaScript. Any files with dynamic variables will automatically be
excluded. In addition, any file that the PIC may need to process internally should be excluded. Files included via ~i nc: f i | ename~ should not be
compressed, nor should any BIB file used for the SNMP module (if present). Additional file types can be added to this list if a custom application
will be accessing the MPFS.

Default Do Not Compress Files are *. i nc, snnp. bi b, and *. bi n.

The GZIP compressor will attempt to shrink all files. In some cases, especially with images, little or no compression is achieved. When this occurs
the file is stored "as is" in the MPFS image.

MPFS2 Command Line Options
This topic provides a description of the MPFS2 command line options.

Description
To facilitate batch files and automation, the MPFS2 Utility also supports execution from the command line. The syntax is as follows:
MPFS2. jar [options] <SourceDir> <ProjectDir> <QutputFile>

The SourceDir, ProjectDir, and OutputFile options are required and should be enclosed in quotation marks. The OutputFile option will be relative to
ProjectDir, and cannot be a full path name. The various option switches are described in the following table.

Switch Short Description

/BIN /b Output a BIN image (Default)

/PIC32 Ic Output a XC32 image

IASM16 Is QOutput an ASM16 image

/mpfs2 2 Use the MPFS2 format (Default)

/html ".." /hn File types to be parsed for dynamic variables (Default: "*. ht m *. htm | *. cgi , *. xm ")
Ixgzip "..." fz"." File types to be excluded from GZIP compression (Default: "*. bi b, *. i nc, *. bi n")

SourceDir, ProjectDir, and OutputFile are required and should be enclosed in quotes.
OutputFile is placed relative to ProjectDir and cannot be a full path name.

For unified stack (/v) should be used with PIC32 output image format.

PIC32 Output Option Example:

A\ Microchip MPFS Generator = R
Source Settings
‘ Start With: @ Webpage Directory Pre-Buit MPFS Image
1. Source Directory:
p\hamony\v0_70b\apps\tcpip\web_server_nvm_mpfs\fimware\src\web_pages2 Browse
Processing Options
2 Output: BINImage @ PIC32 Image PIC24/dsPIC Image MDD
| Processing: Advanced Settings } V7 Stack Use
Output Files
3 Project Directory:
. C:\microchip\harmony\v0_70b\apps\tcpip\web_server_nvm_mpfs\fimware \src Browse
Image Name: mpfs_img2 [c]
Date Jan.24 2014
[ Generate ]

Version MPFS 2.2.7

I Goves ot image..

Successful MPFS2 Image Generation Example:

© 2013-2017 Microchip Technology Inc. MPLAB Harmony v2.06 8
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A3\ MPFS Utility Log XN

[0} The MPFS2 image was successfully generated.

C:\microchip\harmony\v0_70b\apps\tcpip\web_server_nvm_mpfs\firmware\src\y »
auth.htm: 1344 bytes, 3 vars
cookies.htm: 2063 bytes, 5 vars =
DynRcrd.bin: 826 bytes
dynvars.htm: 1885 bytes, 11 vars
FileRcrd.bin: 154 bytes
footer.inc: 161 bytes
forms.htm: 1869 bytes, 7 vars
header.inc: 1118 bytes
index.htm: 3798 bytes, 7 vars
leds.cgi: 17 bytes, 1vars v

MPFS2 Utility Output Log Details

C:\'mi crochi p\ har nony\ vO_70b\ apps\t cpi p\ web_server _nvm npf s\ firnmware\src\web_pages2 :
auth. htm 1344 bytes, 3 vars

cooki es. htm 2063 bytes, 5 vars

DynRcrd. bin: 826 bytes

dynvars. htm 1885 bytes, 11 vars

Fil eRcrd. bin: 154 bytes

footer.inc: 161 bytes

forms. htm 1869 bytes, 7 vars

header.inc: 1118 bytes

i ndex. htm 3798 bytes, 7 vars

| eds.cgi: 17 bytes, 1 vars

nchp. css: 915 bytes (gzi pped by 72%

nchp. gi f: 1250 bytes (gzi pped by 2%

nchp.js: 1474 bytes (gzi pped by 61%

snnp. bi b: 493 bytes

status. xm : 183 bytes, 7 vars

tenp. cpf: 236 bytes (gzipped by 31%

upl oad. ht m 943 bytes, 4 vars

C:\ mi crochi p\ har nony\ vO_70b\ apps\ t cpi p\ web_server _nvm npf s\ firnmwar e\ src\web_pages2\ snnp :
snnp/ snnpconfig. htm 1341 bytes, 9 vars

C:\'mi crochi p\ har nony\ vO_70b\ apps\t cpi p\ web_server _nvm npfs\firnware\src\web_pages2\ prot ect
protect/config. htm 1888 bytes, 12 vars

protect/index. htm 963 bytes, 3 vars

protect/reboot.cgi: 8 bytes, 1 vars

protect/reboot. htm 1779 bytes, 4 vars

C:\'mi crochi p\ har nony\ vO_70b\ apps\t cpi p\ web_server _nvm npf s\ firnmnare\src\web_pages2\ emai |
emai | /index. htm 1876 bytes, 6 vars

C:\'m crochi p\ har rony\ vO_70b\ apps\t cpi p\ web_server_nvm npf s\ fi rmar e\ src\ web_pages2\ dyndns :
dyndns/i ndex. ht m 1461 bytes, 12 vars

GENERATED MPFS2 | MAGE: 28932 bytes

MPFS2 Upload Settings

This topic provides a description of the MPFS2 upload settings.

Description

The Upload Settings dialog found in Step 4 of Building MPFS2 Images provides configuration to upload the binary file to the external EEPROM or
serial Flash using either the HTTP or FTP protocol.

© 2013-2017 Microchip Technology Inc. MPLAB Harmony v2.06 9
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A\ MPFS Upload Settings

Device Address:

MCHPBOARD

Upload Path:

mpfsupload

admin microchip

User Name: Password:

[ ok | [ Defauit | |

Cancel

-

The Device Address is either a board name or an IP address. Please not that only IPv4 is supported.
By default, the Upload Path is "mpfsupload”, the MPFS upload User Name is "admin”, and the Password is "Microchip".

© 2013-2017 Microchip Technology Inc.
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TCP/IP Discoverer Utility

This section provides an overview of the TCP/IP Discoverer utility.
Description

The TCP/IP Discoverer personal computer project (formerly known as the Embedded Ethernet Device Discoverer) will aid in embedded product
device discovery (with the Announce protocol) and will demonstrate how to write personal computer applications to communicate to embedded
devices.

Clicking Discover Devices (see the following figure), causes the application to transmit a broadcast UDP packet containing the message,
"Discovery: Who is out there?" on the local network to port 30303. If any embedded devices with the Announce protocol enabled are connected to
the network, they will respond with a UDP packet containing their MAC-Address, MAC-Type (interface type), Hostname (NBNS), IP Addresses
(IPv4/1Pv6), and Multicast Listeners (IPv6).

[ Discover Devices | Exit

Devices
MAC-Address - 00:04:a3:13:12:b4
= 4 MAC-Type - PIC32INT
# Hostname - MCHPBOARD_E
IP Addresses
# 192,168.3.101
# fe80:0:0:0:204:a3ff:fe13:12b4
=} Multicast Listeners
# ff02:0:0:0:0:1:ff13:12b4
& ff02:0:0:0:0:0:0:1

Each part of this UDP packet is displayed as a set of hierarchical data (JTree Class). "Devices" is represented as a root node and each
MAC-Address of the UDP packet is represented as the child node and other payload information of the UDP data are child nodes to the
MAC-Address node. The "Truncated" string is added as a child node to the MAC-Address node, if the Announce UDP packet payload does not
have sufficient space to contain the interface details.

If TCPIP_STACK_USE_HTTP2_SERVER is enabled, double clicking MAC-Address node, http://ipvdaddress client, will communicate with the
Web Server module of the device.

The Java source code for this application is also included. This source code should provide a rough idea of how to write a personal
computer-based application to communicate with your embedded devices.

© 2013-2017 Microchip Technology Inc. MPLAB Harmony v2.06 11
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WiFi Utilities

This section provides information on the firmware update utility.

WINC1500 Firmware Update Guide

This topic describes updating the WINC1500 Firmware.

Introduction

This document applies to MPLAB Harmony version 2.04 and later, and provides firmware upgrade instructions for the WINC1500 Wi-Fi module.

Description

The WINC1500 Firmware Update utility installation file is available in your installation of the Windows version of MPLAB Harmony v2.04 and later
in the following folder: <i nstal | -dir>\utilities\w -fi\w nc1500_fw_19.5.2_rc7_setup. exe.

Run the wi nc1500_f w_updat e_19_5_2_RC7. exe executable and follow the installation prompts. Once the installation has completed the
following folders and files are available:

4 WINC1500_Update_19.5.2_ RC7
4 downloader_firmware
release
firmware
ota_firmware
4 programmer_firmware
release
4 Tools
4 image_downloader
debug_UART
4 root_certificate_downloader
binary
debug_UART

1. The firmware binary file, 2m ai o_3a0. bi n, for *over the serial port* upgrade is available in the folder:
Notes: .\ W NC1500_Updat e_19. 5. 2_RC7\ fi r mwar e. The batch file, downl oad_al | _m a_har nony. bat , to perform the
upgrade is found in: . \ W NC1500_Updat e_19. 5. 2_RC7.

2. The firmware binary, m2m ot a_3a0. bi n, for *Over-The-Air (OTA)* upgrade is available in the folder:
.\ W NC1500_Updat e_19. 5. 2_RC7\ \ota_firnmnare. This binary should be uploaded to the OTA HTTP or HTTPS Web
server prior to performing the OTA firmware upgrade on the device.

Prerequisites

Provides information on the hardware and software prerequisites.

Description

The following general development hardware is required:

Windows 7 computer

MPLAB ICD 3 In-circuit Debugger

WINC1500 PICtail/PICtail Plus Daughter Board module or WINC1500 WiFi7click module with one of the following BSPs selected:
e pic32mx795_pim+el6

e pic32mz_ef_sk+Starter Kit I/O Expansion Board + pic32mz Starter Kit Adapter Board

¢ pic32mx_eth_sk+Starter Kit I/O Expansion Board

e pic32mx795_pim+el6_32

USB/Serial cable

AC power adapter

The following figures shows the hardware configuration using a Windows computer.
WINC1500 PICtail module FW Serial Update Using the pic32mx795_pim+el6

© 2013-2017 Microchip Technology Inc. MPLAB Harmony v2.06 12
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WINC1500 PICtail Module FW Serial Update Using the pic32mz_ef_sk + Starter Kit I/O Expansion Board + pic32mz Starter Kit Adapter
Board

WINC1500 PICtail Module FW Serial Update Using the pic32mx_eth_sk + Starter Kit I/0O Expansion Board

© 2013-2017 Microchip Technology Inc. MPLAB Harmony v2.06 13
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Hardware Prerequisites

Provides information on the hardware prerequisites.

Description
The WINC1500 Firmware Upgrade software projects provide you with a choice of two different hardware platforms. The following table lists and
describes the three options.
Hardware Platform Options

© 2013-2017 Microchip Technology Inc. MPLAB Harmony v2.06 14
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Development Platforms MCU WINC1500 Comments
Option 1: PIC32MX WINC1500 | Hardware Platform
« « Microchip Explorer 16 Development Board (DM240001) t\Jﬂigllj(l:eA(,;\llligjzg(;g]Ofs‘) ﬁlll(jsta” Z‘;?ﬂg;;”g%fgd later
* +« MPLAB ICD3 In-Circuit Debugger (DV164035) module ) I . '
« +9V Power supply (AC002014) wﬁéiguopo'lsz-req””ed for
irmware
» +DB9 Serial cable or USB/Serial cable Upgrade over Serial Port.
Option 2: WINC1500 | Hardware Platform
«  PIC32 Ethernet Starter Kit (DM320004) PICtail support in MPLAB
¢ Starter Kit I/O Expansion Board (DM320002) mgjule Harmony v2.04 and later
« MPLAB ICD3 In-Circuit Debugger (DV164035)
¢ Micro USB to USB (for serial and power)
Option 3: WINC1500 | Hardware Platform
« PIC32MZ Embedded Connectivity with Floating Point Unit (EF) (DM320007) PICtail support in MPLAB
e Starter Kit I/O Expansion Board (DM320002) fnlgzule Harmony v2.04 and later
¢ PIC32MZ Starter Kit Adaptor Board (AC320006)
« MPLAB ICD3 In-Circuit Debugger (DV164035)
¢ Micro USB to USB (for serial and power)
Option 4: PIC32MX795F512L | WiFi 7 Hardware Platform
« Microchip Explorer 16/32 Development Board (DM240001-2) USB-CAN PIM Click support in MPLAB
(MA320003) Module Harmony v2.0.4 and later.

¢ MPLAB ICD3 In-Circuit Debugger (DV164035)

. . This setup is required for
¢ Micro USB to USB (for serial and power) P 4

the WINC1500 WiFi 7
Click Module Firmware
Upgrade over Serial Port.

Hardware Platform Option 1 With the WINC1500 PICtail Module

WINC1500 PICtail module
on PICtail Plus socket #1

Hardware Platform Option 2 With the WINC1500 PICtail Module

© 2013-2017 Microchip Technology Inc. MPLAB Harmony v2.06 15
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WINC1500 Firmware Update Guide

PIC32MZ Starter Kit Adaptor Board - Jumper between JP1/PMD11 and JP1/EBID11
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Hardware Platform Option 4 With the WINC1500 WiFi 7 Click Module

WINC1500 WiFi7click module

Serial FW Updata requires the
module to be mounted on
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»
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.
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Software Prerequisities for Windows
Provides information on the software prerequisites.

Description

« MPLAB X IDE v4.00 or later
¢ MPLAB XC32 v1.43 or later

*  WINC1500 Wi-Fi Driver Library in MPLAB Harmony v2.04, or later
*  WINC1500_Update_19.5.2_RC7 Utility

© 2013-2017 Microchip Technology Inc. MPLAB Harmony v2.06 17
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* The utility installation file, i nc1500_fw_19. 5. 2_rc7_set up. exe, is located inthe <i nstal | -dir>/utilities/w-fi folder of your

WiFi Utilities

MPLAB Harmony installation (v2.04 or later)

Firmware and Root Certificate Upgrade Over Serial Port

This section discusses how to upgrade the firmware revision and the root certificate files of the WINC1500 PICtail module.

Description

The upgrade process requires the following setup:

1. Hardware Platform with WINC1500 PICtail module (see Hardware Prerequisites).

2. Install the Software Prerequisites for Windows on a Windows computer (see Software Prerequisites for Windows).
3. On the Windows computer run MPLAB X IDE and open and of the MPLAB Harmony Wi-Fi projects shown in the following four figures to work

with the hardware development board in use for firmware serial update, and in the MHC "Enable the Serial Update" option in the Wi-Fi driver.

4. Set the active project and select the project configuration, and in MHC within Wi-Fi Driver, select the "Enable the Serial Update" option.

F4 MPLAB X IDE v4i

File Edit View Navigate Source R

PSS DE

Projects £ | Files
8= Mpic32_eth_wifi_web_server
- @ gpic32_wifi_web_server
. aawiﬁ_easy_:onﬁguraﬁon

WINC1500 Firmware Update Guide

[+ S ge32_eth_wii_web_server

Bl StatPage = Py MPLAS X Store ®| MPLAED Hamony Confgurator  m D05

3 (@oPc32_wihl_meb_server
4 @ gmfi_sosy_configurabon

_eth_wifi_web_server - Dashboard  Navigator % |

© 2013-2017 Microchip Technology Inc.

Y- XEDIEC 20 |% Heo
0coons® CockDisgam X | PnDogram  x | Ansetwngs x
o WE

41 |4 Use WA Driver?
WWINC 1500 only works in FresRTOS VB.x.x or sbove and s only configurable with MHC In the latest FreeRTOS version comes with Harmany.
Use External Interrupt or Use Interrupt for Change Notificaton? Extemal Intemupt  »
WA Driver Extarnal Interrupt Instance Jndex 0
Wi Drtves 1 Instance [ndex 0

% (¥ Store W1 Coniguraton Information 1 NV
Select 3 HTTP Custom Template 'Wed Server Demo -

I M\\Iﬁ&lr'ﬂvf’-ilw -

[ ¥ Update VA Mockie Frrmvare over Serial Port

# RTOS Configuraton
WINC 1500 Chp Ensble Pin Purt Channel € -
WINC 1500 Ohvp Enable Pin B0t Positen O
WING1500 1R2Q Pon Port Charnel € - .
WINC1500 1RQ P Bt Positon §
WINC1500 Reset Pn Fort Channel F v
WINC 1500 Reset Pin B Pesiion 0
WINC 1500 591 Skrve Sebect Pin Port Channel £ -
WINC1500 571 Slave Select P Bt Positon 9
Wi Network Type Infrastructre  w
WiFi Secunty Mode Open -

Output  MPLABS Harmony Configurator® |

Pgn>Info] s..:cmuvwnhween WiChronse 2040

<Plugn >[Info] Loading phugre C:ermony_2_0_<'wpd'uthties imhc plugns imhgc irhge e

fo] Successfull boaded phugn cbyect: MAGC 20.4.0

<Plugn >{Info] Loading plugn: C: Marmany_2_0_4wpduthties ynhc'plugins PIC 32Conmanager PIC T2Conmanager jar
>{Info) Loadng phugne C:armony_2_0_4wpautiites inhc'plugns ipnmansger pinmanager jar

<Plugn
Phgin>[Info] Successfuly baded plugn cbject: PrManager 2.0.4.0
Plogn>[Info] Loadng phuge: C:\Harmsay_2_0_dwpdutities e plugns \pmpcalcuator pepcalcdator
Phogn > Info] Successfuly baded plign obyect: PVPCakadator 2.0.4.0
uon .‘LW"JW Wermony_2 0 _: cakoetor \mer calodstor jer
fo) plugin object: TmerCalculstor 2.0.4.0
<HCantg>{info] Readng C: Harmony._2_0_4iwod\apos opweb,_net_server_m_mofs frmware\rcsystem_contcians_ef_sk_ioexp_winc_freestos\pw3ana_ef_sk_oexp_wc_freertos, b

£
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£3 MPLAB X IDE v

=g 3

Qe Search (Cri+]) |

File Edit View Navigate Source Refactor Prodhuction Debug Team Toels Window Help

FEES DE =

)BT R feod W mer

StrtPage % g ML XSWre B L ul

- EDIE =R ERL

0o%ns” | CockDagram X | PnDugam  x [ PnSetings x
TS
3 (<] Use WA Driver?

WWINC 1500 nky works In FreeRT0S Va.x.x or sbowe and & th M<Cin
Use Extermal Inasmupt of Lise Intemupt for Change Netifcaten? [Extemal Intemt »
Wi Driver External Jternupt Instance Index 0

WA rtver 591 Jrutance Ircdex [0 ]

4[] Store Wi Configuration informeton in MM

Select & HTTP Custom Terpiste Vieb Server Demo -

- Run W Driver n Ethemet Mode v
1] Dpdate Wi Modude Frmusare over Serial Por{ |

3 RTOS Cenfiguration

WINC1500 Chip Enalse Pin Pert Crannel = -
WING1500 Chip Erebe Pin Bt Postion 1

WING1500 TRQ P Port Charrel & -

1c32_witi_web_server - Dashboard | Mavigator % |

F -

Do Ve Avilatsie >

WINC 1500 Reset Pin Bit Pogiton O
WINC1500 SPE Slave Select Pin Pert el 0 .
WING 1500 591 Sve Select P B Posiion o |
WiF Netvork Type Infrastnctsre  »

W Secunity Mode Open -

Output | MPL
Cutput pnTabe X

g

3341
A

o) PMPCalodator 20.4.0

g L Ci'Harmany 2 0
TeserCakcudator 2.0.40

HCanfig>{ins] Readng C:iHarmony_2_0_Smodcps e e, ret_server_rnom

_p_e16_pc_f _pe_etk_prc_freeton.she

@

HEES De

e e
File Edt View Nevigste Source Refactor Production Debug Tesm Took Window Help Qe Search (Ori+1) |

DR b oo W e

Projects & Fles
@ @gPe32_oth f_web_server
- @32 whi_web_server

[a» (S, wif_casy_configuration | I

L_sasy_configuraton - Deshboard  Mavgator

StartPoge %/ gy MPLABXStre W MPLAB® Harmony Covgurators |
N IENE =0 M=k

Optiors™ | Clock, x | Pn AL x

R E - x sl

V8.x.x or sbove and i ondy config.
Use External it or Use Intemapt Sor Change Notfcaton? Externl Intempt +
WA Drrver External Interrupt Instance Index 0
W1 Ortver S5 instance Index 0 ]

@ Store V-F Configuration Informasion in N
Select & HTTP Custon Terplate Easy Confguraton Demo +
Raun WA Drver 0 Eherret Mode »

4 RTOS Configraton
WINC 1500 Chp Enable Pn Port Channel £ -
WINC 1500 Chp Enablle P B¢ Postion O
WINC 1500 [RQ Pn Part Chaneed £ -
WINC1500 [RQ Pn Bt Poston 3

F -

Mo View Avadable >

WINC 1500 Remet P B¢ Postion O

WINC1900 SP1 Slave Select P Pt Charv £ -
WING1900 SP1 Slave Select P B¢ Postion 5

W Network Type Soft A «|

Wi Operating Charmel &

Ostput  MPLABS Marmony Configurator”

N F latest FreeRTOS version comes mith Hermony.

PoTabe x|

Ty

i \armony_2_0

; MPClrowse 20,40
+\Hermony_2_0_Swpduthtes ymhe iphigns imhox mhoc. jar
20.40

s\Harmony_2_0_

¥
‘preanager Jo

g Ci\rermony_2.0

eger 2.0.40

g Ci\rermony_2_0.

obge Caladetor 2.0.40
C:\ermony_2 0

Jor

TmerCaicustor 2.0.4.0

Wermorwy_2_0_ 49

-

_ewsy_C

_ef_sk_oexp__winc_freertos'picXame_ef_sk__oexp__winc_freertos.mhc -

4. Build and load the “project demonstration onto the MPLAB Harmony device.

5. To continue, there must be a UART connection between the board and a Windows computer. If you are using the Explorer 16 Development
Board, this connection will be made using a DB9 cable. Do not open a terminal program on the PC, as the PC firmware update utility
communicates directly with the board. The update utility automatically scans for the UART port connected to the board.

© 2013-2017 Microchip Technology Inc.
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c:\>

Serial Connection

6. After completing all of the previous steps, run the batch file, downl oad_al | _nl a_har nony. bat , on the PC. The batch file can be launched

by double-clicking on the file within Windows Explorer, or by running the batch file from within a Command window. The output should be
similar to what is shown in the Appendix.

OTA Firmware Upgrade

Provides information on updating the firmware over-the-air.

Upgrade Using HTTP Web Server

Provides information on updating the firmware OTA using a HTTP Web server.
Description

This example demonstrates how to update the firmware of the WINC1500 PICtail via OTA. The update downloads the WINC1500 OTA firmware

binary file, M2m ot a_3a0. bi n, from OTA Download Web server to your MPLAB Harmony device. You can then upload a new firmware image to
the OTA Download Web server.

The out-of-box the example demonstration supports OTA firmware binary upgrade with its console command, ot a <addr ess
Note: of http server>. No additional system configuration option is needed.

Examples:

ota http://192.168.1.107/m2m_ota_3a0.bin
or

ota https://192.168.1.107/m2m_ota_3a0.bin

1. Start MPLAB X IDE and open the MPLAB Harmony project, by selecting one of the projects from the following figures, and then build and run to
install the demonstration to the target hardware development board. Once the demonstration is running, go to the serial console and enter the
OTA command to start the HTTP Firmware Update for WINC1500.

MPLAB X IDE v4.00.rc1 - pic32_etl
File Edit View Navigate Source R

i o S

Projects 2 | Files
8= Mpic32_eth_wifi_web_server

[ @Bpic32_wiﬁ_v\'eb_server
- (G gwifi_easy_configuration

© 2013-2017 Microchip Technology Inc. MPLAB Harmony v2.06 20
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File Edit View Navigate Scurce Refacter Prodhuction Debug Team Took Wimdow Help Q> Search {Ciri +]) |

tEEAS 9DE

W -5 Q- Ef'f&w*t’

Op8ens™ | Clock |

[OD(O[C)]

N-EDIE = l=38 )

= W
4[4 Use WA Driver?

VB.x.x or sbove and WhMHC

Extemal tempt v |

CWING

Wi Driver Extarnal Intarrupt Instarca Jodex [0
Wi Driver $91 Instance Index 0 o

4 4 Store WA Configuratin Information n NV

| Select a HTTP Custon Tenglate 'Web Server Demo -
Run Wi Drtver in Etharnet Mede |

- (7 Update WA-Fi Mockie Frrrware over Serial Port

# RTOS Configuration

i
WINC 1500 Ohvp Enable Pin S5t Positen O
€ -
L]

—Sth_wif_web_server -Oashboard _ Navigator % |

o

Mo View Avalable >

WINC 1500 Reset Pin B Pesison l)L
© WINC1500 $9] Slave Sebect Pin Port Charnel £ -
© WINC1300 571 Slave Select P Bt Poston 3
Wi Network Type Infrastructre w

o, C:\armony_2_0_4
cbpe: 40

2.0
>{info] Reading C: Hamony _2_0_+wed \apps i web_net_server.

_srem_pofs \frmware \arcigystem_config\piciame_ef sk _joexp_winc_freertos\pic3ame_ef_sk_joexp_winc_freertos.mhc -

File Edt View Navigate Source Refactoe Production Debug Team Teols Window Help

@

=" o

Qe Search (Cyi+l) ]|

eSS D

3 (aic32_eth wif_web_server

£ .._cwlcvnm

|

StartPage  ® P MAADXSWre R L
- EDIE ==k
"?‘"' CokDugran X |PnDagram x | Pnsetsngs x

§|E

T awn
3[4 Use WA Dver?

- WING.
Use Extemal Intemupt or Use Intermupt for Change Notification? External Interngt  »
Wi Detver External Yaemupt Instance Index 0 '

WA et 591 Jewtance I |0 ]

4 Store W Configuration informaton n WM

Select & MTTP Custom Terpiate Vieb Serves Demo -

- Run W Driver n EthemetMode v

f

7 RTCS Canfguration

 WINC1500 Ot Enabse Pin Pt Chrane F v

+ WINC1500 Che Enable Pn Bt Postion 1

1c32_witi_web_server - Dashboard | Mavigator % |

B

+ WING 1500 IRQ P Port Chamrel € -
. ]

o Ve Avislatsie >

WINC 1500 Reset Pn Bit Pogiton O

o

WING 1500 S5 Sve Salect P Bt Postion 0
W Netvork Trpe | Infrastnctire  »
WM Secunity Mode Open -

»|

Output | P

_pm_eth_wrc_freetos.sic -

_pm_e16_niee_f
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[E3 MPLAS X IDE w400l - i)
File Edt View Navigate Source Refactor Production Debug Team Took Window Help Qe Search (4]
PEES DO e W T W DR - - oo W e
pcIdmss pr_elb_Lin_freertos =
Projects % Fies JPE75 e _vic_reerio 0 | StartPage /gy MPLABXStre  ®| MPLAB® Hormony Corgurans  ® £.2)(=) (2] | MPLABE Harmony Contgurator =]
i3S, £16__wncck__freertos - —
T - DI e 5% ad
- QpcI2_wihi_meb_server bl e bixi [ Optiors®
i - Cok S P S
i @qwi_casy. Diagan X |PeDagan x [PnSetngs x|
= W&

4 Ve WA Drtver?
WING 1500 onfy warks i FrewT0S V8. x.x o sbove and s oy configurable with MHC n e latest FreeRTOS verson comes mith Hermony.
Use External Interrupt or Use Internpt for Change Notficaton? External Intempt  «
WAE Drrver External Interrupt Instance index 0
WA Drrver S21 Instance Index 0
4 7 Store V- Configuraton Informaon n N
Select & HTTP Custom Terplate Eary Confguraton Demo «
Run W Dover n Eherret Mode »
[ i o il P s St |
4 RTOS Configuraton
WINC 1500 Chp Enablle #n Port Channel € -
WINC 1900 Chp Enablle P B¢ Postion O
WINC 1500 [RQ P Port Chaneed € -
WINC 1500 [RQ Pin Bt Poston 3
WINC 1500 Rewet P Port Channed -
WINC 1500 Reset P B Postion 0
WINC 1500 91 Slave Select P Port Crannel € -
WINC 1500 SP1 Slave Select P B2 Postion 5
W Network Type Soft A2 -

I_saxy_conhguraton - Deshboard  Mavigator % =

W1 Operating Charnel 6 -

Ostput  MPLABS Marmony Configurator =
Ouput | PnTable X

ew Avalable o SRS T PR U WA R R B L
o Loadng plugn; C:\Hermony_2 o 4Wuumwﬂmhmownm-*~a
o SuccessSly loaded phugn object: MMCBrowse 2.0.4.0
o Loadng plugn; C:\Hermony_; 2 0 JWuMmmﬂmWW)s
or Successaly koaded phupn object; MAGC 2.0.4,
e Loedng plugn; C:' W{,!J,aw\mmmmm SCprmenager I XCprmenager jar
o Loadng plugn: C:\Hermony_2_0_Sywvpdutites ymhe phugns \pnmanager 'prmanager jo
e Successi by koeded phign object; Priveneger 2.0.40
o Loedng plugn; C:\Hermony_2_0_¢ jor
<Phugn>{Info] Successtly loeded phugn obgect; PMPCaladetor 2.0.40
or Loadng plugn: C:\Hermony_2_0_Swpduthtes ymhc \plugns mercalcustor \smercakadetor jor -
<Phugn>{info] SuccessSuby loeded pugn obpect; TmerCaicustor 2.0.9.0 .
<HCorfiy > [Info) Resdng C: ermory_2_0_: wefi_easy_c e\src'systen_config\picJame_ef_sk__oexp__winc_freerios'pcXame_ef _sk__oexp__minc_freertos.mhe -

@

2. From the serial terminal console, issue the command, ot a htt p:// xxx. xxx. xxx. xxx/ m2m_ot a_3a0. bi n (where xxx. XXX. XXX. XXX is
the IP address of the HTTP/HTTPS Web server) to start the OTA firmware update.

TCP/IP Stack: Initialization Started

W NC1500: Initializing...

SYS Initialize: The MPFS2 File Systemis nounted

*** W-Fi TCP/IP Wb Server Denp ***

Chip | D 1503a0
DriverVerlnfo: 0x13521352
W NC1500 Firmware Data:
Firmvare Ver: 19.5.2 SVN Rev 14274
Firmvare Built at Jan 26 2017 Tinme 22:13: 34
Firmmare Mn Driver Ver: 19.3.0
Driver Ver: 19.5.2 SVN Rev 14200
Driver SVN URL branches/WFI|OTl-1660_19 5 2 RC6
Driver Built at Feb 10 2017 Tine 13:53:00
Modul e MAC. F8: FO: 05: F2: 6C: BB
POAER SAVE Di sabl ed
Start W-Fi Connection...
TCP/IP Stack: Initialization Ended - success
I nterface WNCL500 on host MCHPBOARD W - NBNS enabl ed
>W -Fi Connected
W NC1500 | Pv4 Address: 192.168.1.5
>ota http://192.168. 1.2/ n2m ot a_3a0. bin
echoing target URL: http://192.168. 1.2/ n2m ota_3a0_RC7_Fi nal _OTA bin
>W -Fi Disconnected
W NC1500: NVM operation succeeded
W NC1500: De-initializing...
W NC1500: Initializing...
Chip I D 1503a0
DriverVerlnfo: 0x13521352
W NC1500 Firmware Data:
Firmvare Ver: 19.5.2 SVN Rev 14274
Firmvare Built at Jan 26 2017 Tine 22:13:34
Firmnare Mn Driver Ver: 19.3.0
Driver Ver: 19.5.2 SVN Rev 14200
Driver SVN URL branches/WFI|OT-1660_19 5 2 RC7
Driver Built at Feb 10 2017 Tine 13:53: 00
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Modul e MAC. F8: FO: 05: F2: 6C. BB

PONER SAVE Di sabl ed

Start W-Fi Connection...

W -Fi Connected

W-Fi IPis 192.168.1.5

O aUpdat eCh: Updat eSt at usType = 1, Updat eSt at us
O aUpdat eCh: nm2mota _switch_firmware starts

O aUpdat eCh: Updat eStatusType = 2, UpdateStatus = 0
O aUpdat eCb: OTA conpl ete, please reset your board

0

Upgrade Using HTTPS Web Server

Provides information on updating the firmware OTA using a secure HTTPS Web server.

Description

WINC1500 Firmware Update Guide

This OTA Firmware upgrade process uses a SSL connection and requires preinstallation of the root certificate of the HTTPS Web server on the
WINC1500 module. Refer to Firmware and Root Certificate Upgrade Over Serial Port for installing the root certificate. The firmware upgrade
process is the same as in Upgrade Using HTTP Web Server, with the OTA command in Step 3 replaced with: ot a

https://192.168. 1. 2// n2m ot a_3a0. bi n.

Appendix
Provides example output from the firmware update utility over the serial port.

Description

Example Output From the Firmware Update Utility Using a Serial Bridge
Mode UART

Downl oadi ng | mage. . .
EEEEEEEEEEEEEEEEEEEEEEEEREEEREEEEEEEEEEEEEESESES]

*  >Programmer for WNC1500 SPI Fl ash< *

* Owner: M crochip Corporation *
EEEEEEEEEEEEEEEEEEEEEREEREEEEREEREEEEEEREESEEREESESES]

SVN REV 13880 SVN BR trunk

Built at Jan 9 2017 10: 21: 03

Firmware Path (3A0) ../../../firnware/ n2m ai o_3a0. bin
>>|nitialize progranmrer.

Det ecting ports...

(APP) (1 NFO) W NC1500 Serial Bridge Found

Avai |l port COML

1 of ports found

Chip id 1503a0

>Waiting for chip permission...

----- NOW Progranmi ng Fi rmware | mage Version -----
Fi rmvare ver : 19.5.2 Svnrev 13922

Mn driver ver : 19.3.0

Firmware Build Nov 10 2016 Tinme 21:23:14

----- Previ ous Firnware | mage Version -----
Fi rmnvare ver : 19.5.2 Svnrev 13922

Mn driver ver : 19.3.0

Firmware Build Nov 10 2016 Tinme 21:23:14

Fl ash 1 D 1440ef

(APP) (I NFO Fl ash Size 8 M

>Start erasing...

Done

#Erase time = 0.858000 sec

>Start progranmng. ..

Done

#Progranm ng tinme = 90.216000 sec

(APP) (INFO) ----------- BEG N EFUSE DUW ----------------
(APP) (I NFO) (Ef use) Ver = 0, bank idx = O,used = 1,invalid = 0
(APP) (I NFO) (Efuse)Vvalid = 1, MAC = f8:f0:05:f2: 6e: 04

(APP) (I NFO) (Efuse)Valid = 0, PATxGai nCorr = 00
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(APP) (I NFO) (Efuse)Valid = 1, FreqOfset = 0101

(APP) (INFO) ------------- END EFUSE DUWP ----------------
Creating |l ook up table for PLL with xo_offset = 4.0156.
>Start erasing...

Done

#Erase time = 0.047000 sec

>Start progranmng...

Done

#Progranmming time = 0.905000 sec

done

>>| mage downl oaded successful ly.

(APP) (INFO) - ---------- BEG N EFUSE DUWP - -----ccmmmmmmnn
(APP) (I NFO (Efuse) Ver = 0,bank idx = O,used = 1,invalid =0
(APP) (I NFO) (Ef use)Val id = 1, MAC = f8:f0: 05: f 2: 6e: 04

(APP) (I NFO) (Efuse) Valid = 0, PATxGai nCorr = 00

(APP) (I NFO) (Efuse)Val id = 1, FreqOfset = 0101

(APP) (INFO) - -------mmm-- END EFUSE DUMP - -----mm-emmmnn-

>>This task finished after 92.65 sec
Downl oadi ng WNC TLS Certificate Materials...

khkhkkhkhkhkhhhkhhkhhkhhhkhhkhhkhhhkhhkhkhkhkhkhhkhkhkkkkkx

* W NC1500 TLS Certificate Flash Tool *
EEEEEEEEEEEEEEEEEEEREEREEREEREEREEREEREESEEESEESESESESE]
Detecting ports...

(APP) (1 NFO W NC1500 Serial Bridge Found

Avai |l port COML

1 of ports found

Chip id 1503a0

>Waiting for chip permssion...

(0 @

TLS Certificate Store Update Success on Fl ash

khkhkkhkhkhhkhhhkhhkhhkhhhkhhhhkhhhkhhhkhhkkhhkhkkdhhkk

* W NC1500 TLS Certificate Flash Tool *
EEEEEEEEEEEEEEEEEEEEEEEREEEEEEEEESESEEESESEESESESE]
Detecting ports...

(APP) (1 NFO) W NC1500 Serial Bridge Found
Avai |l port COML

1 of ports found

Chip id 1503a0

>Waiting for chip permssion...

(0 @

Detecting ports...

(APP) (1 NFO W NC1500 Serial Bridge Found
Avai |l port COML

1 of ports found

Chip id 1503a0

>\Waiting for chip permission...

X

TLS Certificate Store Update Success on Flash
Downl oadi ng root certificates...

khkhkkhkhhkhhhkhhkhhkhhhkhhkhhkhhhkhhkhhkhhkhkhhkhhkhhhkhhkhkkhkkhk k&

* > WNC1500 Root Certificate Flash Downl oader < *
EEEEEEEREEEEEEEEEEREEEEEEREEEEEEREEEEEEEEEEEEESEESEESESESES]
SVN REV 13880 SVN BR trunk

Built at Jan 4 2017 10: 07: 54

Detecting ports...

(APP) (1 NFO W NC1500 Serial Bridge Found

Avai |l port COML

1 of ports found

Chip id 1503a0

>Waiting for chip permssion...

(0@

>>>Found Certificate:

>>> At mel EccCA
>Witing the certificate to SPI flash...
Done
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>>>Found Certificate:
>>> Bal ti nore Cyber Trust Root
>Witing the certificate to SPI flash...
Done
>>>Found Certificate:
>>> Di gi Cert SHA2 H gh Assurance Server CA
>Witing the certificate to SPI flash...
Done
>>>Found Certificate:
>>> Entrust Root Certification Authority
>Witing the certificate to SPI flash...
Done
>>>Found Certificate:
>>> d obal Sign Root CA
>Witing the certificate to SPI flash...
Done
>>>Found Certificate:
>>>
>Witing the certificate to SPI flash...
Done
>>>Found Certificate:
>>> Sanpl e Matrix RSA-2048 Certificate Authority
>Witing the certificate to SPl flash...
Done
>>>Found Certificate:
>>> AddTrust External CA Root
>Witing the certificate to SPI flash...
Done
>>>Found Certificate:
>>>
>Witing the certificate to SPI flash...
Done
>>>Found Certificate:
>>> GeoTrust d obal CA
>Witing the certificate to SPI flash...
Done
>>>Found Certificate:
>>> QuoVvadi s Root CA 2
>Witing the certificate to SPI flash...

Done

>>>Found Certificate:

>>> Veri Sign Class 3 Public
>Witing the certificate to SPI
Done

>>>Found Certificate:

>>> W NCRoot CA

>Witing the certificate to SPI
Done

Primary Certification Authority - Gb
flash...

flash...

Al'l certificates have been downl oaded

H#H#
##t
##t
#it
H#H#
H#H#

(0.4
BRAHHHH AR R AR R R R R R
H#H#
##t BRI HiH BRI T
##t ##t #H# #HH #H #HE H#H# #Hit ##t
#t #t #H#  H#H# H#H# HE ##t
H#H# HRHHHARE  HH HE HAHRRR BB
H#H# H#H# HEHHHHARRH H#H# H#H#
##t ##t ##t H#H# H#Hit H#H# H#Hit ##t
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#it #it #it #Hit HHHHIY HHEEE #it
#Hit #it
HHHH
Downl oadi ng ends successful ly
Press any key to continue .
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