Creating the First Application on PIC32CM LSx :
Microcontrollers Using MPLAB Harmony v3 with MPLAB @ MICROCHIP
Code Configurator (MCC)

Introduction

MPLAB® Harmony v3 is a software development framework consisting of compatible and interoperable
modules that include peripheral libraries (PLIBs), drivers, system services, middleware, and third-party libraries.
The MPLAB Code Configurator (MCC) is a graphical user interface (GUI) based tool that provides an easy way

to enable and configure various MPLAB Harmony modules. The MCC is a plug-in to the MPLAB X Integrated
Development Environment (IDE).

This document describes how to create a simple application on an Arm® Cortex®-M23 based PIC32CM

LSx Microcontroller using the MCC with MPLAB Harmony v3 modules. This application demonstrates the
TrustZone®-based security feature on PIC32CM LSx Microcontrollers. The application consists of two projects
which details about Secure and Non-Secure modes on PIC32CM LSx Microcontrollers. These two projects

offer security isolation between the trusted and non-trusted resources in the device. The objective of this
application is to toggle an LED on a timeout basis and print the LED toggling rate on the Serial Console. For this
demonstration, the following MPLAB Harmony v3 modules are used and configured using the MCC as Secure
and Non-Secure.

The Secure modules include:

+ Secure PORT Pin to toggle LED (by default, all the PORT pins are configured as Secure).

+ Secure Real-Time Clock (RTC) PLIB to periodically sample LED toggling rate.

« Secure External Interrupt Controller (EIC) PLIB to change the toggling rate when a switch press event occurs.

The Non-Secure modules include:

+ Non-Secure SERCOM (configured as USART) and Non-Secure Direct Memory Access (DMA) PLIBs to print the
LED toggling rate on a COM (serial) port terminal application running on a PC.

+ Non-Secure Port Pins (USART pins are responsible for printing the data on the Terminal after obtaining the
values from Secure Application) to communicate with the Serial Terminal.


https://www.microchip.com/mplab/mplab-harmony
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1. Creating the First Trust Zone Application on PIC32CM LS60 MCU

The following software and hardware tools are used for this demonstration:

MPLAB X IDE v6.20

MCC Plug-in v5.5.0

MPLAB XC32 v4.35

MPLAB Harmony v3 repository: csp v3.18.2
PIC32CM LS60 Curiosity Pro Evaluation Kit

Note: Updated versions of the above listed hardware tools can also be used to create the
application.

1.1 Creating an MPLAB Harmony v3-based Project

To create an MPLAB Harmony v3-based project, follow these steps:

A wN -

On the Start menu, launch MPLAB X IDE.
In MPLAB X IDE, on the File menu, click New Project or click on the New Project icon.
In the New Project window, in the left navigation bar, under Steps click Choose Project.

In the right Choose Project property page:
a. Categories: Select Microchip Embedded.

b. Projects: Select Application Projects.

Figure 1-1. Choose Project

4 New Project X
Steps Choose Project
1. Choose Project Q, Filter:

v S
Categories:
| | Microchip Embedded
+-|(J) Other Embedded D H GE
) Generic & User Makefile Project
m Library Project

Description:

Creates a new application project. It uses an IDE-generated makefile to build your project.

|| Finis! Cancel Help

Click Next.
In the left navigation bar, click Select Device.

In the Select Device property page, in the Device box, type or select the device
PIC32CM5164LS60100.
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Figure 1-2. Select Device
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8. Click Next.

Add Another Project

9. In the left navigation bar, click Select Compiler.

10. In the Select Compiler property page, click and expand XC32 list of options and then select the

Compiler Toolchain as shown below.

Figure 1-3. Select Compiler
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11. Click Next.

Add Another Project

—E—

Fini

ish

12. In the left navigation bar, click Select Project Name and Folder.

13. In the right Select Project Name and Folder property page:
- Project Name: Enter pic32cm_Is60_cpro.

- Project Location: Click the Browse button and choose C:\microchip\h3\Tech_Brief\firmware.
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Figure 1-4. Select Project Name and Folder
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14. Click Finish to launch MCC.

Note: By default, Non-Secure project will be set as the main project while launching MCC.

15. Before launching the MCC, the Configuration Database Setup Window will be displayed where
the Device Family Pack (DFP) and Cortex® Microcontroller Software Interface Standard (CMSIS)

path can be changed, if required. For this demonstration, the default settings are used.
16. The MCC plug-in will open in a new window as shown in the following figure.

Figure 1-5. MPLAB Code Configurator Window
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1.2

Adding and Configuring the MPLAB Harmony Components

To add and configure the MPLAB Harmony components using MCC, follow these steps:

1.
2.

In the MCC window, click Project Graph.

=

suonto uoe nBiyued

In the Plugins drop-down list (highlighted green in the Figure 1.5), select Clock Configuration .
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3. This opens the Clock Easy View window, which embedded within MCC. Verify that the Main Clock
is set to 48 MHz.

Figure 1-6. Clock Easy View Window
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4. In MCC, under the Device Resources section, click and expand the list of options Harmony >
Peripherals > SERCOM .

5. Click SERCOMS3 to add. Observe that the SERCOM3 Peripheral Library block is added in the
Project Graph window.

I Device Resources I (Z Content Manager

» Harmony

> Input

> Libraries
AC
ADC
cCL

vy ¥ v v v v v v v
Q
7]
(=

() SERCOMO
) SERCOM1

) SERCOM4
() SERCOMS

Note: Similarly users can select and add all peripherals, available under Device Resources >
Harmony > Peripherals.

6. Inthe Project Graph window, in the left navigation bar, select SERCOMS3 Peripheral Library.

7. Inthe right Configuration Options property page, configure it as follows to print the LED toggling
rate on the Serial Console.
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a. For Receive Pinout, from the drop-down list, select SERCOM PAD[1] and leave the remaining
parameters with the default setting as shown in the figure below.

Figure 1-7. MPLAB Code Configurator — SERCOM3 Configuration Window

Kit Window x| StartPage x| ProjectGraph x|  Configuration Options x
x‘j.ﬁ--f“@"ﬁugins: E®H
=+SERCOM3
— SERCOMS =-Select SERCOM Operation Mode |USART with internal Clock
Peripheral Library Peripheral Library Operating Mode Non-blocking mode
MEMORY 12C ~Receive Enahle
SPI Transmit Enable
EVSYS UART Frame Format USART frame v
Peripheral Library Baud Rate in Hz 115,200 -5
Parity Mode No Parity v
Character Size 8Bits v
Stop Bit Mode One Stop Bit  +
PM -Start-of-Frame Detection Enable []
Peripheral Library . R F
M Receive Pinout E
Transmit Pinout PAD([0] =TxD; PAD[1] = XCK v
~Enable Run in Standby O

From the Plugins item list, select DMA Configuration,

9. Inthe DMA Configuratin dialogue box, click Add Channel and configure DMA Channel 0 to
transmit application buffer to the USART TX register. The DMA transfers one byte from the user
buffer to the USART transmit buffer on each trigger.

Figure 1-8. DMA Configuration

&1 DMA Configuration - X
Active Channels List Use Linked List Mode

Channel Number Trigger DMA Channel 0 Settlngs

DMAC Channel 0 SERCOM3_Transmit Enable Interrupt
Trigger Action One Beat Transfer per DMA Request v

Add Channel Remove Selected Channel

Source Address Mode Increment Address After Every Transfer v
Destination Address Mode | ri 4 A 4drece Mode o
Beat Size 8-bit bus transfer v

10. Under Device Resources, click and expand Harmony > Peripherals > RTC. Click on the RTC to add,
and then observe that the RTC Peripheral Library block is added in the Project Graph window to
generate a compare interrupt every 500 milliseconds.
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Figure 1-9. RTC PLIB Configuration
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11. Under the Device Resources section, click and expand Harmony > Peripherals > EIC.

12. Click on the EIC to add, and then observe that the EIC Peripheral Library block is added in the
Project Graph window.

Figure 1-10. Enable EIC Channel 12

Kit Window x| StartPage x | MPLABX Store x | B3 tz_pic32cm_Is60_cpro_NonSecure.mc3 x| € Options x o
X omEmm ¢ Plugins: v BE
EHEIC

NVMCTRL Device Family Pack (DFP) | E1C Clock Source Selection Clocked by 3 v ||
Peripheral Library Non Maskable Interrupt Control

MEMORY Enable EIC Channeld
Enable EIC Channell
Enable EIC Channel2
S Enable EIC Channel3
Enable EIC Channel4
Enable EIC ChannelS
Enable EIC Channel6
Enable EIC Channel7
Enable EIC Channeld
Enable EIC Channel?
Enable EIC Channel10
Enable EIC Channel1l
SERCOM3 I Enable EIC Channel12 I
Peripheral Library Enable EIC Channel13
Enable EIC Channel14
Enable EIC Channel1S

RTC
Peripheral Library

Qoooooooooooon

000

13. Click on the EIC Peripheral Library, and then expand Enable EIC Channel 12 and configure by
selecting the options as shown below.
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Figure 1-11. MPLAB Code Configurator — EIC PLIB Configuration
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14. Select Arm TrustZone for Armv8-M from the Plugins list, and then check Memory Configuration
for Secure and Non-Secure regions of the application.

Figure 1-12. Arm TrustZone Memory Configuration Window
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Note: The markers can be used to configure the memory if there are any changes needed in
the memory configuration. It is recommended not to change the default configuration for this

application.

The memory can be configured using a Tree view interface by selecting System and following the
highlighted options in the below screenshot.
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Figure 1-13. Memory Configuration using System
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The Application Non-Secure Callable (ANSC) memory size has been increased to accommodate
memory space if users required to add code in future.

15. Under plugin list select Arm TrustZone for Armv8-M, and then open Peripheral Configuration
and select SERCOM3 and DMAC boxes as Non-Secure peripherals. Upon selection the box color
will change from green to orange.

Figure 1-14. SERCOM3 and DMAC Peripheral Configuration

1 Arm TrustZone for Armv8-M _

Peripherals

Mix-Secure Peripherals

Note: The SERCOM3 and DMA peripheral libraries are configured as Non-Secure peripherals.
These libraries obtain the LED toggling rate from the Secure application through NSCs (Non-
Secure Callable) APIs to print the LED toggling rate on a Serial Console running on a PC.

16. Open NVIC Configuration from Plugins list and make DMAC_0 Channel as Non-Secure.
Figure 1-15. NVIC Configuration (DMAC_0 as Non-Secure)

15 DMAC_0 (DMA Channel 0) 3

<

DMAC_O_InterruptHandler NON-SECURE B
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17. Open the Pin Configuration window from the Plugins list and configure the required pins as
shown below:

Figure 1-16. SERCOM3 Pin Configuration

Pin

Number PinID Custom Name Function Mode Direction Latch PulUp  PulDown Drive Strength  Security Mode
68 PB20 SERCOM3_PADD Digita High Impedance nfa O NORMAL v | NON-SECURE v
69 PB21 SERCOM3_PAD1 |  Digita High Impedance nfa [J | NORMAL | NON-SECURE v

Figure 1-17. Switch and LED Pin Configuration

Order: Pins v Table View Easy View
:‘L‘mber PinID Custom Name Function Mode Direction Latch PulUp  PulDown Drive Strength  Security Mode
58 PC18 Available v High Impedance | Loy O [ | NorRmAL SECURE v
I 59 PC13 LEDO GPIO v Out v|  High NORMAL v
I 60 PC20 EIC EXTINT12 v Figh Impedance n/a %l Ll NORMAL o
61 PC21 Available v High Impedance v Loy O O NORMAL v | SECURE v

1.3 Generating the Code
After configuring the peripherals, click Resource Management [MCC], and then click on the
Generate tab.
Figure 1-18. Generation of Code

Projects Files Resource Management [MCC] x =

Project Resources || Generate | Import.. || Export || @

¥ Libraries

» Harmony
v System

System

Note: The generated code will add files and folders to the 32-bit MCC Harmony project. In the
generated code, notice the Peripheral Library files generated for Real-Time Clock (RTC), External
Interrupt Controller (EIC), and PORT peripherals in the Secure project while SERCOM3 (as USART),
DMA peripherals in the Non-Secure project. MCC also generates main.c files in both Secure and
Non-Secure Projects.

Note: MCC provides an option to change the generated file name, and if this option is not used, by
default, the file name main.c is generated.

1.4 Adding Application Logic to Secure Project
To develop and run the application, follow these steps:

1. Open the main.c file of the Secure project and add the following application logic. Add

the following code to the register RTC event handlers for a 500 ms compare event.
RTC Timer32CallbackRegister (rtcEventHandler, 0);and add the following code to the
EIC callback event handler for the switch press event EIC CallbackRegister (EIC PIN 12,
sw0_eventHandler, 0);inthemain () functionand sys Initialize (NULL) function
below:

RTC Timer32CallbackRegister (rtcEventHandler, 0);

EIC CallbackRegister (EIC_PIN 12, sw0_eventHandler, O0);

sprintf ( (char*)uartTxTempBuffer,

"WhAk*kkxxkAkxxkkx Printing Toggling LED rate
*************\r\n") ;

readUartTxStatus = true;

2. Add the line of code to call the RTC_Timer32Start () ; function after registering the callback
event handlers.
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Figure 1-19. Adding Application Logic to Register Callback Event Handlers

int main ( void )

{
uint32_t msp_ns = *((uint32_t *) (TZ_START_NS)):
volatile funcptr_void NonSecure_ResetHandler;

SYS_Inlclallze ( NULL ).

RTC_Timer32CallbackRegister (rtcEventHandler, 0):;
EIC_CallbackReglscer(EIC_PIN_lZ, swo_evencﬂandlex, 0):

sprintf ( (char*)uartTxTempBuffer, I LE r r\n"):
readUartTxStatus = true;

|RTC Timers2starc(): |

3. Implement the registered callback event handlers for Secure peripherals by adding the following
code outside the main () function.

static void sw0O_eventHandler (uintptr t context)
{
changeSamplingRate = true;

}

static void rtcEventHandler (RTC_TIMER32 INT MASK intCause, uintptr t context)
{
if (intCause & RTC_TIMER32 INT MASK CMPO)
{
isRTCTimerExpired = true;
}
}

4. Inthe securenpp () function, add the application logic of toggling LED at different rates of 500
ms, 1s, 2s, and 4s whenever there is a switch press on the board by the user before the main ()
function in Secure project.

Note: Add this function outside themain () function.

void secureApp (void)
{
/* Basic Functionality: Demonstrates an LED toggle, i.e. LEDO toggles when
* the switch SWO is pressed on a timeout basis and prints the LED toggling
* rate on the serial terminal.*/
if (printLedToggleRate == true)
{
memset ( (char*)uartTxTempBuffer, 0x00, 100);
sprintf ((char*)uartTxTempBuffer, "***x*ixkix*x4x printing Toggling LED rate
*************\r\n") 2
printLedToggleRate = false;
readUartTxStatus = true;
}
if (isRTCTimerExpired == true)
{
isRTCTimerExpired = false;
memset ( (char*)uartTxTempBuffer, 0x00, 100);
sprintf ( (char*)uartTxTempBuffer, "Toggling LED at %s rate \r\n",
&timeouts[ (uint8 t)tempSampleRate] [0]) ;
LEDO_Toggle() ;
readUartTxStatus = true;
}
if (changeSamplingRate == true)
{
changeSamplingRate = false;
if (tempSampleRate == SAMPLING RATE 500MS)
{
tempSampleRate = SAMPLING RATE 1S;
RTC Timer32CompareSet (PERIOD 1S);
}
else if (tempSampleRate == SAMPLING RATE 1S)
{
tempSampleRate = SAMPLING RATE_2S;
RTC_Timer32CompareSet (PERIOD_25S) ;
}
else if (tempSampleRate == SAMPLING RATE 2S)
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tempSampleRate = SAMPLING RATE 4S;
RTC_Timer32CompareSet (PERIOD 4S) ;
}
else if (tempSampleRate == SAMPLING RATE 45S)
{
tempSampleRate = SAMPLING RATE 500MS;
RTC Timer32CompareSet (PERIOD 500MS) ;
}
else
{
}
RTC Timer32CounterSet (0) ;
sprintf ( (char*)uartTxTempBuffer, "LED Toggling rate is changed to %s\r\n",
&timeouts[ (uint8 t)tempSampleRate] [0]);
readUartTxStatus = true;
}
}

Add the following code snippet to include the necessary header files, and define the macros for
different RTC compare values.

Note: Add this logic at start of the file to include necessary files which have definitions of
functions used in the file.

#include <stdio.h>
#include <string.h>

#define PERIOD 500MS 512

#define PERIOD_1S 1024
#define PERIOD 2S 2048
#define PERIOD 4S 4096

Add the following code snippet after including the header files.

The following codes declare various flags whose status is monitored and changed by event
handlers in the application.

static volatile bool isRTCTimerExpired = false;

static volatile bool changeSamplingRate = false;

static volatile bool printLedToggleRate = false;

static const char timeouts[4][20] = {"500 milliSeconds", "1 Second", "2 Seconds", "4
Seconds"};

volatile bool readUartTxStatus = false;
uint8 t uartTxTempBuffer[100] = {0};

typedef enum

{
SAMPLING RATE 500MS
SAMPLING RATE 1S
SAMPLING RATE 2S
SAMPLING RATE 4S

} SAMPLING RATE;

LI
w NP O
~ s~ 0~

static SAMPLING RATE tempSampleRate = SAMPLING RATE 500MS;

5. Inthe nonsecure entry.c file, availble under Source Files > trustZone, implement the Non-
Secure callables below to access and request the Secure application from the Non-Secure
application.

Note: Delete the generated template code and add the following code.

bool  attribute ((cmse nonsecure entry)) readUartTxData (uint8 t *lcluartTxBuffer)
{
bool localSecureUartStatus = readUartTxStatus;
if (localSecureUartStatus == true)
{
memset ( (char*) lcluartTxBuffer, 0x00, 100);
memcpy (lcluartTxBuffer, uartTxTempBuffer, strlen((const char
*) &uartTxTempBuffer[0]));
readUartTxStatus = false;

}
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return (localSecureUartStatus);

}

void  attribute ((cmse nonsecure entry)) secureAppEntry(void)

{

secureApp () ;

}

Add the following code snippet to include necessary header files and extern the variables and
prototype of the SecureApp() function whose implementation takes place in the Secure main.c
file.

finclude <stdint.h>
#include <stdio.h>

#include <stddef.h> // Defines NULL
#include <stdbool.h> // Defines true
#include <stdlib.h> // Defines EXIT_FAILURE

#include <string.h>

extern uint8 t uartTxTempBuffer[];
extern volatile bool readUartTxStatus;
extern void secureApp (void) ;

1.5 Adding Application Code to Non-Secure Project

1. Inthemain () function below sys Initialize () add the following code to register callback
event handlers.

DMAC_ChannelCallbackRegister (DMAC CHANNEL 0, usartTxDmaChannelHandler, 0);

2. Implement the registered callback event handler before the main () function.

static void usartTxDmaChannelHandler (DMAC TRANSFER EVENT event, uintptr t contextHandle)

{
if (event == DMAC TRANSFER EVENT COMPLETE)

{
1sUSARTTxComplete = true;

}
}

3. Remove SYs Tasks ( ); function call and replace with the below code to enter the Secure
functionality from this Non-Secure application inside the while loop.

while ( true )
{
if (readUartTxData (nonSecureUartTxBuffer) == true)
{
/* Maintain state machines of all polled MPLAB Harmony modules. */
DMAC ChannelTransfer (DMAC CHANNEL 0, nonSecureUartTxBuffer, \
(const void *) & (SERCOM3 REGS->USART INT.SERCOM DATA), \
strlen((const char*)nonSecureUartTxBuffer));
}
secureAppEntry () ;
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Figure 1-20. Adding Application Logic to Enter Secure Functionality from Non-Secure App

int main ( void )
{

SYS Initialize ( NULL );

DMAC_ChannelCallbackRegister(DMAC_CHANNEL_O, usartTxDmaChannelHandler, 0)4
while ( true )
{

if (readUartTxData (nonSecureUartTxBuffer) == true)

{

DMAC ChannelTransfer (DMAC_CHANNEL O, nonSecureUartTxBuffer, \
(const void *)&(SERCOM3 REGS—->USART INT.SERCOM DATA), \
strlen((const char*)nonSecureUartTxBuffer));

}
| secureappEntry () ; |

Add the following code snippet to include the header files and declaration of variables used in
the Non-Secure main.c file.

#include <stdio.h>
#include <string.h>
#include "trustZone/nonsecure_entry.h"

static volatile bool isUSARTTxComplete = false;
static volatile bool isUSARTRxComplete = false;
static uint8 t nonSecureUartTxBuffer[100] = {0};

4. Inthe nonsecure entry.h file, available under Header Files > trustZone, add the following code

by declaring NSCs with extern keyword to access and request the Secure application from the
Non-Secure application.

Note: Delete the generated template code and add the following code.

extern bool readUartTxData(uint8 t *lcluartTxBuffer);
extern void secureAppEntry (void);

Figure 1-21. Global NSCs to Access and Request Secure App from Non-Secure App

1def NONSECURE_ENTRY H_

$define SECURE ENTRY

extern bool readUartTxData(uintf t *lcluartTxBuffer):;
extern void secureAppEntry (void);

1.6 Building and Programming the Application

1. The PIC32CM LS60 Curiosity Pro Evaluation Kit supports Embedded Debugger (EDBG) for
debugging. Connect the 'Type-A male to micro-B' USB cable to the micro-B debug USB port
on the PIC32CM LS60 Curiosity Pro Evaluation Kit to power and debug.
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Figure 1-22. Hardware Setup
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2. Setup the Non-Secure project as the main project, and from the Project Properties select the
latest compiler version (v4.35).

Ml_ J -

3. Clean and build the project by clicking E (the Clean and Build icon).
>
4. Program the application by clicking (the Program the Device icon).
1.7 Observing the Output on Board and Serial Terminal

1. When the application builds and completes programming, open the Tera Term tool on the PC.
Select Serial Port and set the baud rate as 115200.

2. Press the RESET button on the PIC32CM LS60 Curiosity Pro Evaluation Kit, and the LED will toggle
at 500 ms by default, and with every subsequent SWO0 switch press, the LED toggling rate will
change to 1s, 2s, and 4s.

Figure 1-23. LED Toggling Rate on Serial Terminal

M COM38 - Tera Term VT

ate
Second
2 Seconds

to 4 Seconds
e

e
to 508 milliSeconds
ate

a. While the LED toggling rate on the Serial Terminal changes with every subsequent switch
press, observe the changes in the toggling rate of the LEDO on the evaluation kit.
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For additional information on MPLAB Harmony v3, refer to the Microchip web site: https://
www.microchip.com/mplab/mplab-harmony and microchipdeveloper.com/harmony3:start

For a more detailed insight into this project, refer to Microchip Developer Help on the YouTube
channel: www.youtube.com/watch?v=5w0JYHNnSzPM

For more information on various applications, refer to https://github.com/Microchip-MPLAB-
Harmony/reference_apps

Secure Boot on PIC32CM LS60 Curiosity Pro Evaluation Kit, refer to https://
microchipdeveloper.com/harmony3:secure-boot-application-on-pic32cm-Is60

PIC32CM LS60 Curiosity Pro Evaluation Kit

For additional info about 32-bit Microcontroller Collaterals

and Solutions, refer to: ww1.microchip.com/downloads/aemDocuments/
documents/MCU32/ProductDocuments/ReferenceManuals/32-bit-Microcontroller-Collateral-and-
Solutions-Reference-Guide-DS70005534.pdf
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