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Introduction

The modern embedded systems are increasingly susceptible to software attacks, which are malicious activities
aimed at exploiting software vulnerabilities to gain unauthorized access, steal data, disrupt services, or inflict
other forms of damage. Concurrently, protecting intellectual property remains critically important.

This document provides guidelines on safeguarding the PIC32CM LS00 MCU against software attacks using
the PIC32CM LS00 Curiosity Nano+ Touch Evaluation Kit. By leveraging the Boot ROM'’s Secure Hash Algorithm
2 (SHA-256) Authentication, the PIC32CM LS00 can identify unauthorized code fragments in the non-secure
memory and replace them with an authentic copy of the same from the secure memory region.


https://microchip.com
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1. Hardware and Software Requirements

1.1. PIC32CM LS00 Curiosity Nano+ Touch Evaluation Kit

The PIC32CM LS00 Curiosity Nano+ Touch Evaluation Kit is ideal for evaluating and prototyping
with the secure and ultra-low power PIC32CM LS00 Arm® Cortex®-M23 microcontrollers. The MCU
integrates Arm TrustZone® technology and enhanced Peripheral Touch Controller (PTC) and smart
analog, such as Op Amps, ADC, DAC, and Analog Comparators.

The kit includes an on-board Nano Embedded Debugger (nEDBG), eliminating the need for external
tools to program or debug. The following are key features of the PIC32CM LS00 MCU:

* 48 MHz Arm Cortex-M23 Core
+ 512 KB Flash and 64 KB SRAM
* Immutable Secure boot, Crypto accelerator, Anti-tamper detection

The PIC32CM LS00 Curiosity Nano+ Touch Evaluation Kit is available at Microchip Direct.

1.2. MPLAB® X Integrated Development Environment (IDE) and MPLAB XC
Compilers

The MPLAB X IDE is an expandable, highly configurable software program that incorporates
powerful tools to discover, configure, develop, debug, and qualify embedded designs for most of
the Microchip’s microcontrollers.

+ The MPLAB X IDE is available on the Microchip Website. This document describes the MPLAB X
IDE version 6.20.

+ The MPLAB XC Compilers are available on the Microchip Website. This document describes
MPLAB XC32 version 4.45.

1.3. MPLAB Harmony v3

MPLAB Harmony v3 is a fully integrated software development framework that provides flexible
and interoperable software modules that enable dedicating resources to create applications for
32-bit PIC® and SAM devices, rather than dealing with device details, complex protocols, and library
integration challenges.

It includes the MPLAB Code Configurator (MCC), an easy-to-use development tool with a graphical
user interface (GUI) that simplifies device setup, library selection, configuration, and application
development. The MCC is available as a plug-in that integrates with the MPLAB X IDE and has a
separate Java executable for stand-alone use with other development environments.

The application discussed in this document uses the following MPLAB Harmony v3 repositories.
These repositories can be downloaded from GitHub:

+ ¢spv3.20.0 (MPLAB Harmony v3 Chip Support Package)

* bootloader v3.7.0
or

+ Use the MCC Content Manager to download the above-mentioned repository
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https://www.microchipdirect.com/dev-tools/EV41C56A?allDevTools=true
https://www.microchip.com/en-us/tools-resources/develop/mplab-x-ide
https://www.microchip.com/en-us/tools-resources/develop/mplab-xc-compilers/xc32
https://github.com/Microchip-MPLAB-Harmony/csp
https://github.com/Microchip-MPLAB-Harmony/bootloader
https://onlinedocs.microchip.com/pr/GUID-1F7007B8-9A46-4D03-AEED-650357BA760D-en-US-6/index.html?GUID-1154354B-2B16-4E74-8552-AD4977699E09

2. Software Attack Protection Using PIC32CM LS00 MCUs
2.1. Boot ROM Features

The PIC32CM LSO0/LS60 series incorporate a hardware or software cryptographic accelerator
(CRYA) that facilitates Advanced Encryption Standard (AES) encryption and decryption, Secure
Hash Algorithm 2 (SHA-256) authentication, and Galois Counter Mode (GCM) encryption and
authentication through a suite of APIs.

The CRYA cryptographic accelerator is configured as a client on the IOBUS port and is controlled by
the CPU through assembly code stored in the Boot ROM.

Advanced Encryption Standard (AES) adheres to the American Federal Information Processing
Standard (FIPS) Publication 197 specification. AES processes data in 128-bit blocks. The key size

for an AES cipher determines the number of transformation rounds required to convert the input
plaintext into the final output, known as ciphertext. AES utilizes a symmetric-key algorithm, meaning
the same key is employed for both encryption and decryption.

SHA-256 is a cryptographic hash function that generates a 256-bit hash from a data block, which is
processed in 512-bit chunks.

Galois/Counter Mode (GCM) is an operational mode for AES that integrates the Counter (CTR) mode
with an authentication hash function.

2.2. Secure Hash Algorithm 2 (SHA-256) Authentication

The main purpose of a hash function is to create a distinct digital identifier for a specific set of
data, similar to a fingerprint. Unlike error detection codes, each data set must be linked to a unique
identifier.

In practical terms, a hash function takes input of varying lengths and produces an output of a fixed
size known as a message digest. It has several important attributes, including excellent diffusion,
which guarantees a significantly different output with even a small change in input.

Although the fixed output size theoretically limits the ability to generate a unique digest for every
possible piece of data, hash functions are designed to make it extremely difficult to find two
messages that produce the same digest, effectively creating the appearance of uniqueness for
practical purposes.

2.3. Usage of SHA-256 APIs from Boot ROM

The cryptographic accelerator (CRYA) APIs are located in a dedicated Boot ROM area. This area is
execute-only, meaning the CPU cannot do any loads but can call the APIs. The Boot ROM memory
space is a secure area, only the secure application can directly call these APIs.

Table 2-1. CRYA APIs Addresses

AES Encryption 0x02006804
AES Decryption 0x02006808
SHA256 Init 0x02006810
SHA256 Update 0x02006814
SHA256 Final 0x02006818
SHA256 Process (legacy API) 0x02006800
GCM Process 0x0200680C

The API is composed of the following functions which must be called in a specific order:
1. SHA-256 Init to initiate a SHA256_CTX structure.
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2. SHA-256 Update to add a message to be computed in the digest.
3. SHA-256 Final to compute the digest.

Note: SHA-256 Update can be called several times in the case several messages are to be included
in the digest computation.

The SHA-256 structure to define is called SHA56_CTX:

typedef struct
{
/* Digest result of SHA256 */
uint32 t digest([8];
/* Length of the message */
uint64_t length;
/* Holds the size of the remaining part of data */
uint32_t remain_size;
/* Buffer of remaining part of data (512 bits data block) */
uint8 t remain ram[64];
/* RAM buffer of 256 bytes used by crya sha process */
uint32_t process buf[64];

} SHA256 CTX;
The SHA-256 Init function entry point is located at the Boot ROM address 0x02006810:

typedef void (*crya sha256 init t) (SHA256 CTX *context);

#define crya sha256 init ((crya sha256 init t) (0x02006810 | 0x1))
The SHA-256 Update function entry point is located at the Boot ROM address 0x02006814:

typedef void (*crya sha256 update t) (SHA256 CTX *context, const unsigned char *data, size t
length) ;

#define crya sha256 update ((crya sha256 update t) (0x02006814 | 0x1))
The SHA-256 Final function entry point is located at the Boot ROM address 0x02006818:

typedef void (*crya sha256 final t) (SHA256 CTX *context, unsigned char output([32]);

#define crya sha256 final ((crya sha256 final t) (0x02006818 | 0x1))

2.4. Prevention of Non-Secure Region against Software Attacks

During device startup, the secure application calculates a unique identifier (digest) for the Non-
Secure firmware and stores it in secure memory (Secure Data Flash). A periodic verification is
necessary to ensure the integrity of the Non-Secure firmware. A timer will check the firmware
authenticity at specific time intervals.

If malware or unauthorized code is injected into the Non-Secure application, the calculated digest
of the updated firmware will not match the expected digest of the genuine Non-Secure application.
As a result, the secure application will restore the original copy from the secured memory to the
Non-Secure Flash region, preventing system downtime.
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Figure 2-1. Software Attack Protection of Non-Secure Firmware
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2.4.1. Simulation of Software Attack
The PIC32CM LS00/LS60 family of devices features tamper detection with a tamper erase security
function within the Real Time Clock (RTC) peripheral. To simulate a software attack, the tamper
erase option is employed to erase data stored in the secure memory region. Upon detecting any
tampering, the RTC peripheral within the secure application triggers a tamper-erase operation to
delete the contents (firmware digest) in the Secure Data Flash region.

Figure 2-2. Software Attack Simulation using Tamper Detection
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2.4.2. Execution Flow
Secure Firmware Execution Flow

The following figure illustrates the system-level execution flow of Secure firmware in the Software
Attack Protection application.
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Figure 2-3. Secure Application Execution Flow
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The Secure application executes in the following sequence:

1. After a system reset, the application initiates the Non-Secure firmware hashing process to
generate a firmware digest.

2. The calculated digest is stored in the data Flash memory within the Secure region.

The firmware digest of the Non-Secure application is verified against the genuine copy in the
Secure Flash memory.

Upon successful verification, the execution is jumped to the Non-Secure application.

5. |If verification fails, the Non-Secure application is erased, and the genuine copy is loaded into the
Non-Secure Flash region.

6. Every 30 seconds, the firmware digest is regenerated and cross-verified with the genuine copy to
ensure authenticity.

Non-Secure Firmware Execution Flow

The following figure illustrates the system-level execution flow of Non-Secure firmware in the
Software Attack Protection application.
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Figure 2-4. Non-Secure Application Execution Flow
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The Non-Secure application executes in the following sequence:

1. After a firmware jump from the Secure application, the Non-Secure firmware initializes the
Non-Secure peripherals.

2. Toggles the LED1 for every 500 millisecond on the PIC32CM LS00 Curiosity Nano+ Touch
Evaluation Kit.

Software Attack Simulation Execution Flow
The simulation of a software attack is conducted in the following sequence:

1. Pressing the SW1 button on the PIC32CM LS00 Curiosity Nano+ Touch Evaluation Kit simulates a
software attack by triggering a tamper event.

2. Following the tamper event, the RTC initiates the data Flash content erasure process.

Within the RTC tamper handler, a message indicating the initiation of the software attack is sent
to the serial console.

Note: This execution happens inside the RTC interrupt handler of the Secure firmware.

The following figure illustrates the system-level execution flow of Software Attack in the Secure
firmware.

Figure 2-5. Software Attack Execution Flow
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3. Implementing Software Attack Protection on The PIC32CM LS00
Curiosity Nano+ Touch Evaluation Kit using MPLAB Harmony v3 and
MCC

To create an MPLAB Harmony v3-based project, follow these steps or download pre-developed
demo project here.

1. From the Start Menu, launch MPLAB X IDE.

2. Once MPLAB X IDE is open, from the File Menu, click New Project or click on the New Project
icon.

3. Inthe New Project window, from the left Navigation pane, under Steps select Choose Project.

In the right Choose Project Properties Page:
a. For Categories, select Microchip Embedded.

b. For Projects, select Application Project.

Figure 3-1. New Project Creation

Ed MNew Project *
Steps Choose Project
1. Choose Project Q, Filter:
Zoti |
Categories: Projects:

I3 Microchip Embedded =] Application Project(s)

..... 3 Other Embedded [ Prebuilt (Hex, Loadable Image) Project

o ) Generic m IUser Makefile Project

[ Library Project

Description:

Creates a new application project. It uses an IDE-generated makefile to build your project.

< Back Finish Cancel Help

5. Click Next.

Under Steps select Select Device, and from the right Select Device Properties Page, for Device
select PIC32CM5164LS00048 to create the project on the PIC32CM LS00 Curiosity Nano+ Touch
Evaluation Kit (The device entry will be reflected under the device).
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https://github.com/Microchip-MPLAB-Harmony/reference_apps/releases/latest/download/pic32cm_ls00_software_attack_protection.zip

Figure 3-2. Device Selection
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LIS ER

MPLAB

X IDE

-

Family: All Families i
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Toal: Mo Tool ~ | [] Show all

< Back

Click Next.

8. Select Select Compiler, and from the right Select Compiler Properties Page click and expand

Add Another Project Finish Cancel

XC32 and then select XC32 Compiler.

Figure 3-3. XC32 Compiler Selection

ﬁ New Project

Help

Steps Select Compiler
1. Choose Project
2, Select Device Cpmpiler Toolchains
3. Select Header =-XC32 [Download Latest
4. Select Plugin E:_:ard [ 32 (v4.45) [C:\Program Files\Microchip\we32Yw 4. 45%bin]
;]j- ﬁ;g.’:{:ﬁ;‘:ﬂ:e o +-X¥C32 (v4.40) [C:\Program Files\Microchippec32v4. 40%bin]

i Folder g i LeXC32 (v4.35) [C:\Program Files\Microchipxc324w4. 351bin]
7. (Optional) Add Project [-ARM

< Back Add Another Project Finish Cancel Help

9. Click Next.
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10. Select Select Project Name and Folder and from the right Select Project Name and Folder
Properties Page enter these details:

- Project Name: Enter tz_pic32cm_Is00_cnano (Indicates the project name that will be shown in
MPLAB X IDE to set the project's name).

- Location Project: Enter D:\software_attack_protection\firmware (Indicates the path to the root
folder of the new project. All project files will be placed in this folder. The project location
can be any valid path).

- Project Folder: Read-only content (Automatically updates when users change the above
entries).

Figure 3-4. Project Name and Folder Settings

B4 New Project X

Steps Select Project Name and Folder

Choose Project

Select Device Project Name: tz_pic32em_ls00_cnano
Select Header

E 5

2

2t

4, Select Plugin Board
5

6.

Project Location: D:\software_attack_protection\firmware Browse...

Select Compiler

Select Project Name and
Folder Mg Project Folder: _attack_protectionfirmwarel\tz_pic32cm_ls00_cnano. X

7. (Optional) Add Project

Owverwrite existing project.
Also delete sources.
Set as main project
L Open MCC on Finish
[] Use project location as the project folder

Encoding: I50-3859-1 s

< Back Add Another Project Mext = I Finish I | Cancel Help

11. Click Finish to launch the MCC.
12. The MCC plug-in will open in a new window, as shown in the following figure:
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Figure 3-5. MPLAB Code Configurator Window

File Edit View Navigate Source Refactor Production Debug Team Tools Window Help

PEHES DE e B HE D)L L6 00D W 20T e

& | Projects | Files | .. x| @[ Ktwindow x| StartPage x| ProjectGraph x| (PO ion Options x )
§ it XTREWE | [pogns: [ v|  profies: [Man o] vew: [Root N|{ELE
2 | Project Reso... | Gene.. || imp.. || x| @[ @) & System
© | v Libraries ‘A (ErEET T & Device & Project Configuration
v Harmony I 2 3 a2 eI PSR Cortex-M23 Configuration
v Packs U [ System | : B Ports
< CMSIS Pack & Clock
PM B Interrupts (NVIC)
= s woT
Device Resources ‘ (% Content Manager PaC

¥ Libraries .
Project Graph
» & Hamony Configuration Options

2% |78 t2_pic32an_ls00_cnano
78 Project Type: Application - Configuration: default

€ |5 @ pevice

= @ PIC32CMS164.500043

2 4 Checksum: Blank, no code loaded
- B CRC32: Hex fie unavaiable

@ |0 @rads

 PICI20MLS_DFP (1.3.278)
& avsis (5.8.0)
& Compier Tookchain
G XC32 (v4.45) [C:rogram FlesWMigochip\xc32\v.
lf Production Image: Optimization: gcc 01g++01
Y Device support information: PIC32CM-S_DFP (1
Y License: Workstation - cpp - HPA:7122 day(s) - F
-3 Memory
€ Usage Symbols disabled. Click to enable Load Syn
(59 Data 65,536 (0x10000) bytes
{53 Program 540,672 (0x84000) bytes
&3 stack Usage Guidance

D P Tt i
<

>

&P Q searchResuits [ Output News  Notifications MCC] ®)|

3.1. Adding and Configuring MPLAB Harmony Components
To add and configure MPLAB Harmony components using the MCC, follow these steps:

1. In the MCC window, from the Plugins drop-down list, select the required Configuration Window.

Figure 3-6. MPLAB Code Configurator — Plugins List

[ KitWindow x| StartPage x| ProjectGraph x| <=0
x | =y % R § K. |IEI* |Piug'ns: v Profiles:  Main v View: Root v

VIC Configuration
TrustZone for Ar

NVMCTRL CP/IP Configuration |5y o ice Family Pack (DFP) PM

) ) vent Configurator ) :
Peripheral Library YClock Configuration Peripheral Library

MEMORY < bin Configuration  [System | CMSIS Pack PM

DMA Configuration

2. Select Clock Configuration to open the Clock Easy View window and verify that the Main Clock
is set to 48 MHz.
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Figure 3-7. MPLAB Code Configurator - GCLK Generator O

kit Window x-l StartPage x [ Project Graph :.I Clock Easy View :] LY B @
=l — [~
X05C GCLK Genarator 0 Main Olock
05C16M 0SC16M £ A ”
4,000,000 Hz DFLLULP cpPu
DALLULP
0 DFLL48M » 48,000,000 Hz|
iad FOPLL L wd
48,000,000 Hz GCLKD  «
S OSCULP32K .
>
XO0SC32K ey,
: GCLK_IN[0] - GOLKD Peripheral Clock Selection
bt /( GOLKL
P DFLL48M v Gak2 s
O — » Peripherals
GaLKa | "I’

3. Click Project Graph and then select the System module. In the Configuration Options
Properties Page, configure it as follows to enable the SysTick timer for the Secure and Non-
Secure time delay.

Figure 3-8. MPLAB Code Configurator — SysTick Configuration
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4, Select NVMCTRL Peripheral Library MEMORY and in the Configuration Options Properties
Page, configure it as follows to enable the Tamper Erase feature.

Figure 3-9. MPLAB Code Configurator - NVMCTRL Configuration
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5. Click Resource Management (MCC) and under Device Resources, click and expand Harmony
> Peripherals > EIC. Click EIC and observe that the EIC Peripheral Library block is added in the

Project Graph Window.

Figure 3-10. MPLAB Code Configurator - Selection of EIC Peripheral
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6. Select EIC Peripheral Library and in the right Configuration Options Property Page configure it
as follows to use the EIC channel 2 (SW1) as tamper input.

Figure 3-11. MPLAB Code Configurator - EIC Configuration
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7. Under Device Resources, click and expand Harmony > Peripherals > RTC. Click RTC and observe
that the RTC Peripheral Library block is added in the Project Graph Window.

8. Select RTC Peripheral Library and in the Configurations Options Property page configure it as
follows to generate a compare interrupt every 30 seconds and enable the tamper interrupt and

events.
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Figure 3-12. MPLAB Code Configurator - RTC Configuration
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OrOooooooog

RTC EVENTS configuration

: fj: aver Prescalar ov2 v

+|Debounce Prescalar 101\’327"

~~Enable Tamper DMA Request U

Enable RTC Active layer Output O

~-Debounce Operation Mode iSynrhrmms v
iMab:h three equal values

32-bit Counter with Single 32-bit Compare v |

Notes: The Compare Value is set as 0x7800. This value generates an RTC compare interrupt

every 30 seconds.
- RTCclock =1024 Hz

- RTC Prescaler =1
- Required Interrupt rate = 30s

Therefore, Compare Value = 30 x 1024 = 30,720 (i.e., 0x7800).

9. Under Device Resources:

a. Click and expand Harmony > Peripherals > SERCOM. Click SERCOM3 and observe that the
SERCOMS3 block is added in the Project Graph Window.

b. Click and expand Harmony > Peripherals > Tools. Click Secure STDIO and observe that the
Secure STDIO block is added in the Project Graph Window.

@ MICROCHIP

15



Figure 3-13. MPLAB Code Configurator — SERCOM and Secure STDIO Selection

Kit Window x | StartPage x| ProjectGraph x| IO

F = IEI Plugins: o Profies: | Main 2| View: é_ﬁoot

e

NVMCTRL Device Family Pack (DFP)

Peripheral Library

MEMORY CMSIS Pack

PM RTC SERCOM3
Peripheral Library Peripheral Library Peripheral Library

TMR SPI ? Secure STDIO
UART . » UART

10. Connect the SERCOM3 and Secure STDIO block by dragging the UART Yellow Diamond to the Red
Diamond in the Secure STDIO block.

Figure 3-14. MPLAB Code Configurator — SERCOM and Secure STDIO Selection

Kit Window  x I StartPage = I Project Graph x] |II| E] @

x ||3 [ Haf ¥ ) |.|i|- |P|ugins: . - v Profiles: :_-Main v | View: inoot

b

NVMCTRL Device Family Pack (DFP)

Peripheral Library

memoRy

PM RTC SERCOM3

Peripheral Library Peripheral Library Peripheral Library Pl
MR SPI L - UART |

UART

11. In the left pane, select SERCOM3 Peripheral Library. In the Configuration Options property
page, configure it as follows to print the data on the Serial Console at 115200 baud rate.

Figure 3-15. MPLAB Code Configurator —- SERCOM3 Configuration

KitWindow x| StartPage x| ProjectGraph x| [+ (=)@ configuration options x|
b4 ‘lj = = 4 ‘Eb |P|ugir|5: [ ~ o] pofles: [Man o] vew Rt o ||[EI®
EHSERCOMZ
= Select SERCOM Operation Mode [USART with internal Clock.
NYMCTRL = Lo pe ]
Periphesal Library ~0perating Mode !_Bmdqn? mode |
MEMORY ~Receive Enable
~Transmit Enahle
PM RTC | SERCOM3 | ~Frame Format IL.IS.&RT frame
Peripheral Library Peripharal Library HEELEEAL ~Baud Rate in Hz i__, =
PM TMR | UART <4 UART Parity Mode No Parity
Character Size [8Bits |
Stop Bit Made one stopBt |
|Receive pinout | SERCOM PAD[1] is used for data reception - |
~Transmit Pinout |PAD[0) = TxD; PADI1] = XCK v/
~Enable Run in Standby [
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12. From the Plugins drop-down list, select Event Configurator. Add the Event Generator and Event
User for tamper input as shown in the following figure.

Figure 3-16. MPLAB Code Configurator — Event Configuration

EVENT CONFIGURATOR

Channel 0 Settings

Channel Configuration . ——————
4 Path Selection ASYNCHRONOUS v

Event User Remove
Status Ready Channel

Channel Number Event Generator Security Mode Event Edge Selection

NO_EVT_OUTPUT

Channel 0 ‘ EIC_EXTINT.2 Vv ‘ ‘ Generic Clock On Demand [

Run In Standby Sleep Mode

Add Channel Enable Event Detection Interrupt

Enable Overrun Interrupt

User Configuration

R
User Channel Number  Security Mode amove
User
RTC_TAMPER CHANNEL.O Vv SECURE WV ©

Add User

13. From the Plugins drop-down list select Pin Configuration and then click Pin Settings tab.
Change the order to Ports. Make the pin configurations according to the application as indicated
below.
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Figure 3-17. Pin Settings Window - Pin Configuration

KitWindow x| StartPage x| ProjectGraph x| PinDiagram x| PinTable x| PinSettngs x|
Order: Ms iv l Table View I [V Easy View
;'3 - Pin ID Custom Name Function Mode Direction Latch PulUp  PullDown Drive Strength  Security Mode
16 PA1L Available v| Digital High Impedance Low O O NORMAL SECURE ~
21 PA12 Available v| Digital High Impedance Low i O | NOrRMAL SECURE v
2 PA13 Available v| Digital High Impedance Low O O | NorRmAL SECURE v
23 PA14 Available v | Digital High Impedance Low O [J | NORMAL SECURE v
24 PA15 LED GPIO v | Digital out Low NORMAL NON-SECURE "I
25 PA16 Available v | Digital High Impedance Low O O NORMAL SECURE v
2% PA17 Available v |  Digital High Impedance Low O O NORMAL SECURE ~
27 PA18 Available v| Digital High Impedance Low O [0 | NOorRMAL SECURE v
28 PA19 Available v| Digital High Impedance Low O O | NorRmAL SECURE v
29 PA20 Available v | Digital High Impedance Low O O | NORMAL SECURE v
30 PA21 Available v| Digital High Impedance Low O O | NorRmAL SECURE v
31 PA22 Available v| Digital High Impedance Low O O | NorRmAL SECURE v
32 PA23 EIC_EXTINT2  v| Digital Infout nja NORMAL SECURE v
33 PA24 Available v| Digital High Impedance Low O O | NorRMAL SECURE v
34 PA25 Available v| Digital High Impedance Low O O | NorRmAL SECURE v
45 PA30 Available v| Digital High Impedance Low O O | NorRMAL SECURE v
46 PA31 Available v| Digital High Impedance Low O O NORMAL SECURE v
47 PB02 Available v | Digital High Impedance Low O O NORMAL SECURE v
48 PBO3 Available v | Digital High Impedance Low O O NORMAL SECURE v
7 PBO8 SERCOM3_PADO v | Digital High Impedance n/a O O NORMAL SECURE v
8 PBO9 SERCOM3_PAD1 v | Digital High Impedance nfa [ O | NorRMAL SECURE “i
37 PB22 Available v| Digtal High Impedance Low O O | NorRMAL SECURE v
38 PB23 Available v| Digtal High Impedance Low O O | NorRmAL SECURE v
Notes:

- PBO08, PB09: SERCOM3 TX and RX pins

- PA15: LED

- PA23: SWITCH

For additional information, refer to the PIC32CM LS00 Curiosity Nano+ Touch Evaluation Kit User

Guide (DS70005567).
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Figure 3-18. PIC32CM LS00 Curiosity Nano+ Touch Board Pinout

éR18
100k

DRESET /
PA31 SWDIO DBGO /
GND ul

A
NOTE on CDC:

DBGO

DBG2

DBG1L

CDC T
L

TX and RX cross here.

PBO0S CDC TX. J7
PB09 CDC RX
A3 1K J

%] N

T
- —- e ) VCC_EDGE

\\_P404 UARTL TX 2 PA20 RSTI /]
\\_PA05_UARTL RX 1 PAL4 INTI /]
[\_a2 pc spa 40
[\ _pats pc sa 39 PA0S PWAD /|
\\_PA08 SPI MOSI 38 PA03 PWMI /
N_Pat1 sPr MIso 37 PAGY ADC) /]
\\_PA09 SPI SCK 36 PBO3 ADCI /]
IN_Pa10 571 cs1 35 PB02 ADCO /]

=

34 @D
IN\_PA16 UARD? TX 33 PB23 CS3 /
IN\\_PA17 UART? RX 32 PA10 CS)UARTY CTS /
[\\_PAI8 INTJUART RTS 31 PAQ7 RSTY3 /]
[N\_pao7 RsT23 30 PB) INT3 /]
\\_PA00_XIN32/GPIO3 29 PA23 MECH BUTTON/GPIOS /
[\\_PA01 XOUT32GPIO? 28

AN

\[ A5 USER LED/GPIO1 ]

PA22 TOUCH BUTTON/GPIO4

§ PA21 TOUCH BUTTON SHIEIDGPIOS /
= -

— GND

CNANO48-pin edge connector

14. Select System in the Project graph. In the Configuration Options property page, configure it as
follows to set the Memory Configuration for the Non-Secure Callable Size to zero.

Figure 3-19. MPLAB Code Configurator — Memory Configuration

StartPage x| KitWindow x| ProjectGraph x| [« »I[Z)([@)| configuration Options x |
x |@ [ W3l § N ‘E] ‘Plugins: v Profiles: | Main v View: |Root v|||EH
= System
= - E-Device & Project Configuration
NVMCTRL Device Family Pack (DFP) X . .
5 < = PIC32CMS164LS00048 Device Configuration
Peripheral Library
MEMORY CMSIS Pack Note: Set Device Configuration Bits via Programming Tool
Fuse Settings
Arm® TrustZone® for Armv-M
PM RTC SERCOM3 3 :
Peripheral Library Peripheral Library Peripheral Library Secure STDIO =+Memary Configuration
PM TMR UART UART : IAppIicatinn Non-Secure Callable size |0Bytes vI
~Boot Non-Secure Callable size 0Bytes v
~Application Secure size 262,144 Bytes v
Data Secure size 16,384 Bytes v
Boot Protection size 0Bytes v
- RAM Secure size 32,768 Bytes v

#-Project Configuration

3.2. Generate Code

1. After configuring the peripherals, click Resource Management [MCC] and then click on the Generate
tab.
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Figure 3-20. Generation of Code

Projects T Files I Resource Management [MCC] xl
MCC w5.5.1

Generate l Import... | Export igl!

Project Resources

g

¥ Libraries
k Harmony
¥ System

| & Cicton
Device Resources

o

& Content Manager

¥ Libraries

b = Harmony

2. The generated code will add files and folders to the 32-bit MCC Harmony v3 project. In
the generated code, notice the Peripheral Library files generated for SysTick, SERCOM, EIC,

NVMCTRL, RTC, Event System, and PORT peripherals.
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Figure 3-21. Generated Code on Non-Secure and Secure Projects

Non-Secure Project Secure Project
Projects x = Projects x|
=¥ = Wtz_pic32cm_ls00_cnano ﬁ tz_pic32cm_ls00_cnano
i [ Device actions -6
Ef Header Files Ef Header Files
EI ronfig i EI config
=5 default (g default
8 T [ cemionr
..... 3 device.h -1 device_cache.h
..... device_cache.h device_vectors.h
----- device_vectors.h -8 interrupts.h
..... interrupts.h EEI--- peripheral
EEI--- peripheral i i il toolchain_spedifics.h
----- toolchain_specifics.h -] device h
& packs -{F packs
#-[EF Important Files #-(iF] Important Files
- Linker Files E}- Linker Files
[ ﬂ Fluginz E-}- Source Files
=8 . Source Files EI config
B- . config E} default
El defalt P gl exceptions.c
..... exceptions.c -8 initialization.c
----- initialization.c -3 interrupts.c
..... interrupts.c . libc_syscalls.c
----- libc_syscalls.c =) . peripheral
= peripheral . . dock
i nvic
- . port
H-[IF] systick
----- % 513rt|..||:|_xr::32.c
E:I--- stdio
..... e
----- [ pin_configurations.csv
[}-ﬁ‘ Libraries . sercom
&-[fF Loadables . systick
B[4 tz_pic32om_le00_cmano_secure [P e 2] startup_xc32.c
Eﬂ---ﬁ tz_pic32em_ls00_cnanogroup -l stdio
..... S

[}-ﬁ' Libraries
[}-ﬁ‘ Loadables
Ea---ﬁ tz_pic32cm_ls00_cnanogroup

Notes:
+ MCC generates the separate main. c file in Secure and Non-Secure Projects.

« MCC provides an option to change the generated file name, and if this option is not used, by
default, the file name main.c is generated.
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4. Adding Application Logic to the Non-Secure and Secure Projects
4.1. Adding the Non-Secure Application Logic

To develop and run the application, follow these steps:
1. Openthemain.c file of the Non-Secure project (tz_pic32cm_Is00_cnano.X) and add the following
code after the SYS_Initialize():

SYSTICK TimerStart();

2. Inside the while loop, add the following code to toggle the LED at a default rate of 500 ms:

LED Toggle();
SYSTICK DelayMs (500) ;

3. Goto the Non-Secure Project Properties, and enter the post-build command for generating a
Non-Secure firmware genuine copy:

a. Inthe MPLAB X IDE Project Properties window perform these actions.

b. Under the left Categories section, select Building and in the right Configuration properties
page, select the Execute this line after build check box.

c. Enter the following post command below the check box.

rm -rf ${ProjectDir}/../../hex && mkdir ${ProjectDir}/../../hex&& cp
${ProjectDir}/${ImageDir}/*.hex ${ProjectDir}/../../hex &&

${MP_CC _DIR}"/xc32-objcopy" -I ihex -O binary
S{DISTDIR}/${PROJECTNAME}.S${ IMAGE TYPE}.hex
S{DISTDIR}/S${PROJECTNAME} .S { IMAGEiTYPE} .bin && cp
${ProjectDir}/${ImageDir}/*.bin ${ProjectDir}/../../hex

Figure 4-1. Generating The Non-Secure Firmware Genuine Copy

g Project Properties - tz_pic32cm_|s00_cnano *

Categories:
& Generd Configuration type: application ~ [ use "dean” target from the Makefile

2 File Indusion /Exdusion

9 @ Conf: [default

Pre and post step operations: Note: commands are run from the project directory (ProjectDir macre below)

L o Loading [ Execute this line before build
e @ Libraries
[= ] Euildli
H : Macro Value
= @ XC32 {Global Options)
e @ XC32-B8 Insert Macro
TR ShExtension .bat
O 0 Device PIC32CM5164L500043
i s ProjectDir ™"D:\software attack protection\firmware\tz_ pic32cm 1s00_t
- @ wc32Hd
£ >
- @ xc32-ar
______ o Analysis I Execute this line after buiIdI
IPE}.hex S{DISTDIR}/S{PROJECTNAME}. S{IMAGE_TYPE}.bin && cp §{ProjectDir}/s{ImageDir}/*.bin S{PrajectDir}/../.. hex) I
Macro Value
Insert Macro
ShExtension .bat
Device PIC32CM5164L500048
ProjectDir T"D:\software_ attack protection\firmware\tz_ pic32cm 1500_t,
< >
Options affecting hex file:
[ tnsert unprotected chedksum in user ID memory [ Mormalize hex file

Manage Configurations. ..

Manage Network Taals. ..

Cancel Unlock Help

4. Click Apply, and then click OK.

22
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5. Under Projects, right-click on the tz_pic32cm_Is00_cnano and then select Set as Main Project.

Figure 4-2. Make the Non-Secure Project as Main Project

! = || KitWwindow x| Star
| B Build 1
i-[@F Important Fies Clean and Build
] -- Linker Files
! Clean
=g Source Files _
{ canili Batch Build...
13 main.c Set Configuration A
D pin_configuratio i
; 3 fa
G-[i§ Libraries L
G-([B Loadables Add A
- tz_pic32cm_ls00_cnano . .
__ Header Files Set as Main Project 3
-- Important Files Find... i
-- Linker Files Locate Headers i
- [F Source Files i
-[i§ Lbraries Run
G- [fF Loadables Debug
Elﬁ tz_pic32am_ls00_cnano Step into
[ tz_pic32em_ls00_cn
ﬁ tz_pic32cm_Is00_cn Make and Program Device i
o D project.group Projects Y .
Close
Open Required Projects g
Code Assistance 0
Analysis *
Show Code Coverage Summary [
= :
z_pic32cm_ls00_cnano - D: Mer-snnmg 4
22 '.'_3 tz_pic32cm_ls00_cnang Histary »
- g Project Type: Appli
o) Elé Device Properties
) N ™ gy T TT—&FT T

6. Build the project by clicking the Clean and Build icon or by selecting Clean and Build Main
Project from the drop-down list and verify that the project builds successfully.

Figure 4-3. Clean and Build

B - &y -GS D -3

Kit Window Clean and Build for Debugging Main Project
Clean and Build Main Project I
Clean and Build with PRO Cornparison Main Project

=
\
"
&
&
:
B

L= T

Source  His

lﬁ|
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7. Check if the binary file of the Non-Secure project is available in the hex folder location (path:
D:/software_attack_protection/hex).

Figure 4-4. Location of Generated Binary File

This PC Mew Volurme (D:) software_attack_protection hex

Marme - Date modified Type

.'_-tz_picEIEcr‘rl_lsﬂll:l_cnan-:-..'*' roduction 8/14/2024 10:00 AM BIM File
. tz_pic32cm_ls00_cnano.X.production 8/14 4 10:00 AM HEX File

. tz_pic32cm_ls00_cnano.X.production.unified f14/2024 10:00 AN HEX File

8. Open the command prompt and navigate to the following location.
Path: <Harmony folder path>/ bootloader/tools

Note: If the bootloader folder is not found inside the Harmony folder, download the bootloader
package (v3.7.0 or above) using the MPLAB Content Manager.

9. Run the python scriptbtl bin to ¢ array.py to convert the Non-Secure application binary
file to a C-style array containing Hex output.
python btl bin to c array.py -b

D:\software attack protection\hex\tz pic32cm 1s00 cnano.X.production.bin -o

D:\software attack protection\firmware secure\src\non secure app image pic32cm 1s00 cnano.h
-d PIC32CM

Figure 4-5. Running the Python Script

32emd.exe

10. Once the script is successfully executed, a header file of the Non-Secure Application Image
(Genuine Copy) is found in the source folder of the Secure Project.

Figure 4-6. Genuine Copy of the Non-Secure Application Image
l This PC Mew Volume (D) software_attack_protection firmware_secure SIC
MName - Date modified Type

B config 11/15/2024 2: File folder

B packs 112 42; File folder
main 11 17 C Source File

non_secure_app_image_pic32cm_ls00_cnano 11/ 024 3:15 PM C Header Source F...

4.2. Adding the Secure Application Logic
To develop and run the application, follow these steps:

1. Declare the following variables and macros used by the secure application in the main. c file.

#include <string.h>
#include "non_secure_app_image_pic32cm_1s00_cnano.h"

#define APP IMAGE SIZE sizeof (image pattern)
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#define APP IMAGE END ADDR (APP_IMAGE START ADDR + APP IMAGE SIZE)

#define NON_SECURE_APP ADDR (TZ_START NS)
static uint8_t *appStart = (uint8_t *)NON_SECURE_APP_ADDR;
static uint8 t *dataStart = (uint8 t *)NVMCTRL DATAFLASH START ADDRESS;

uint8 t firmware digest 0[64];

uint8 t firmware digest 1[32];

Figure 4-7. Declaration of Variables and Macros

24
25
26
27

a
u]

29
30

3 - void) (wvoid) _ attribute ((cmse nonsecure call)});

32

33
34
35
36

#define APP TMAGE SIZE gizeof (image pattern)

38
39
40 static uincE t© *appStart = (uincf t© *)NON SECURE APP ADDE;

$define NON_SECURE_APP_ADDR (TZ_START_NS)

41 static uint& t *dataStart = (uintf t *)NVMCTRL DATAFLASH START ADDRESS:

42
43 uintf t firmware digest 0[&4];

44 uint8 t firmware digest 1[32]:

'y
#
37 fdefine APP_IMAGE END ADDR (APP_IMAGE START ADDR + APP IMAGE SIZE)
'y
w

2. Add the Boot ROM APIs in the main. c file to access them as follows.

typedef struct
{
/* Digest result of SHA256 */
uint32 t digest([8];
/* Length of the message */
uint64_t length;
/* Holds the size of the remaining part of data */
uint32 t remain size;
/* Buffer of remaining part of data (512 bits data block) */
uint8 t remain_ram[64];
/* RAM buffer of 256 bytes used by crya sha process */
uint32 t process buf[64];

} SHA256 CTX;
SHA256_CTX sha256_ctx;

typedef void (*crya sha256 init t) (SHA256 CTX *context);

typedef void (*cryaﬁsha256:update7t) (SHA256 CTX *context, const unsigned char *data,

size t length);

typedef void (*crya sha256 final t) (SHA256 CTX *context, unsigned char output[32]);

#define crya sha256 init ((crya sha256 init t) (0x02006810 | 0x1))
#define crya sha256 update ((crya sha256 update t) (0x02006814 | 0x1))
#define crya sha256 final ((crya sha256 final t) (0x02006818 | 0x1))

3. Include the flash_write APl in the main. c file to program the Non-Secure firmware in the Non-

Secure Flash region and write the firmware digest in the Secure Data Flash.

static void flash write(uint32_t addr, uint8_ t *buf, uint32 t size)
{

uint32_t end addr = addr + size;
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if ((addr & NVMCTRL DATAFLASH START ADDRESS) == NVMCTRL DATAFLASH START ADDRESS)
{

/* Unlock the Secure Data Flash region */

NVMCTRL RegionUnlock (NVMCTRL SECURE MEMORY REGION DATA) ;

while (NVMCTRL IsBusy());

else

/* Unlock the Non-Secure Flash region */
NVMCTRL RegionUnlock (NVMCTRL MEMORY REGION APPLICATION) ;
while (NVMCTRL IsBusy());

if (addr % NVMCTRL FLASH ROWSIZE == 0)
{
/* Erase the row */
NVMCTRL_RowErase (addr) ;
while (NVMCTRL IsBusy());
}

/* Program 64 byte page */
NVMCTRL_PageWrite ((uint32_t *) (buf), addr);
while (NVMCTRL IsBusy());

addr += NVMCTRL FLASH PAGESIZE;
buf += NVMCTRL FLASH PAGESIZE;

}while (addr < end addr);
}

4. Add the SHA-256 Hash and Non-Secure firmware verification APl to the main. c file for
calculating the Non-Secure firmware digest.

static void sha256 hash (SHA256 CTX *ctx, const uint8 t *message, uint32 t length,
unsigned char digest[32])
{
uint8 t dataBuf[64];

uint32 t buflIdx = 0;
crya sha256_ init (ctx);

do

{
memcpy (dataBuf, &message[bufldx], 64);

crya sha256 update (ctx, dataBuf, sizeof (dataBuf));
buflIdx += 64;

}while (bufIdx < APP IMAGE SIZE);

crya sha256 final (ctx, digest);

static bool non secure app verify(void)
{
sha256_hash (&sha256 ctx, appStart, APP_IMAGE SIZE, firmware digest 1);

if (memcmp (dataStart, firmware digest 1, 32) != 0)
{

printf ("Firmware is Corrupted....!");

printf ("\n\r\n\zr");

printf ("Firmware Digest after tamper detection:");
printf ("\n\r\n\zr") ;

for(int i=0; 1<32; i++)
{
printf ("0x%X ", dataStart[i]):;

if((i%8 == 0) && (i != 0))

{
printf ("\n\r");
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}

}
flash write(TZ_ START NS, (uint8 t *)&image pattern, sizeof (image pattern));

sha256 hash (&sha256 ctx, image pattern, APP IMAGE SIZE, firmware digest 1);

printf ("\n\r\n\zr");
printf ("Restored Firmware Digest:");
printf ("\n\r\n\r");

for (int i=0; 1<32; i++)
{

printf ("0x%X ", firmware digest 1[i]);

if((i%8 == 0) && (i != 0))
{
printf ("\n\r");
}
}
printf ("\n\r\n\r");
printf ("Genuine Firmware is restored");

}

else

{

return false;

}

return true;

}

5. Include the RTC Callback in the main. c for the tamper interrupt and 30-second timeout.
void timeout handler (RTC_TIMER32 INT MASK intCause, uintptr t context)

{
if (RTC_TIMER32 INT MASK CMP0 == (RTC_TIMER32 INT MASK CMPO & intCause ))

{

if (non_secure app verify() == true)
{ SYSTICK DelayMs (2000) ;
NVIC_ SystemReset () ;
}

if (RTC_TIMER32 INT MASK TAMPER == (intCause & RTC TIMER32 INT MASK TAMPER))
{
RTC_REGS->MODE2.RTC_TAMPID = RTC_TAMPID Msk;

printf ("Software Attack Detected");
printf ("\n\r\n\zr");

}
6. Add the following code snippets after the SYS_Initialize APl in the main.c.
sha256 hash(&sha256 ctx, image pattern, APP IMAGE SIZE, firmware digest 0);

flash write (NVMCTRL_DATAFLASH START ADDRESS, firmware_ digest 0, sizeof (firmware_digest 0));

Notes:
- sha256_ hash: Calculates the digest of the Non-Secure Firmware.

- flash write: Stores the firmware digest in the Secure Data Flash region.

SYSTICK TimerStart () ;

RTC Timer32CallbackRegister (timeout handler,0);
RTC Timer32Start();
= (N A e e W) g

printf ("\n\r Software Attack Protection Demo ) g
A R A N A \n\zr");
if (non_secure app verify() != true)

{
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printf ("\n\rFirmware is Genuine");
printf ("\n\r\n\r");
}

Note:

- non_secure_app verify: Verify the Non-Secure firmware and program the genuine copy
in the Non-Secure Flash region if the verification fails.
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5. Building and Running the Application
Follow these steps to program the Software Attack Protection Application on the PIC32CM LS00

Curiosity Nano+ Touch Evaluation Kit.

1. Setthe tz_pic32cm_Is00_cnano project as the main project by right-clicking the project and

selecting Set as Main Project.

Figure 5-1. Make the Non-Secure Project as Main Project

Projects x| Files = || KitWindow x| Star
=M =] tz_pic32cm_Is00_cnano | -
[-(fF Header Files Build F
(3 Important Fies Clean and Build ‘
- . Linker Files
Clean
El . Source Files
{ Batch Build... [
&-{fF config ;
E B main.c Set Configuration 3|
E] pin_configuratio it
H s |
G-[i§ Libraries T
G-[B Loadables Add 3|
I}]@ tz_pic32cm_|s00_mnano)| ; ;
__ beadir Elos Set as Main Project 3
-- Important Files Find... F
ﬁ Linker Files Locate Headers ':
-- Source Files F
G+-[i§ Lbraries Run
&-([f Loadables Debug
- ﬁ tz_pic32cm_lsD0_cnanof St s
[ tz_pic32am_ls00_cn|
@ tz_pic32cm_Is00_cn Make and Program Device i
..... D project.group Projects g
Close
Open Required Projects b
Code Assistance *h
Analysis I
Show Code Coverage Summary 1
z_pic32cm_ls00_cnano - Dy Neraiping b
g% g 1IJ:IIII32EIT| Is00_cnang History L8
------ Project Type: Appli
@ ,;j éDE\I‘IEE Prupertles
- Tl s e e e LI I - 5 |

2. The PIC32CM LS00 Curiosity Nano+ Touch Evaluation Kit supports debugging using a Nano
Embedded Debugger (nEDBG). Connect the Type-A male to micro-B USB cable to the micro-B
USB port on the PIC32CM LS00 Curiosity Nano+ Touch Evaluation Kit to power and debug the
PIC32CM LS00 Curiosity Nano+ Touch Evaluation Kit.
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Figure 5-2. PIC32CM LS00 Curiosity Nano+ Touch Evaluation Kit Hardware Setup

Debug USB

3. Go to the Project Properties, and select the Hardware Tool and Compiler:
a. Inthe MPLAB X IDE Project Properties window perform these actions.

b. Under the left Categories section, select Conf: [default], and in the right Configuration
properties sheet, select the Connected Hardware Tool and Compiler Toolchain.

Figure 5-3. Project Properties - PIC32CM LS00 Curiosity Nano+Touch Evaluation Kit

a Project Properties - tz_pic32em_ls00_cnano *
Categories: Configuration

o @ General Family: Device:

i @ File Indusion/Exclusion All Families «|  |PIC32cM51641500048 -

=R Conf: [default

- @ Loading Connected Hardware Tool: Supported Debug Header:

- @ Libraries
@ Building
¥C32 (Global Options)

IPIC32CM LS00 Curiosity Mano Plus+-5M: MCHP123.., I [] shaw Al None

@ we3l-as
@ xc32-goc PIC32CM-5_DFP
@ xc32g++ ; 1.2.274
@ xc324d = 1.5.275 |
e @ xc32-ar T ENTs
Y Analysis :

Compiler Toolchain:
[=-%C32 [Download Latest

C32 (v4.40) [C:\Program Files\Microchipxc32'w4. 40%bin]
¥C32 (v4.35) [C:'\Program Files\Microchipixc32'w4. 35'bin]
[#-ARM

Manage Configurations. ..

: Manage Metwork Tools...

Cancel e | [ rieb

4. Click Apply, and then click OK.

5. Build the project by clicking on the Clean and Build icon or selecting Clean and Build Main
Project from the drop-down item list and verify that the project builds successfully.
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Figure 5-4. Clean and Build

e - By -6

,@
7
)
s
B/

Kit Windaw Clean and Build for Debugging Main Project
Source | His Clean and Build Main Project
T | Clean and Build with PRO Comparison Main Project

[ | T

6. Program the application by clicking the highlighted icon below.

Figure 5-5. Program the Device

- By - B - D -
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6. Observe the Output on the MPLAB Data Visualizer

1. After building the application and completing the programming, open the MPLAB Data Visualizer
by clicking the highlighted icon below.

Figure 6-1. Launch the MPLAB Data Visualizer

EHE LSRR D

2. Configure the serial port setup of the PIC32CM LS00 Curiosity Nano+ Touch Evaluation Kit by
clicking the Gear icon shown below.

Figure 6-2. Serial Port Setup

Kit Window = | StartPage x| /| main.c x | (4] MPLAB Data Visualizer x

Workspace: [ Cear A Load.. [save ses | Views: B Time Piot

5 PIC32CM LS00 Curiosity [ rormna x
E |E| MNano Plus+ -
3

Debug GPIO &

COM62 Elp

3. Setthe 115200 as baud rate in the COM setting.

Figure 6-3. Baud Rate Configuration

Kit Window = I Start Page = main.c = IT@ MPLAE Data Visualizer xl

Workspace: [ Cear &) Load.. [Fsave *== | Views: B Timeriot [ Terminal *** | Protocals:

o .. Terminal X
2 PIC32CM LS00 Curiosity =
T
g |E| MNano Plus+ b
| = i
5
Debug GPIO >
COM62 B Coniez settings
Caria ~ Y
Baud Rate: I 115200| - I
Char Length: dbits ¥
Parity: Mone ¥
Stop Bits: 1bhit »

4. Open the Serial Port of the PIC32CM LS00 Curiosity Nano+ Touch Evaluation Kit by clicking the
Play icon as shown below.
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Figure 6-4. Opening the Serial COM Port

KitWindow x | StartPage x| |main.c x |[J] MPLAB Data Visualizer x

Workspace: [ Clear A Load.. [ save ser | Views: B Time Piot

5 PIC32CM LS00 Curiosity [emna < T
E |E| Nano Plus+ oo
g

Debug GPIO % »

COM62 [

5. Click Send to Terminal to view the serial console message, and then click Close.

Figure 6-5. Select the Terminal Option

@ Start visualizing data X

Data capture has started on COME4, but the data is not being visualized or logged to file.

Start visualizing data as it is captured:

ket Plot Raw B3 send to Terminal & Variable Streamer
Visualize the raw data See a text view of the serial data from Configure a variable streamer to
from COMEL on a COME4 with options for configuring decode the incoming serial data
graphical time plot. how it is presented. from COME4,

Visualizations and logging can also be added using the controls for data sources in the left side bar. For detailed
configuration of visualizations, use the options in the sidebars on the right.

Show this dialog on data capture start

6. Open the command prompt and navigate to the following location: C:\Program
Files\Microchip\MPLABX\v6.20\mplab_platform\mplab_ipe.
Note: The PIC32CM LS00 Curiosity Nano+ Touch Evaluation Kit has no Reset button to reset the
MCU. To reboot the board, the reset command is sent to the nEDBG to reset the MCU with the
help of MPLAB IPECMD.

7. Run the following command to reset the PIC32CM LS00 Curiosity Nano+ Touch Evaluation Kit.
ipecmd.exe -P32CM51641LS00048 -TPNEDBG -OK
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Figure 6-6. Resetting the PIC32CM LS00 Curiosity Nano+ Touch Evaluation Kit

\Windows\System32\cmd.exe

C:\Program Files\Microchip\MPLA 6.20\mplab_platform\mplab_ipe>ipecmd.exe -P32CM5164L500048 -TPNEDBG -OK
DFP Version Used : PIC32CM-LS_DFP,1.3.278,Microchip
ng default interface swd

Loading script file C:\Users\ #*** \.mchp_packs\Microchip\PIC32CM-LS_DFP\1.3.278\PIC32CM-LS@0\..\scripts\dap_cortex
-m23.py
Begin comm session

Currently loaded versions:

Application version. ...1.31.39 (oxe1.ex1f.ex27)
Tool pack version

Target voltage detected

Target device PIC32CM5164L500048 found.

Device Revision Id = @xe

Device Id = ©x20860002

Operation Succeeded

C:\Program Files\Microchip\MPLABX\v6.20\mplab_platform\mplab_ipe>

8. Observe the startup console message on the MPLAB Data Visualizer and the LED1 will toggle on
the PIC32CM LS00 Curiosity Nano+ Touch Evaluation Kit.

Figure 6-7. Startup Console Message

Kit Window x| StartPage x| ®main.c x |[J] MPLAB Data Visualizer x

Workspace: [ Clear &Y Load.. [F)save e+= | Views: P Timeplot [ Terminal +== | Protocols: [EE] DVRT Session

2] piczacm 1500 curiosity
Ef |E| Nano Plus+ i TR s e e
E oTTware ac roteccion emo
s R s NI
x Debug GPIO _n_ > Firmware 1s Genuine

& [

5

£

wm| COMGE2 &+ m

E CAPTURING

=

Figure 6-8. LED1 Toggling on PIC32CM LS00 Curiosity Nano+ Touch Evaluation Kit

PIC32CM LSO
Curiosity Nano g

9. Press the SW1 button on the PIC32CM LS00 Curiosity Nano+ Touch Evaluation Kit to simulate a
software attack.
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Figure 6-9. Simulation of Software Attack

10. Observe the console message of software attack initiation on the MPLAB Data Visualizer.

Figure 6-10. Software Attack Initiation

KitWindow x | StartPage x| [ Output x | (1] MPLAB Data Visualizer x| P main.c x | ] main.c x|

Workspace: [ Cear 2 Load.. [P save sos | Views: B Timepiot [ Terminal *+s | Protocols: [ DVRT session

2] pica2cm LS00 curiosity [ >
2 | [M& Nano + Touch e B =y | 3
T e | Software Attack Protection Demo

Debug GPIO Q > Firmware 1s Genuine

. Software Attack Detected I

| |
COM26 4w
Seriz CAPTURING

11. Once the RTC timeout is reached, Secure Application starts the verification of Non-Secure
firmware. If the verification fails, the genuine copy of the Non-Secure firmware will be
programmed on the Non-Secure Flash region.

@ MICROCHIP

35



Figure 6-11. Non-Secure Firmware Verification

StartPage x| Kit\Window x| [[]] MPLAB Data Visualizer x|

Workspace: [ Clear 2 load.. [P Save s+ | Views: B Timeriot [ Terminal s*= | Protocols: BB DVAT Session

w = 2 >
2] pica2cm LS00 curiosity =y |
£ | M8l Nano + Touch - -
= Software Attack Protection Demo
s e’ e

Debug GPIO # > Firmware 1s Genuine

o B | Software Attack Detected

MEIOM

Firmware is Corrupted....!
com2e ﬁ = Firmware Digest after tamper detection:
Seria CAPTURING

0x0 Ox0 O0x0 Ox0 Ox0 OxO0 Ox0 Ox0 Ox0
Ox0 Ox0 0x0 O0x0 Ox0 Ox0 Ox0 OxO
0x0 0x0 0x0 Ox0 Ox0 Ox0 O0x0 OxD
0x0 Ox0 Ox0 Ox0 Ox0 O0x0 OxD

Restored Firmware Digest:

OwES Ox2 Ow6B Ox78 Ow37 Ox8C 0n7E OwA OwF2
OxD4 OxE7 Ow87 OxF3 Ox7B OxE9 O0x48 Ox9E
OxEG OxEA 06D Ox14 OxF3 0Ox65 0xS90 Ox50
089 O0xD2 OxES OxDD O0xBl OxGE Ox33

Genuine Firmware is restored |

Firmware is Genuine

)

Note: After successfully programming a genuine copy, the secure application initiates a
software reset.
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7. Resources

The following documents are available for download from the Microchip web site
(www.microchip.com):

- PIC32CM LS00 Curiosity Nano+ Touch Evaluation Kit User Guide (D$70005567)
- PIC32CM LS00/LS60 Security Reference Guide (DS00003992)
PIC32CM LS00 Curiosity Nano+ Touch Evaluation Kit

Secure Boot on PIC32CM LS60 Curiosity Pro Evaluation Kit Using MPLAB® Harmony v3 Software
Framework

For additional information on MPLAB® Harmony v3, refer to the Microchip web site:
developerhelp.microchip.com/xwiki/bin/view/software-tools/harmony/

For more information on various applications, refer to: https://github.com/Microchip-MPLAB-
Harmony/reference_apps

For additional info about 32-bit Microcontroller Collaterals and Solutions, refer to 32-bit
Microcontroller Collateral and Solutions Reference Guide (DS70005534)
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http://www.microchip.com
https://ww1.microchip.com/downloads/aemDocuments/documents/MCU32/ProductDocuments/UserGuides/PIC32CM-LS00-Curiosity-Nano%2B-Touch-Evaluation-Kit-User-Guide-DS70005567.pdf
https://ww1.microchip.com/downloads/aemDocuments/documents/MCU32/ApplicationNotes/ApplicationNotes/00003992B.pdf
https://www.microchip.com/en-us/development-tool/EV41C56A
https://developerhelp.microchip.com/xwiki/bin/view/software-tools/harmony/secure-boot-app-pic32cm-ls60/
https://developerhelp.microchip.com/xwiki/bin/view/software-tools/harmony/secure-boot-app-pic32cm-ls60/
https://developerhelp.microchip.com/xwiki/bin/view/software-tools/harmony/
https://github.com/Microchip-MPLAB-Harmony/reference_apps
https://github.com/Microchip-MPLAB-Harmony/reference_apps
http://ww1.microchip.com/downloads/aemDocuments/documents/MCU32/ProductDocuments/ReferenceManuals/32-bit-Microcontroller-Collateral-and-Solutions-Reference-Guide-DS70005534.pdf
http://ww1.microchip.com/downloads/aemDocuments/documents/MCU32/ProductDocuments/ReferenceManuals/32-bit-Microcontroller-Collateral-and-Solutions-Reference-Guide-DS70005534.pdf

8. Revision History

Revision A - April 2025
This is the initial release of this document.
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Microchip Information

Trademarks

The “Microchip” name and logo, the “M" logo, and other names, logos, and brands are registered
and unregistered trademarks of Microchip Technology Incorporated or its affiliates and/or
subsidiaries in the United States and/or other countries (“Microchip Trademarks"). Information
regarding Microchip Trademarks can be found at https://www.microchip.com/en-us/about/legal-
information/microchip-trademarks.

ISBN: 979-8-3371-1010-3

Legal Notice

This publication and the information herein may be used only with Microchip products, including

to design, test, and integrate Microchip products with your application. Use of this information

in any other manner violates these terms. Information regarding device applications is provided
only for your convenience and may be superseded by updates. It is your responsibility to ensure
that your application meets with your specifications. Contact your local Microchip sales office for
additional support or, obtain additional support at www.microchip.com/en-us/support/design-help/
client-support-services.

THIS INFORMATION IS PROVIDED BY MICROCHIP “AS IS”. MICROCHIP MAKES NO REPRESENTATIONS
OR WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY

OR OTHERWISE, RELATED TO THE INFORMATION INCLUDING BUT NOT LIMITED TO ANY IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR
PURPOSE, OR WARRANTIES RELATED TO ITS CONDITION, QUALITY, OR PERFORMANCE.

IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL, OR
CONSEQUENTIAL LOSS, DAMAGE, COST, OR EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE
INFORMATION OR ITS USE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE
POSSIBILITY OR THE DAMAGES ARE FORESEEABLE. TO THE FULLEST EXTENT ALLOWED BY LAW,
MICROCHIP'S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY RELATED TO THE INFORMATION OR

ITS USE WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY, THAT YOU HAVE PAID DIRECTLY TO
MICROCHIP FOR THE INFORMATION.

Use of Microchip devices in life support and/or safety applications is entirely at the buyer’s risk,

and the buyer agrees to defend, indemnify and hold harmless Microchip from any and all damages,
claims, suits, or expenses resulting from such use. No licenses are conveyed, implicitly or otherwise,
under any Microchip intellectual property rights unless otherwise stated.

Microchip Devices Code Protection Feature
Note the following details of the code protection feature on Microchip products:

+ Microchip products meet the specifications contained in their particular Microchip Data Sheet.

« Microchip believes that its family of products is secure when used in the intended manner, within
operating specifications, and under normal conditions.

« Microchip values and aggressively protects its intellectual property rights. Attempts to breach the
code protection features of Microchip products are strictly prohibited and may violate the Digital
Millennium Copyright Act.

+ Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its
code. Code protection does not mean that we are guaranteeing the product is “unbreakable”.
Code protection is constantly evolving. Microchip is committed to continuously improving the
code protection features of our products.
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