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Introduction

Functional Safety has become increasingly crucial for numerous industrial and automotive systems, not only
across a variety of applications but also in achieving higher safety levels. In this application note, Microchip
presents an evolutive path to implement advanced functional safety levels (SIL 3, ASIL D) while mitigating
common challenges users may face. After reviewing the theory of operation, the principles are practically
applied to an e-Fuse, a widely used application for protecting loads in various end markets.
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1. Rationale
A system failure is produced by two types of faults: systematic and random.

Systematic faults, resulting from flawed hardware or a software implementation, can be

mitigated through rigorously followed process control and an independent assessment. Design and
implementation teams are separate from the assessment teams and are responsible for finding
feasible solutions, while the assessment teams are tasked with finding possible implementation
issues.

Random faults, on the other hand, cannot be anticipated or discovered through analysis during
pre-deployment, therefore, the mitigation is limited to detection and eventually prevention. Random
faults happen because of external factors that impact the system’s hardware.

Most systematic faults can be eliminated by redesigning during the testing phase, indicating that the
system's safety level is directly related to the extent of mitigation of system random faults. As any
system is not free of inherent, quantifiable failure rates with a probability always greater than zero,
a system with a high level of SIL will always require switching to a Safe State when failure happens,
through a planned mechanism (mitigation).

As a basic starting point, IEC61508 expresses the following view on risk:

+ Zerorisk is impossible.

* Non-tolerable (hazardous) risks must be always mitigated.

* The entire product life cycle (from design to decommissioning) must be covered.

Regardless of the standard that applies to a specific market, the safety integrity level is a function
of level-of-risk reduction provided by an associated safety function, and represents the system
probability of failure occurring before a system reaches a Safe State. In order to compare how
different standards define the safety integrity level, one can use the probability of hazardous
failures per time (billions of hours), or PFH, as a common reference (as presented below).

Table 1-1. Comparison Between Safety Standards - Based on Probability of Hazardous Failures per Billion Hours

IEC 61508 IEC 62061 1ISO 13849 1ISO 26262 DO 178B Safety Level

10,000 < PFH < 100,000

3,000 < PFH < 10,000 1 1
1,000 < PFH < 3,000
100 < PFH < 1,000
10 <PFH <100
1<PFH<10 - - D -
PFH <1 - - - - A

m O N @™ >
|
|

A W N

Different standards offer different perspectives on how the safety integrity level is assessed and
associated with a certain system. However, according to the presented table, a system complying
with SIL 3 can be eventually recertified for ASIL C (ASIL B) or DAL B.

The failure risk mitigation usually increases the system complexity because of additional required
checks. With this complexity increase, the overall reliability decreases, meaning that the safety

level is not always a reliability-only related function. As an example, a two-out-of-two (2002) voting
system, composed of two identical replicas (that agree on the decision) each with an associated 200
FIT (failure-in-time at a billion hours) rate, will have an equivalent of almost 400 FIT; this doubles the
amount of failure rates because it is assumed that the two replicas will agree on the same decision
and the probability of failure increases.
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Equation 1-1.

Psysrem = 1 — (1 = Psypsysa)(1 — Psypsysp) = Psuypsysa + Psupsysg — Psupsysa X Psypsysg = 200 + 200
— 0.04 = 399.96FIT

This can be somewhat confusing, as it appears that increasing design complexity is necessary to
achieve the safety goal, which, in turn, may lead to reduced reliability. However, it is important to
also consider the following:

+ The goal is not to create a system with the highest possible reliability rate, but rather to reduce
the number of dangerous system failures through effective processes and intelligent design.

+ System modeling is not trivial, and the calculation and justification vary slightly across different
standards, as there is no common model. However, the overall strategy remains the same.

To model the system for safety, the following failure behavior assumptions are in place:

+ Failures always occur at constant rates (as being a Poisson process).

« Proof tests are assumed to be perfect and well-executed (a dangerous failure will not remain
undetected).

+ In systems with redundancy, failures in each channel are assumed to occur independently, with
no common cause of failure.

The Industrial Safety standard IEC 61508 introduces the concept of synthesis/combining (section
7.4.3 of IEC 61508-2:2010). This strategic approach breaks down complex safety requirements into
manageable (independent) components or subsystems. This method enables the achievement of a
higher overall safety integrity goal by utilizing components with lower safety integrity levels, which
are easier to attain.

When two elements are sufficiently independent, each possessing a systematic capability (SC) of N,
their combination can be considered to have a maximum SC of N+1, where N equals 1, 2, or 3.

This translates into:
« SIL1 +SILT =SIL2
« SIL2 +SIL2 =SIL3

As for SIL 4 compliance, the standard mandates a multichannel implementation as the fault
tolerance shall be greater than zero (see IEC 61508-2 chapters 7.4.4.3.1 and 7.4.4.3.2).

Note: Multilevel synthesis is not allowed (a SC of N element may be used in this way only once).

Sufficient independence at the hardware level between elements can be achieved by adopting the
following strategies:

« Functional Diversity: use of different approaches to achieve the same results.
+ Diverse Technologies: use of different types of equipment to achieve the same results.

« Common Parts/Services: ensuring that there are no common parts or services or support
systems (for example, power supplies) whose failure could result in a dangerous mode of failure
of all systems.

+ Common Procedures: ensuring that there are no common operational, maintenance or test
procedures.

The Automotive Safety standard ISO 26262 has a similar approach where safety requirements are
broken down to redundant requirements and then allocated to independent Elements with Lower
ASIL:

Table 1-2. Possible Decomposition Combinations per ISO 26262

Original ASIL Possible ASIL Decomposition

ASILD ASIL C(D) + ASIL A(D) ASIL B(D) + ASIL B(D) ASIL D(D) + QM(D)
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Table 1-2. Possible Decomposition Combinations per ISO 26262 (continued)

Original ASIL Possible ASIL Decomposition

ASIL C ASIL B(C) + ASIL A(C) ASIL C(C) + QM(C) —
ASIL B ASIL A(B) + ASIL A(B) ASIL B(B) + QM(B) —
ASIL A ASIL A(A) + QM(A) — —

The automotive standard ISO 26262 introduces the concept of decomposition, a strategic approach
that breaks down complex safety requirements into manageable, independent components or
subsystems. The method allows for an efficient achievement of a higher overall safety integrity
goal by using components with lower safety integrity levels.

Similarly, IEC61508 introduces the SIL synthesis concept, which is essentially equivalent to
decomposition. It states that by combining elements with N systematic capabilities, a systematic
capability of N + 1 up to SIL 3 can be achieved (see IEC 61508-2 chapter 7.4.3). For SIL 4 compliance,
the standard mandates a multichannel implementation, as the fault tolerance shall be greater than
zero (see IEC 61508-2 chapters 7.4.4.3.1 and 7.4.4.3.2).

To design such a complex system, the following points show how decomposition helps to achieve
the objectives:

1. Redundancy and Fault Tolerance: When a safety function is divided into multiple independent
paths, the system continues operating due to redundancy, or the fault can be detected by
comparing the results of the two paths, allowing for fault mitigation. Additionally, if the channels
are independent, the probability that all channels will fail simultaneously is drastically reduced,
because it involves multiplying the individual failure probabilities rather than adding them.

2. Diagnostic Coverage and Safe Failure Fraction: Decomposition (or synthesis) allows for the
integration of diagnostics that monitor the health of each channel through cross-checking, as
simultaneous failures in two subsystems are unlikely. With high diagnostic coverage, dangerous
failures are quickly detected, and the system is placed in a Safe State before the fault leads to
a hazardous condition. This improves the Safe Failure Fraction, the proportion of failures that
are either non-dangerous or detected before they lead to a hazardous event. Standards like IEC
61508 factor in SFF when setting SIL targets. Consequently, even if individual subsystems have
moderate FIT values, enhanced diagnostics help ensure that undetected dangerous failures are
far less likely.

3. Failure Modes Isolation and Reduced Common-Mode of Failure: When the system is broken
into robust, isolated modules, the chances that a single fault (or external event) will affect
multiple channels simultaneously is minimized. This isolation means that the worst-case failure
probability (which is what SIL is concerned with) is lower for the overall system versus the sum
of its parts. In effect, careful decomposition (or synthesis) allows design engineers to mitigate
Common-mode failures by ensuring that each redundant channel fails independently.

4. Nominal Operational Conditions: Continuously monitoring external factors such as system
power parameters and operating temperature ensure that subsystems do not operate outside
nominal conditions, which could increase the likelihood of failure and invalidate any probabilistic
assumptions about the system. If external extreme factors cannot be accurately predicted,
component derating is employed as a mitigation technique.

The primary design goal of a safety system is to ensure that once a hazardous fault is detected,

the system is transitioned to a Safe State, such as de-energized, stopped or stable. According to

the railway standard EN 50129 Annex B, while hazardous events cannot be anticipated, they must
be mitigated within a maximum amount of time called Safe Down Time (SDT), rendering the event
harmless. in other words, SDT represents the maximum permissible duration for a safety function
to remain non-operational. Alternatively, IEC 61508 defines Process Safety Time (PST) as a window
of opportunity available to a safety function, from a hazardous failure occurrence until the moment
the unmitigated process reaches a dangerous state.
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It is more of a nuance than a difference, as PST addresses the system reaction in terms of speed
and SDT addresses the duration during an outage (a safety function is missing or altered) without
creating an intolerable risk.

By considering the focus on the system topology justification, PST is more suitable to be used
instead of SDT, even if the two terms have slightly different meanings.

It is crucial to understand that the time required to transition the system to a safe state, taking into
account all operational cycles, differs from the time needed to mitigate a fault at the subsystem
level to prevent damage. Even if certain faults cannot be mitigated at the subsystem level, resulting
in permanent damage due to the safety architecture by design, the system can still respond
appropriately and return to a Safe State within the Process Safety Time (PST), achieving the safety
goal.

For example, a safety electronic fuse must disconnect the load within a maximum of 10 ms (PST) to
prevent a catastrophic failure. However, the subsystem responsible for short circuit detection and
mitigation needs to perform its task within 2 ps (5000 times faster than PST) to disconnect the load
without leading to permanent failure of the subsystem. If the subsystem that mitigates the short
fails permanently, a supervisory subsystem can subsequently place the load in a safe state, such as
de-energized, by using a pyrofuse or another air gap device within a more relaxed timeframe, such
as 2 ms.

In the first case, if the subsystem responsible for short mitigation successfully fulfills its role and
remains functional after mitigation, the load will be disconnected within 2 ys. Subsequently, the
system within the Process Safety Time (PST), can attempt to reconnect to the load as a recovery
mechanism, assuming the disturbance was transitory.

In the second case, if the subsystem fails to mitigate the fault and becomes damaged after 10

ys, for example, the supervisory system permanently disconnects the load through a secondary
mechanism within 2 ms, with no further recovery. In both scenarios, the safety goal is achieved
within the Process Safety Time (PST); however, the difference lies in whether the system experiences
a temporary or permanent outage.

The following chapter demonstrates how the difference between the PST time requirement (10ms in
this case) and functional fault mitigation time requirement (2 ps) makes the system design topology
more flexible.
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2. Achieving High-Level Safety Integrity

The standard for all electrical safety, IEC 61508, does not specify which approach to use to mitigate

a non-tolerable risk. However, other related standards, such as the railway standards (EN 50129),
describe three possible methods, which can be used in combination, to achieve fail-safety through
design. As this is a general approach, it can be extrapolated to other electrical industries that require
a high level of safety integrity.

2.1. System Design Approach
Architectural approaches to accomplish a desired safety integrity level (EN 50129 annex B.3):

1. Ahigh level of safety can be achieved through inherent fail-safety when a function is
performed by a single component, provided that all credible failure modes are nonhazardous.

Examples:

- AZener diode used for overvoltage protection is placed in parallel with the load and in
series with a fuse and a resistor. The Zener breakdown voltage (Vz«), a manufacturing
process parameter, remains consistent as long as the diode operates under nominal
conditions. The described structure ensures a high level of safety through its inherent
physical characteristics.

- An optocoupler or a transformer used for galvanic isolation can be considered safe as
the isolation voltage is a function of the dielectric constant and of the distance between
the isolated elements (coils/LED-photodiode). The voltage depends exclusively on electrical
proprieties of the barrier material (mica foil, air gap, etc.) that remains constant over
operational life. Therefore, the probability of the insulation function to collapse in a
hazardous way, when operating in nominal conditions is extremely unlikely.

As previously mentioned, a hardware system is a complex design, making it unlikely to

consist soley of components with inherent fail-safe properties. As a result, the required

safety level should be achieved through a combination of subsystems with reduced Safety
Integrity Level (SIL). ISO 26262 refers to this technique decomposition as: “Apportioning of
redundant safety requirements to elements, with sufficient independence, conducing to the same
safety goal, with the objective of reducing the ASIL of the redundant safety requirements that are
allocated to the corresponding elements.” Similarly to synthesis described by IEC 61508.

It is important to note that according to IEC 61508-2 Annex E1, NOTE1 states: “At the present
state of the art, knowledge and experience, it is not feasible to consider and take measures against all
effects related to said element (single IC) to gain sufficient confidence for SIL 4." Therefore, even if a
single element meets all inherent fail-safety conditions, it cannot be used alone to achieve SIL 4.

Another way to achieve a higher level of safety is by adopting the two topologies that use a
mixture of subsystems with a lower level of safety:

2. Composite fail-safety: When each safety function is performed by at least two independent
items. Non-restrictive decisions shall be executed only if multiple items agree. The technique
is known as voting logic decomposition, and since parallel processing happened, the system
reaction to hazardous faults is usually very fast.

3. Reactive fail-safety: The safety function is performed by a single item, and its safe operation
is ensured by the second element that detects and negates a hazardous fault and places the
system in a Safe State. The two items (with lower safety levels) shall be independent to avoid the
common cause of failure.

Because the safety level is a system characteristic, the safety goal can be achieved by any
combination of approaches 1, 2 and 3.

The objective is always to place the system in a Safe State, once a permanent component failure is
detected within a maximum time (PST). However, the system cannot recover if PST is exceeded, but
a permanent failure is acceptable once the system returns to a Safe State within PST.
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Reactive implies that the system continuously monitors its own integrity and upon detecting a
failure, immediately takes a corrective action to prevent a hazardous situation. This means a single
element (subsystem) within the structure can be responsible for executing the safety function,
provided it is continuously supervised.

Note: See Negation Justification for additional information regarding the interposed negation
function and why the negation usage is justified in a high-level safety topology.

The most basic and traditional decomposition method (2) is shown in Figure 2-1. This configuration
is known as 2002.

Figure 2-1. Minimal Composite Fail-Safe Architecture (2002)
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The two subsystems are identical in terms of processing power and execute the same safety
function in parallel, and as result, the decision is computed by AND-ing the two decisions. As we
noticed in the graph below, if a fault happened in Subsystem 1, the subsystems outputs, Decision

1 and 2 will differ (the voting result is false), and as result, the output is placed in safe state.

Within required PST, the second subsystem detects the fault in the first subsystem and permanently
disconnects the output through negation if the fault was not removed.

Figure 2-2. Output Decision Graph for the Composite Fail-Safe Architecture

A
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A Subsystem 1
N detected
Subsys. 1 ! |
Fault Detection
Decision 2 . . |
' ' A
Output
.,‘, ....PROCESS SAFETY TIME s Pt SAFE STATE SAFE ?TATE SAFE STATE
Fault happens Negation Fault happens

disconnect the

output in Subsystem 2

in Subsystem 1

The second approach is the reactive fail-safe as shown in Figure 2-3. In this scenario, there are
two subsystems: Subsystem 1, which is computationally intensive and performs the main safety
function, and Subsystem 2, which is less powerful and monitors the health of the main subsystem.
For most applications, Subsystem 2 does not require high performance because its reaction can
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happen within the PST, which is typically much longer than the time required for Subsystem 1
to react. Therefore, Subsystem 2 can evaluate the main safety function response indirectly, using
techniques such as time integration.

Figure 2-3. Reactive Fail-Safe Architecture
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As shown in the operating diagram, when a fault occurs in Subsystem 1, the output incorrectly
enters into a temporary permissive state due to a faulty subsystem. Once the fault is detected by
Subsystem 2, using averaging or other non-real-time techniques, after PST expires and the error was
not recovered, the negation function is applied and will set the system in safe state.

Figure 2-4. Output Decision Graph for Reactive Fail-Safe Architecture
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In both decomposition and synthesis scenarios, Subsystem 1 and Subsystem 2, beside executing
the safety function, perform health cross-checking as a method of Latent Failure Detection (LFD) to
anticipate potential circumstances that could lead to a dangerous failure. Additionally, the isolation
between the two subsystems reduces the probability of a Common-mode of failure, as the designed
topology presumes that Subsystem 1 and Subsystem 2 will not fail due to a common cause.

2.1.1. Negation Justification
What is Negation in This Context?

Negation acts as an output inhibit function. It's a straightforward, deterministic fail-safe mechanism:
if the system’s cross-checking detects an anomaly, negation forces the system into a defined safe
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state. For example, a non-weldable relay contact may fall open by gravity, disconnecting the output
when the relay coil isn't energized. In simple terms, negation prevents a potentially faulty voter
result from triggering a hazardous output, closing diagnostic and fail-safe gaps that the voter alone
cannot address.

Why is Negation Recommended?

+ Simplifies Safety Arguments and Verification: A single, conservative reaction (inhibit/negate) is
easier to prove correct across various failure scenarios than complex fault handling in the voter
or application logic. This simplicity is crucial for safety audits and certification.

+ Isolates Voter Faults: If a voter (where all independent branches converge) fails, it might
incorrectly assert an output even when branch diagnostics indicate a problem. Negation provides
a separate, simple reaction path that doesn’t depend on the voter being correct.

+ Ensures Deterministic Safe Behavior: When a fault is detected, the system must enter a clearly
defined safe state. Negation is a minimal, easily analyzed mechanism to achieve this reliably.

Why Use Cross-Checks to Trigger Negation?

+ In high Safety Integrity Level (SIL) systems, parallel processing is performed by isolated
subsystems. Diagnosing these subsystems also requires independent entities. Cross-checking
allows each branch to diagnose the others without extra hardware, simplifying the topology and
reducing costs.

+ Cross-checks reduce Common-mode and latent fault risks. If cross-checking reveals timing,
plausibility or internal state anomalies that the voter outcome alone doesn't catch, negation
ensures these hidden issues can't result in unsafe actions.

2.2. Composite vs Reactive

The following analysis evaluates the advantages and disadvantages of the two proposed fail-safe
system topologies:

1. Composite Fail-Safe:
Pros

a. Inherent Architecture Fail-Safe and Redundancy: When multiple branches handle the same
safety function, if a path is affected by a fault, the rest of the system might distribute stress
across remaining paths and it can operate safely but in controlled degradation. That comes
with a caveat: the minimum number of parallel instances needs to be three to ensure,
besides voting, the needed redundancy (NooM - N out-of M, where N < M topologies).

b. Predictable and Gradual Failure: As the system remains operational, dangerous failures
occur gradually rather than abruptly. This gradual failure allows for a remote manual or
automatic shutdown when the system is detected to be operating in degraded conditions.
This scenario occurs when more than three redundant paths (replicas) are used, and the
voting requires only two replicas to agree. In summary, if one replica is damaged, the system
can continue the operation as 2002.

c. Parallel Instances Operate the Same Software: Since the branches are identical, the same
processing software can operate in all subsystems and the redundancy and decision logic
can be achieved eventually in hardware.

d. Robustness to Multiple Failures: The distributed and redundant system can handle multiple
consecutive failures with the ability to detect those failures and set the system to a safe
state.

e. Permissive Mode Mismatch Minimization: Once the processing results discrepancy between
the paths occur, the system can promptly decide whether to continue functioning in a
reduced operation mode if a sufficient number of branches remain in good condition, or
to shut down to a safe state.

Cons
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a. Design Complexity: Modeling the system is complex and validating the system can be
very challenging. The cross-interactions between the processing paths require extensive
simulation and testing to confirm the system topology viability as the number of possible
failure modes increase with its complexity.

b. Lack of Diversity: To simplify the developing process, all branches are made identical. This
approach results in running software replica instances, which makes the system prone to
systematic failures.

c. Complexity of Synchronization: The system can run complex software with unpredictable
events triggered by external factors. This leads to a complex circuitry which compares the
processing branches outputs at certain moments in time. The miss-synchronizations need to
be well managed to avoid the voter block decision mismatch. Additionally, if inter-branches
insulation did not allow a higher degree of independence (that increases in a certain degree
the prospect of common mode of failure), a time delay technique shall be used for temporal
diversification which complicates the implemented decision logic.

d. Increased Cost Due to Over-Engineering: Redundancy adds additional cost, increases the
system size and weight and induces performance penalties during normal operation by
slowing the response due to the need for synchronization.

e. Resource Intensive: The complexity of additional circuitry required to manage redundancy
complicates system testing and increases maintenance cost.

f. Lack of Modularization: Typically, the design is tailored around the safety function that needs
to be accomplished, making it more difficult to reuse parts of the design.

2. Reactive Fail-Safe:
Pros

a. No Performance Penalties under Normal Operating Conditions: Safety measures are
activated only when required. Reactive subsystems monitor the health and indirectly oversee
operating conditions. The main subsystem that executes the safety function runs only a
small additional function (crosschecks) besides the main operation.

b. Lower Overhead in Nominal Conditions: The reactive side requires fewer resources, as
primarily monitors the main subsystem's operating condition and to reacts only if a fault is
detected. This results in an asymmetrical system design, with less hardware block replication,
making it more flexible and cost-effective.

c. Adaptability: The reactive side can be easily adjusted to detect other possible malfunctions
that initially were not planned for the system.

d. Hardware Diversity: Because the processing power demand is not equivalent for the main
and reactive subsystems, the architecture can use different hardware for main and reactive
processing paths. This reduces the chances of systematic failure, as there is no commonality
in operation for the two subsystems.

e. No Synchronization is Required: Reactive subsystems should not operate in sync with the
main subsystems due to their differing roles.

Cons

a. Dependence on Detection and Control Reliability: The safety strategy relies on the accuracy
of sensors and control algorithms. On the reactive side, as the measurements are indirect,
the hardware degradation can impact the overall system functionality, potentially allowing
dangerous conditions to go unnoticed. Therefore, the additional circuitry required to check
operational conditions may increase total system cost.

b. Delay in Response/Temporary Permissive State is Allowed: Even when the fault detection
remains reliable, there is always a finite response of the systems between the detection of
the fault and the activation of the fail state and temporarily the permissive state will be
allowed. This might not work for systems that require critical timing to switch to a safe state.
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By analyzing both approaches it is displayed that for Composite Fail-Safe, the pros 1a to 1d are

valid only in voting types of configurations that allow redundancy: such as 2003, 2004, etc. However,
due to the complexity of those types, multi-redundancy approaches are not frequently adopted

as industry prefers multiple systems in parallel: e.g., 2 x 2002 that can be easily justified as SIL
4-compliant.

Additionally, achieving time synchronization on the voting side is challenging and becomes
increasingly complex when critical timing is required. A significant advantage is that once an error
appears, the output systems can either enter a safe state or continue operating in controlled
degradation until the error is resolved, owing to the simplicity of the voting mechanism.

The major disadvantages include a lack of diversity, which makes the system susceptible to
systematic failures, difficulty in achieving modularity as the system must be tailored to a specific set
of safety functions and the increased cost of over-engineering due to the necessity for crosschecks
and synchronization.

Alternatively, the reactive approach ensures modularity and diverseness. However, from the
moment an error is detected until the error is mitigated, the output remains in permissive states.
For most of the applications this is not a problem because:

1. When the load is disconnected, the detection of an internal fault is inconsequential, as the load
is already in a safe state.

2. During the operation, once the fault is detected, if the main system irreversibly failed, the
reactive side would place the system in safe state within PST.

Microchip offers two types of ASIL B compliant MCU device variants: one is the fast dsPIC33A DSC
with powerful real-time processing capabilities, and the cost-effective SD AVR. Both devices benefit
from the same development environment (MPLAB®) and different libraries developed by different
teams ensures diversity. An e-Fuse case study is presented, followed by a generalization through the
modularization of reactive topology based on the MCU's devices. This approach can be replicated in
projects that are required to comply with ASIL C/D or SIL 3/4.

Note: 1SO61508 mandates redundancy-two channel implementation for SIL 4 systems.

This proposal allows smooth and fast development of such products by benefiting from associated
available safety packs, generalized Latent Failure Detection (LFD), cross-check libraries and
additionally-required drivers.
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3. Case Study for Reactive Fail-Safe Approach: High SIL e-Fuse Design

3.1. Practical Implementation

The following diagram shows a reactive implementation of a high-voltage, high-current and
high-safety integrity level bidirectional e-Fuse. The major system components have assigned
identification numbers. As general rule, application-specific components are marked in pink, while
general components are marked in green.

Figure 3-1. High SIL e-Fuse Practical Architecture
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To avoid any common mode of failure, galvanic insulation was implemented between the two
subsystems using safety components. The red island indicates the separation between the main
circuitry that executes safety function (short circuit management, overcurrent or overtemperature),
and the reactive side that monitors the main subsystem and its operating conditions, and
disconnects the load in the event of main system permanent failure.

The general system components (green) are:

1. Microchip dsPIC33A DSC: This is the main MCU, and its processing power capability allows it to
run the safety function and additional checkbacks on the reactive side.

2. AVR SD: This is the core of the reactive subsystem, responsible for monitoring the operating
conditions of the main MCU and indirectly verifying if the safety function is performed by a
healthy (main) subsystem.

3. Push-Pull Driver: The reactive side can drive the DC-DC converter using the PWM port, which
delivers power to the main controller circuitry through isolation.

Power Block: Regulates and monitors the DC-DC voltages that power the main system.

5. DC-DC Converter Isolation Transformer: This transformer is used to transfer power from the
reactive subsystem to the floating main subsystem.
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10.

11.

12.

13.

14.
15.
16.

Two Ports Isolator: Ensures insulation of the Advanced Watchdog port (PWM for health check
and sGPIO for remote Reset).

Two Ports Isolator: Ensures insulation of the Main-Reactive telemetry data exchange port.

OR Logic Block: Collects all main subsystems faults including power, temperature, overcurrent
and driver faults, into a singular digital channel. This channel feeds a safety GPIO (fault flag) on
the reactive side.

Environmental Temperature Monitor: The environmental temperature is monitored on
the reactive side to ensure that nominal working conditions are maintained during system
operation.

Power Input Monitoring: The input rail is monitored for marginal undervoltage and overvoltage
conditions.

Power Supply: Ensures regulated power to all reactive circuitries. The power supply input is
protected for overvoltage and undervoltage conditions and is monitored by the MCU.

Air Gap Disconnect Device: This device has intrinsic safety characteristics and is capable of
temporarily or permanently disconnecting the power bus once a fault is detected (pyrofuse or
safety relay). By disconnecting the load (removing the power), the system is placed in a safe
state.

Air Gap Disconnect Driver: This driver controls the disconnection device and check its health.
This circuitry has safety characteristics and usually ensures a floating control (double-cut, for
both power lines) of the main relay/fuse.

Power Port: The primary power port for the system.
Host System Interfaces: The PHYs that interface the reactive subsystem with the real world.

Host System Interfaces: The PHYs that interface the main subsystem with the real world. All
signals going to the main MCU are isolated. A floating ground topology was chosen for the main
system to simplify the high-speed circuitry design.

The application specific system components (pink) are:

1.

HALL Isolated Current Sensor: This sensor is the secondary element that evaluates the current.
The sensor is not fast enough to do short circuit mitigation but is sufficient for monitoring the
average current evolution and disconnecting the load in the event of a permanent main system
failure.

Module Temperature Monitor: This is the SIC module temperature monitor. It is used in the
third step of overcurrent mitigation.

Shunt: A low temperature coefficient metallic shunt is used as bidirectional current sensing
element.

Leakage Detection Circuit: This circuit detects power SiC FETs leakage when the circuit turns
ON or OFF. This circuit also detects the current flow direction (patent protected).

SIC Module: This bidirectional solid-state switch incorporates two SiC power FETs, a temperature
sensor, a metallic shunt for current measurement and leakage detection circuitry.

Current Preprocessor: This is the analog circuitry chain designed for current processing. The
current mitigation is performed in two steps: an extremely fast response (ns) using comparators
with programmable thresholds, and a slightly slower response using fast ADCs (hundreds of ns
and ps). An extra temperature monitoring step is performed in parallel to fulfill the complete
current protection algorithm.

Multistage FET Driver: This driver provides multistage SiC gate voltage control to allow safe
pass-through detection, validation and disconnection, during the short circuit mitigation.

To achieve the safety goal of placing the system in a safe state within the Process Safety Time (PST)
in the event of a short, and if the short cannot be mitigated, the two subsystems shall perform the
following tasks:
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1. Main Subsystem Principal Functions:

a. Bidirectional short detection and mitigation attempt Hard Switching Fault (HSF) and Fault
Under Load (FUL)

b. Bidirectional overcurrent detection and mitigation
c. Overtemperature detection and mitigation

Current measurement and overcurrent validation based on reactive subsystem telemetry
report

e. Solid-State Relay (SSR) leakage detection

f. System status reporting via LIN/CANBUS or Single pair Ethernet (100BASE-T1S)
2. Main Subsystem Auxiliary Functions:

a. Power rails voltage monitoring

b. Internal temperature monitoring
c. Latent failure detection (LFD)
d

Reactive side crosschecking (subsystem status data exchange using a safety related data
exchange protocol, like Autosar E2E)

e. Load current value and quality monitoring (with redundancy and diversity)
f. Arc-flash detection or other additional functions based on the current quality monitoring
3. Reactive Subsystem Functions:
Power rail voltage monitoring
Internal temperature monitoring
Dual paths overcurrent check validation
Dual-Cut safe load disconnects
Latent failure detection (LFD)

Advanced watchdog to mitigate a non-responsive main system or main software
malfunctions

N B <SS B © S

g. Main side crosschecking (subsystem status data exchange using a safety related data
exchange protocol, like Autosar E2E)

h. Performs the function of isolated (no feedback) push-pull power supply controller
i. System status reporting (LIN/CANBUS)

Table 3-1. Item Function

Functional- v v v v v B _ B _ _ B v B _ v _ _ _ _ B
Specific

General - - - - - v v v Vv Y v - v v - v v v v

3.2. e-Fuse Functionality

The short circuit is a fast event, developing within a hundred ns, and creates an intense transient
event that must be carefully mitigated to prevent damage to the power circuitry. Additionally, the
short can be mistaken with inrush current, which leads to an increase of mitigation complexity in
order to suppress the false-positive outcomes.

If bidirectional circuitry load conditions differ between current flow directions, mitigation becomes
more challenging. The dsPIC33 DCS series, accompanied by the AVR SD on the reactive side and the
SiC power FETs as solid-state switches, possess all the required characteristics to implement such

a solution. This configuration requires a minimum number of additional parts and offers significant

@ MICROCHIP



flexibility in terms of systems response, as it is fully software-defined. Therefore, the current is
mitigated by the main MCU (dsPIC33 DSC) using three parallel loops:

1. The first loop uses fast comparators with adjustable thresholds, rather than traditional ADCs,
along with combinational logic and precise timers. This configuration allows for a repaid

response, within tens to hundreds of ns to effectively manage sudden changes in current flow.
The logical flow consists of the following steps:

Figure 3-2. Short Circuit Walk-Through Logical Flow
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- Two dsPIC33 DSC internal counters, CNT1 and CNT2, are loaded with the values
representing the detection timings for Hard Switching Fault (HSF), a short already in place
when the load is turned ON, and Fault Under Load (FUL), when the load gets faulty during
the system operation with the FETs already turned ON. The difference between the two is
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the di/dt which impacts the MOSFETS' short-circuit withstand time (SCWT). Consequently, the
turn-off time depends on the type of short being processed.

- When the short circuit current threshold is exceeded in any direction, the driver enters a
weak mode to extend the MOSFETS' lifespan, and both counters are started. This two-step
gate control voltage clamping technique is inspired by the Baliga Short-Circuit Improved
(BaSIC) method.

- If the first counter, CNT1 (used for HSF), overflows, the current is measured again. If a new
threshold is reached (which assumes a higher di/dt), both MOSFETSs are turned OFF.

- If the di/dt is lower, but the system remains in a short condition, the MOSFETSs are turned
OFF only after CNT2 overflows.

- If the di/dt is lower, and the system is no longer in a short condition, after CNT2 overflows,
the MOSFETs weak driving state is turned OFF and the system is set to a walk-through
condition.

During nominal operation, when a certain current is established through the load, the short
processing chain health condition can be tested as a measure of LFD by temporarily adjusting
the comparator thresholds.

2. The current data are monitored and primarily used to keep the switcher within its Safe
Operating Area (SOA) using a quadratic or higher-order calculation. This calculation can also
detect overcurrent, identify arc flash events, estimate signal quality, as well as recognize
engagement based on load profile by applying DSP techniques such as FFT, wavelet analysis,
in-band power estimation, correlation and inferencing methods.

3. The FET Module’s temperature is continuously monitored, and in the event of over temperature,
the Solid-State Switch disconnects the load. The module temperature evolution is monitored and
compared with the environmental temperature in order to preserve a valid safety case, because
high level SIL compliance assumes components are always operating in nominal conditions.

The e-Fuse trip graph, controlled by the main MCU (dsPIC® DSC), is shown in Figure 3-3. The red

line represents the border for HSF condition, while the orange line indicates the border for a short
under FUL conditions. As observed, the HSF time reaction is the fastest, followed by the FUL, then
overcurrent condition and the overtemperature that develops more slowly. The graph lines present
the walk-through scenario when the HSF or FUL short is temporary and the systems recover without
disconnection, as the e-Fuse shall be immune to false positives. In other words, in the case of each
type of short on the left side of the border the system must not trip and on the right side shall trip.
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Figure 3-3. e-Fuse Tripping Graph
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Note: The system must not trip left of the line’s border and will trip right of the line’s border.
Besides short mitigation, additional functions are essential to meet the SIL level requirements:

As part of Latent Failure Detection (LFD) discovery, another specific function is SSR leakage
detection. This function is performed every time the MOSFETs switch ON or OFF. As the current
passes by, the FETs are subject to self-heating. If the leakage is measured at two thermal points,
during ON to OFF and OFF to ON transitions, ambient (when the transistors are at environmental
temperature) and hot (when the FET is right after operation), the ratio between the two values can
indicate possible future solid state switch failure.

The patented circuitry can be licensed for usage with our SiC modules and our various MCU-based
safety topologies.

Another general function is provided by the supervisory and telemetry data interchange mechanism
between the main and reactive sides, comprising of two groups of signals (as shown in Figure 3-4).
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Figure 3-4. Supervisory and Subsystem Data Interchange Block Architecture
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1. Watchdog Group (green signals): One of the roles of the reactive side is to act as watchdog.
This means that in case of malfunctions, a GPIO with safety characteristics can apply a hardware
Reset to the main subsystem. The checking involves a PWM signal generated by the main
subsystem with a modulated duty cycle established by a repetitive sequence of interrupts called
by the running software.

The signal profile allows the reactive subsystem to diagnose main subsystem clock domain
issues (e.g., reference clock frequency deviation) or software abnormalities based on pattern
recognition. The required MCU resources for the reactive side are: sGPIO (a standard output
with safety characteristics for a deterministic state in case of failure) and TMR CAPTURE (a timer
capture input that processes the PWM pattern); and for the main subsystem, MRESET (hardware
master reset) and PWM (a PWM output that generates the pattern).

sGPIO/ MRESET isolator requires, at the output, a Deterministic Safety State (as an isolator
hardware failure shall set the main subsystem in a Reset State, which is the Default Safe State).

2. Telemetry Data Exchange (red signals): This is a bidirectional asynchronous communication
using a traditional serial port. As the data exchange channel is considered gray (not 100%
reliable), the data packets require CRC/ CHECKSUM for verification and a certain sequence
in time. Invalid packets can be dropped, and a similar protocol to AUTOSAR E2E can be
implemented. A standard serial port is used for data interchange: RX (UART receive) and TX
(UART transmit) on the main subsystem and RX (UART receive) and TX (UART transmit) on the
reactive side.

The exchanged payload between subsystems comprises remote health telemetry and
measurement cross-validation information.

Note: The advanced watchdog diagnoses the clock validity and health of the executed code on the
main MCU without any software call within the main application loop. The patented circuitry can be
licensed with our MCUs used in safety topologies.

The reactive subsystem performs the following functions:

1. Current Validation Implementation on the Reactive Side
A possible implementation of the current supervisor uses a Hall effect bidirectional current
sensor with a bandwidth of a few hundred kHz to TMHz, and with a nonlinearity better than
+0.1%. Its isolation capability (kV level) makes it a good candidate to validate (as a secondary
measurement unit) if the subsystem that performs the short circuit protection failed irreversibly.
Since this type of sensor will only see the average of current, it will not ensure active and
non-destructive short circuit mitigation, but it will guarantee load disconnection (within PST) in
the case of main subsystem permanent failure.

A circuitry with built-in test is required to ensure that a sensor failure will be eventually detected.

2. Load Disconnect Implementation
The load disconnect is accomplished using a physical element with intrinsic characteristics that
make it fail in a predictable way, which will always lead to a System Safe State. For this function,
consider an air gap element like a Safe Relay, a Safe SSR or a Pyrofuse. The selection of a
certain disconnect element type dictates the selected driver topology; however, be aware of
some common safety considerations when implementing the circuit:
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a. The control driver is desired to be dual-cut (e.g., the relay/pyrofuse coil will be floating
between two switching elements) to prevent issues when one of the control cable wires are
shorted to a nearby biasing conductive element.

b. The driver has a diagnostic interface that includes monitoring current through a digital or
analog control interface (ADC, SPI, 12C or GPIO).

c. Both driving signals from reactive MCU are GPIOs with safety characteristics.

Power Supply for Main (Floating Subsystem)

A 16-bit type A Timer (TCA) or 12-bit type D Timer (TCD) is configured as PWM Push-Pull driver
with dead time. The driver provides unregulated output to the main subsystem. The output is
used to generate +20V, -4V for the SiC driver, and 3.3V for dsPIC DSC.

Advanced Watchdog

The reactive side input uses a 16-bit Timer/Counter type B (TCB) with input capture for frequency
and duty-cycle measurements. With a RESET output, a GPIO with safety features will be used. In
this particular case, a software algorithm provides the pattern validation.

Environmental Temperature Monitoring
The AVR SD monitors the environmental temperature of the system, and it will be compared
with the SSR temperature.

Power Rails Voltage Supervision
The main power rail is supervised by the AVR SD. All overvoltage and undervoltage mechanisms
are implemented in hardware, but the input voltage rail evolution is continuously monitored.

Main Hardware Error Collection
All reported systems errors are logged by the supervisory side (AVR SD).

Additional Safety Features:
Dual core lockstep CPU, ECC on FLASH and RAM, synchronous watchdog timer, voltage monitor,
clock failure detector, clock frequency measurement, etc.
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Reactive Approach Generalization

The approach generalization contains all the general components (depicted in green) to accomplish
a reactive fail-safety topology and additional blocks that are application specific (depicted in blue).

Figure 4-1. Reactive Fail-Safe Architecture System Generalization
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The general system components (green) are:

1.

Microchip dsPIC33A DSC: This is the main MCU, and its processing power capability allows it to
run the safety function and additional checkbacks on the reactive side.

AVR SD: This is the core of the reactive subsystem, responsible for monitoring the operating
conditions of the main MCU and indirectly verifying if the safety function is performed by a
healthy (main) subsystem.

Push-Pull Driver: The reactive side can drive the DC-DC converter using the PWM port, which
delivers power to the main controller circuitry through isolation.

Power Block: Regulates and monitors the DC-DC voltages that power the main system.

DC-DC Converter Isolation Transformer: This transformer is used to transfer power from the
reactive subsystem to the floating main subsystem.

Two Ports Isolator: Ensures insulation of the Advanced Watchdog port (PWM for health check
and sGPIO for remote reset).

Two Ports Isolator: Ensures insulation of the Main-Reactive telemetry data exchange port.

OR Logic Block: Collects all main subsystems faults including the power, temperature,
overcurrent, and driver faults, into a singular digital channel. This channel feeds a safety GPIO
(fault flag) on the reactive side.

Environmental Temperature Monitor: The environmental temperature is monitored on
the reactive side to ensure that nominal working conditions are maintained during system
operation.
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10. Power Input Monitoring: The input rail is monitored for marginal undervoltage and overvoltage
conditions.

11. Power Supply: Ensures regulated power to all reactive circuitries. The power supply input is
protected for overvoltage and undervoltage conditions and is monitored by the MCU.

12. Air Gap Disconnect Device: This device has intrinsic safety characteristics and is capable of
temporarily or permanently disconnecting the power bus once a fault is detected (pyrofuse or
safety relay). By disconnecting the load (removing the power), the system is placed in a Safe
State.

13. Air Gap Disconnect Driver: This driver controls the disconnection device and check its health.
This circuitry has safety characteristics and usually ensures a floating control (double-cut, for
both power lines) of the main relay/fuse.

14. Power Port: The primary power port for the system.
15. Host System Interfaces: The PHYs that interface the reactive subsystem with the real world.

16. Host System Interfaces: The PHYs that interface the main subsystem with the real world. All
signals going to the main MCU are isolated. A floating ground topology was chosen for the main
system to simplify the high-speed circuitry design.

The application specific system components (blue) are:

1. Time Relaxed Feedback Pre-Processing Interface: This interface connects the second set of
slow sensors to the reactive MCU. For example, if the main interface control actuator positioning
or speed for an actuator with a variable load, in a very fast manner, the reactive side needs to
know just the average of this action (if the actuator moves from position A to position B) with the
scope of verification. This technique usually uses integration to calculate the average response.

2. Main Time Critical Function Interfacing Circuitry: This collection of circuitry is used by the
main subsystem to accomplish the safety function through sensing and control. It also includes
additional sensors that feed the reactive side with the scope of validation.

3. Main Time Critical Sensing Feedback and Time Critical Control: This refers to the required
circuitry that implements fast loop sensing and control to accomplish the safety function.

4. Sensing-2 for Reactive Feedback: This is the second independent collection of sensors
designed to acquire average data (integration) to feed the reactive check back.

This generalized topology can be applied for all designs that allows a temporary Permissive State
within the SDT.
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5. Conclusions

The decomposition and combining principles that are outlined in this application note show an
efficient way to achieve high safety levels without all the complexity of usual implementation for
monolithic products:

+ Ascalable Microchip solution to adapt to evolving requirements and implementation split
(monitoring and applicative)

« Afaster time to market by handling simpler integration process (independent HW and SW blocks,
simpler testing and validation stages)

* An optimized compliant hardware (best of application and monitoring) cost at no compromise
and optimized compliant SW deliverables.

The above is made possible by an adequate selection of two leading Microchip’s FuSa product lines:

+ The dsPIC33A DSC, as the main applicative safety device, is the ideal choice when real-time
control is key, on top of a strong safety configuration: ISO 26262 and IEC 61508 compliant, to ASIL
B and SIL 2, respectively, on the HW front, thanks to Microchip's certified development process by
TGV Rheinland (more here: Certificate). The SW diagnostic suite (diagnostic modules compliant to
ASIL C and SIL 3), along with other FuSa deliverables like FMEDA, FSM, DFA, scheduler or RTOS,
will help the user confidently develop complete a functional safety application to the highest
safety level, without the complexity of implementation.

+ The AVR SD, as the reactive fail-safe monitoring function in the proposed safety architecture, is a
simple and low cost MCU which is developed and designed to ASIL C and SIL 2 compliance and,
thereby, achieves a high degree of risk reduction from systematic errors. Additionally, since this
MCU was designed for safety-critical applications, it comes with a collection of built-in hardware
safety mechanisms and a dedicated GUI for fault injection into various safety mechanisms. An
ASIL C/SIL 2-compliant software framework provides a template for developing the application
according to the best practices recommended by the ISO 26262 and IEC 61508 standards.

This greatly reduces development time on the AVR SD due to the ready-made safety drivers,
middleware, task managers, latent fault diagnostics and scheduler that ties all of it together.

For more information on dsPIC33A, please visit: www.microchip.com/en-us/products/
microcontrollers/dspic-dscs/dspic33a

For more information on AVR® SD, please visit: www.microchip.com/en-us/products/
microcontrollers/8-bit-mcus/avr-mcus/avr-sd

For more information on Microchip's functional safety corporate approach, please visit:
www.microchip.com/en-us/solutions/technologies/functional-safety
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https://www.microchip.com/en-us/solutions/technologies/functional-safety

6. References

This section is intended to facilitate finding and accessing documents relevant to safety standards
referenced throughout the document.

Table 6-1. Safety Standard Documents

International Organization for ISO 26262 - Second Edition 2018-12 Road Vehicles - Functional Safety
Standardization

- IEC 61508 - Edition 2.0 2010-04 Functional Safety of Electrical/Electronic/
Programmable Electronic Safety-Related
Systems

- EN 50129:2018 Railway Applications - Communication,

Signalling and Processing Systems - Safety
Related Electronic Systems for Signalling
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under any Microchip intellectual property rights unless otherwise stated.

Microchip Devices Code Protection Feature
Note the following details of the code protection feature on Microchip products:

+ Microchip products meet the specifications contained in their particular Microchip Data Sheet.

« Microchip believes that its family of products is secure when used in the intended manner, within
operating specifications, and under normal conditions.

« Microchip values and aggressively protects its intellectual property rights. Attempts to breach the
code protection features of Microchip products are strictly prohibited and may violate the Digital
Millennium Copyright Act.

+ Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its
code. Code protection does not mean that we are guaranteeing the product is “unbreakable”.
Code protection is constantly evolving. Microchip is committed to continuously improving the
code protection features of our products.

@ MICROCHIP
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https://www.microchip.com/en-us/about/legal-information/microchip-trademarks
https://www.microchip.com/en-us/about/legal-information/microchip-trademarks
https://www.microchip.com/en-us/support/design-help/client-support-services
https://www.microchip.com/en-us/support/design-help/client-support-services
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