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Introduction

Author: Johan Lofstad, Microchip Technology Inc.

This user guide describes how the Google Home Assistant can be integrated into loT projects using the Google
Cloud Platform (GCP). Specifically, a “print number’ example using the AVR®-loT WG Board to print a number. When
a voice command is given, such as “print 123 to the console”, the IoT Board prints the number to the command line.
The topics that are covered are:

» Connecting the AVR-loT WG Board to the Cloud

» Integrating a Google Home Assistant-enabled device to a Google Cloud Project using Dialogflow and Google
Actions

» Adding a voice command to send a “print x” message to the AVR-IoT Board

Figure 1 shows a flowchart of the print message example. A person initiates a voice command by speaking to a
Google Home Assistant-enabled device. The voice is processed through Dialogflow and Google Actions, figuring out
the command from the voice. The command is then forwarded to a Cloud Function as text. The cloud function
processes the request and forwards the message to the AVR-IoT Board using the Cloud IoT Core. When the board
receives the message, it is promptly sent to a connected laptop through USB.

Figure 1. Flowchart of the Print Message Example
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Voice Control with Google Assistant

Tip:

The example source code for the loT Board can be found on Atmel START: https://start.atmel.com/
#example/Atmel%3AAVR_loT_WG_Sensor_Node_With_Voice_Control%3A1.0.0%3A%3AApplication
%3AAVR_IoT_WG_Sensor_Node_With_Voice_Control%3A

The example source code for the Google Cloud Platform can be found on GitHub: https://github.com/
microchip-pic-avr-solutions/avr-iot-wg-board-voice-control-cloud
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Cloud Configuration

A Google Cloud Platform account and project are required to integrate a Google Assistant device. Navigate to https://
cloud.google.com and create an account. When prompted to create a project, name it something relevant such as
Voice to AVR. It might take several minutes for the project to become active.

Configuring the loT Core

The loT Core module is designed to handle all communication with loT devices. All devices are registered in the loT
Core with a unique ID and authentication credentials. In short, it serves as a gateway between the loT devices and
the rest of the cloud.

The loT Core module can be opened through the menu at the left-hand side of the cloud console. Click “Enable” to
add the module to the cloud project. When the loT Core is added, a Registries page should appear. See Figure 1-1
for screenshots of the procedure.

Figure 1-1. How to Find the loT Core Module

9 Google Cloud IoT API

Google

# Home

ﬁ Registers and manages loT (Internet of Things) devices that connect
@  1oT Core to the Google Cloud Platform
. Pub/Sub > ENABLE TRY THIS APl 17

[I Cloud Functions

Storage »

‘;?;' loT Core Registries CREATE REGISTRY
Cland Sehaduler o
The device must be added to a registry to connect to the loT Core Module. A registry is a set of devices that can
communicate with the cloud. To create a new registry, click the Create Registry button. There are several required

fields. Configure the registry according to the “Entry” column in Table 1-1. Some fields might not appear before
clicking “Show Advanced Options”.

Table 1-1. loT Core Create Registry Fields

L S T

Registry ID voice-devices A permanent ID which identifies the
registry
Region The region which is applicable The geographical region where the
data are stored
Protocol v MQTT The communications protocol which
HTTP the registry supports. Both MQTT

and HTTP are supported.

Cloud Pub/Sub topics Select the dropdown menu and The default telemetry topic is the
select Create a topic. Enter the topic MQTT topic, in which all messages
name voices-upstream. Leave the from the device are routed to.
rest as default and press “Create
topic”.
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........... continued
N ey Derin
Device state topic (optional) Leave unchanged All state events published by the
device is sent there. Not used in this
example.
Stackdriver Logging None Not used in this example

Adding a Device to the Registry

All devices in a registry are found by selecting the devices tab on the left-hand side. A new device can be added by
pressing Create a Device. See Figure 1-3. To add the AVR-loT WG board, leave everything as default except
“Device ID”, “Public Key Format” and “Public key value”. The Device ID is found in the URL of the “CLICK-ME.htm”
file. The “CLICK-ME.html” file is located under the “CURIOSITY” drive when the kit is connected through USB, see
the example in Figure 1-2. Google Cloud requires the first character to be a letter. The entered Device ID
should thus be “d + the number”. For instance “d0123710B94CEBOECFE”.

Figure 1-2. Finding the Device ID for the loT Board

ﬁﬁ' loT Core Devices + CREATE A DEVICE W DELETE
B  Registry details . .
Registry ID: weather-devices
£  Devices europe-west1
o= Gateways Devices are things that connect to the internet directly or through a gateway. Learn more
@i Monitoring = Enter exact device ID
D Device ID Communication Last seen Stackdriver Logging

No devices to display in this registry

Cloud loT Core documentation

The public key format is “ES256”. The public key is found in the “PUBKEY.txt” file under the CURIOSITY drive. Copy
the contents in the public key value field. The details should be similar to Figure 1-4. Click “Create” to add the device.
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Figure 1-4. Device Settings for the AVR-loT WG Board

Device ID

d0123710B94CEBOECFE

Public key format
RS256

® ES256
RS256_X509
ES256_X509

Public key value

MFkwEwYHKoZ Iz jBCAQYIKoZ Iz JRDAQCD)gAEBNy VEPHSTaF553FA/ BAK LI T10vyY
FEl6S/TL00wins/ InmYquw i TExpakQiTWEA)XFaBU1 8T FY3KMpFmg JGEW)—
----- END' PUBLIC KEY-----

1.2 Setting up a Cloud Function
A Cloud Function is a code snippet that runs whenever a trigger event occurs. A cloud function can be used to
receive voice command requests, process them, and forward the processed messages to the device. To create a
new cloud function, navigate to the Cloud Functions module by opening it through the menu on the left-hand side of
the cloud console, followed by “create function”. See Figure 1-5 for screenshots on setting up the Cloud Function.

Fill in the fields as per Table 1-2.
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Figure 1-5. Creating a Cloud Function

{»  Source Repositories ro THIS PROJE(
—
PRODUCTS A Bitings
~
COMPUTE [
@ App Engine >
S NO resources
{=} Compute Engine >
—
@ Kubernetes Engine >
(] Cloud Functions X
from the past 7 ¢
}} Cloud Run —
Stackdriver Tr
STORAGE
lﬁf' Bigtable rted
—

Google Cloud Functions

Google Cloud Functions is a lightweight, event-based, asynchronous compute
solution that allows you to create small, single-purpose functions that respond to

cloud events without the need to manage a server or a runtime environment
CREATE FUNCTION

U

Table 1-2. Cloud Function Fields

L S T

Name voice-command-process The name of the cloud function

Trigger HTTP The method of triggering the cloud
function

Source Code Inline editor The source code that is being

executed. By using “Inline editor’, the
source code can be entered in the
field below.
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........... continued
Runtime Python 3.7 The language of the source code
main.py See code below The source code to be executed
when the cloud function is triggered
requirements.txt The required python modules to run
google-cloud-storage the source code
google-auth==1.6.2
google-api-python-
client==1.7.8
google-auth-httplib2==0.0.3
google-cloud-pubsub==0.39.1
paho-mgtt==1.4.0
pyjwt==1.7.1
oauth2client
Function to execute process_voice The entry point of the source code

When the cloud function has been created, open it, and select the Trigger tab. The cloud function is invoked
whenever a call is made to the listed URL. See Figure 1-6 for a screenshot. Take note of the trigger URL, as it will be
used in the next step when configuring Dialogflow.

Figure 1-6. Where to Find the Trigger URL of a Cloud Function

@ function-1

ersion 3, deployed at Feb 17,2020, 2:07:35 PM -

GEMERAL TRIGGER SOURCE TESTING

Trigger type
HTTP

URL

https:/fus-central1-voice-to-avr.cloudfunctions.net/function-1 [£

from googleapiclient import discovery
import base64

# IMPORTANT: Change these fields to your projects settings
PROJECT ID = "voice-to-avr"

IOT_CORE_REGION = "europe-westl"

IOT _CORE_REGISTRY ID = "voice-devices"

IOT _CORE_DEVICE ID = "dO123DFDAEF65AF85FE"

# Code obtained at https://cloud.google.com
def get gcloud client():
api_version = 'vl'
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discovery api = 'https://cloudiot.googleapis.com/S$discovery/rest'
service name = 'cloudiotcore'
discovery url = '{}?version={}"'.format (

discovery api, api version)

return discovery.build(
service_ name,
api version,
discoveryServiceUrl=discovery url,
credentials=None,
cache discovery=False)

# Code obtained at https://cloud.google.com
def send message to device(project id, cloud region, registry id, device id, payload):
Sends a message to an IoT Device through the config pubsub topic. (Config pubsub is /
devices/d id/config)
:param project id: Google Cloud project ID
:param cloud region: sWhich region is the device located in. For instance us-centrall
:param registry id: IoT Core Registry the device is loacted in
:param device id: The device ID
:param payload:
ireturn:
client = get gcloud client()
device path = 'projects/{}/locations/{}/registries/{}/devices/{}'.format (
project id, cloud region, registry id, device id)

config body = {
'binaryData': base64.urlsafe b64encode (
payload.encode ('utf-8"')) .decode ('ascii')

}

return client.projects(

) .locations () .registries(

) .devices () .modifyCloudToDeviceConfig (
name=device path, body=config body) .execute ()

def process voice (request) :
request json = request.get json()
queryResult = request json|['queryResult']
parameters = queryResult['parameters']

number = str(int (parameters['number']))

payload = '"{{"number":"{}"}}'.format (number)

print ("Sent {} to device".format (number))

send message_to_device (PROJECT ID, IOT CORE_REGION, IOT CORE_REGISTRY ID,
IOT CORE DEVICE ID, payload)

Dialogflow and Google Actions

Dialogflow is a service that enables the integration of natural language processing and voice control into Google
Cloud Applications without having to write any lines of code. For the print example, Dialogflow should call the trigger
URL for the Cloud Function created in Section 1.2 Setting up a Cloud Function, with the desired number to be
printed. Dialogflow can be found at https://dialogflow.cloud.google.com. When registered, a prompt to create a new
agent appears. Name it “print-agent”, select English as the default language and the Google project to the one
created in previous sections. Click Create to finalize the agent. See Figure 1-7 for a screenshot of the creation
process.
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Figure 1-7. Creating a Dialogflow Agent

print-agent

Set a3 Mega Agent

Creating an Intent

Dialogflow works with the concept of Intents. An Intent is something the user wants to do, something he/she intends.
For this example, the intent is to print a given message from the IoT Board to the PC. To create an intent, click on
Create Intent. The first step is to add some training phrases, which are examples in natural language of how the user
would communicate their intent. Add the following training phrases (or more):

» Please print the following 81727 1321
» Could you print Twenty Four?
» Send 71 372 to the computer
For every training phrase added, the entity in the phrase must be marked. An entity is a way to define what

information to be extracted from the message. For this example, mark the numbers in the phrase and select
@sys.number, identifying it as a number in the phrase. See Figure 1-8 for a screenshot of the procedure.
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Figure 1-8. Adding Training Phrases to the Intent
Training phrases @

”

”

”
@sys.phone-number

@sys.music-genre
Action an @sys.number-sequence

@sys.number & nd param
W,

@sys.zip-code

Easys.given-name

MANAGE PARAMETERS AND ACTION

The field Action and Parameters is used to define which parameter the extracted entity should be assigned to. Fill in
a parameter, as shown in Figure 1-9.

Figure 1-9. Number Parameter Definition

Action and parameters A

g number [@sys.number

To add some flavor to the dialog, a response can be added. This response is spoken back to the user when the intent
has been finished. Click on Add Response, and type in: “Printing $number from the AVR-lIoT Board”. Note the
“$number” part, which refers to the parameter defined above. To close the conversation after the response, check Set
this intent as end of conversation. Finally, under Fulfillment, enable the slider for Enable webhook call for this intent.
Finish by clicking Save in the upper right-hand corner.

A fulfillment is what the dialog does at the end of the conversation with the newly acquired information. Click on
Fulfillment on the left-hand side menu and use the slider on the right-hand side to enable the webhook. In the URL
field, enter the trigger URL from the cloud function created in the previous section. Leave everything else as default
and click “Save”.
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Testing and Verifying the Dialog

Before proceeding by adding a home assistant device and configuring the AVR-loT Board, it is beneficial to verify that
the cloud setup functions properly. Open the cloud function created in Section 1.2 Setting up a Cloud Function, and
click on View Logs, as shown in Figure 1-10.

Figure 1-10. Showing Logs for a Cloud Function

[] Cloud Functions < Function details # EDT  WDELETE  Mcopy = VIEWLOGS
@ function-1
Version 5, deployed at Feb 18, 2020, 2:11:33 PM b
GENERAL TRIGGER SOURCE TESTING

In another tab, navigate to Dialogflow. In the upper right-hand corner, there is a text box labeled Try it now. Text
entered here mimics what an actual voice command would be. For instance, type in Could you print five?. This sends
a request to the Cloud Function. Figure 1-11 shows the result if everything went well. The first screenshot is from
Dialogflow, and the second is from the Cloud Functions log view.
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Figure 1-11. Testing the Cloud Setup With Dialogflow and Cloud Functions

— [Try it now L)

®+  See how it works in Google Assistant.

Agent

Could you print five?

‘ b
Printing 5 from the AVR |oT Board

Not available

number

o

DIAGNOSTIC INFO

function-1 skgtpSbwponé Function execution started

— function-1 skqgtp9bwponé Sent 5 to device

Using a Google Assistant Enabled Device

Tip: If a device responds to a “Hey Google” prompt, it is most likely Google Assistant-enabled enabled
and can be used for this example. Most Android® phones and Google Home devices are, for example,
compatible.

A Google Assistant-Enabled Device can be used to issue voice commands with a “Hey Google” prompt. To use it with
the cloud example created in the previous section, it must be logged into the same Google account. The procedure to
log into a Google account depends on the device in question.

To use Google assistant, the dialog must be imported to Google Actions from Dialogflow. The data is imported by
clicking the “See how it works in Google Assistant” link just below the “Try it now” text box in Dialogflow. This also
redirects the user to the Google Actions console.
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The action cannot be called before it has been assigned a name. A name is assigned by clicking on “Develop”in the
bar on the top and entering a Display name. This example uses the name “Microchip Voice”. Click on Save in the
upper right-hand corner to activate the changes.

The setting “Testing on Device” must be enabled to use the device in question to invoke the command. Navigate to
the Test tab on the top bar. In the upper right-hand corner, make sure “Testing on Device” is enabled, as shown in
Figure 1-12.

The same voice command issued in 1.3.2 Testing and Verifying the Dialog ("Could you print five?”) can now be
issued from the assistant device by the following dialog: Hey Google . . . Talk to Microchip Voice - Here's the test
version of Microchip Voice. Greetings! How can | assist? - Could you print five? - Printing 5 from the AVR-loT
Board.

Tip: Itis always possible to verify correct functionality by taking a look at the Cloud Function logs, as
shown in Figure 1-10.

Figure 1-12. Enable Testing on Device

Voice to AVR © A4 o
® 6 o o $§ C
.

Testing on Device:
i urrently are able to test your Actions on all @
ronnected to

Click to disable Testing on Device.

driver logs & I_D
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Adding the AVR-loT WG Board

Tip: If the reader has problems following this section, it is recommended to read the AVR-loT WG Board
User Guide before proceeding. It can be downloaded here: http://www.microchip.com/DS50002809. A
summary of key concepts is given when needed.

Tip: Atmel Studio can be obtained at https://www.microchip.com/mplab/avr-support/atmel-studio-7.

The final step for the print example is to configure the AVR-loT Board to receive messages from the cloud and print
the number to the computer. To import the AVR-loT Boards firmware, open Atmel Studio and select File — New —
Atmel Start Example Project. In the “Board” dropdown menu, find “ATmega4808 AVR loT WG”. In the filtered list,
click on “AVR IoT WG Sensor Node”, followed by “Open Selected Example”, as shown in Figure 2-1.

Figure 2-1. Finding the loT Board’s Firmware in Atmel START
| | Category [ | |='-'-rr:.‘.;-:-_.-'4--' ol WG

AVR 10T Alibaba Cloud

AVR IaT WG Sensor Node A senzor node for the Googhe loT Core Cloud based on the ATmega4808 AVR kol WG

ATmagadBE, WINCI 510 and ECOODEA,

||]) n)) c:l):)
@ @ &
i
i OEE

t:}}
I
@p

0
Under “Cloud Configuration”, enter the details as in Table 2-1. To import the source code to Atmel Studio, click on
“Generate Project’.

Table 2-1. Cloud Configuration Entries for the loT Board Firmware

L A N

Project ID voice-to-avr The ID of the Cloud Project, defined
in Section 1. Cloud Configuration.
The ID can also be found on the front
page of the Google Console, under
Project Info.

Project Region europe-west1 The region of the IoT Core, defined
in Section 1.1 Configuring the loT
Core. It can also be found on the loT
Core Module front page.

Registry ID voice-devices The registry ID of the loT Core,
defined in Section 1.1 Configuring
the l1oT Core. It can also be found on
the lIoT Core Module front page.
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........... continued
N -
MQTT Host mgqtt.googleapis.com Which server to connect to for MQTT

messages. Leave unchanged.

Handling Messages

In main.c, the function receivedFromCiloud is called whenever a new message from the cloud arrives. With the cloud
configuration described in Section 1. Cloud Configuration, all voice command messages are sent as a JSON string:
{"number”: x}. This JSON string must be parsed and the number x extracted. The extracted number x is then
promptly sent to the PC through a printf call. See the source code below. By using a tool such as the MPLAB® Data
Visualizer, the printed message can be viewed. With the board configured, whenever the user issues a print
command through voice, the number appears in the Data Visualizer Terminal, as shown in Figure 2-2.

Figure 2-2. Resulting Number Printed in MPLAB Data Visualizer

012 30FDAEFG5AFE5FE MOME NORMAL topic: fdevices/d0123DFDAEF&5AFS5FE/ config
012 30FDAEF65AFBSFE WONE MORMAL payload: {"number"™:"242"}

he number 1s 242

// This handles messages published from the MQTT server when subscribed
void receivedFromCloud(uint8 t *topic, uint8 t *payload)
{
debug printer (SEVERITY NONE, LEVEL NORMAL, "topic: %s", topic);
debug printer (SEVERITY NONE, LEVEL NORMAL, "payload: %s", payload);

char *numberToken = "\"number\":";
char *subString;

if ((subString = strstr((char *)payload, numberToken))) {
uint8 t numberStrLength = 6;
char numberStr[numberStrLength];

// Start location of the number.
char *currentChar = &subString[strlen (numberToken)] + 1;

// As long as we do not hit a ", there are more digits. Record these
uint8 t i = 0;
while (*currentChar != '""'")
{
numberStr[i] = *currentChar;
currentChar++;
LdrarF 2
if (i > numberStrLength)
{
debug printer (SEVERITY WARNING, LEVEL ERROR, "Number message has illegal
parameter: $s\n", subString);
return;
}
}
// Add the null terminator to make the string valid
numberStr[i] = '\0';

// Print the number
printf ("The number is %$s\n", numberStr);
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Revision History

N S T

A 03/2020 Initial document release
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The Microchip Website

Microchip provides online support via our website at http://www.microchip.com/. This website is used to make files
and information easily available to customers. Some of the content available includes:

* Product Support — Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

* General Technical Support — Frequently Asked Questions (FAQs), technical support requests, online
discussion groups, Microchip design partner program member listing

» Business of Microchip — Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

Product Change Notification Service

Microchip’s product change notification service helps keep customers current on Microchip products. Subscribers will
receive email notification whenever there are changes, updates, revisions or errata related to a specified product
family or development tool of interest.

To register, go to http://www.microchip.com/pcn and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

» Distributor or Representative

* Local Sales Office

»  Embedded Solutions Engineer (ESE)
» Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are also available to
help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the website at: http://www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

* Microchip products meet the specification contained in their particular Microchip Data Sheet.

* Microchip believes that its family of products is one of the most secure families of its kind on the market today,
when used in the intended manner and under normal conditions.

» There are dishonest and possibly illegal methods used to breach the code protection feature. All of these
methods, to our knowledge, require using the Microchip products in a manner outside the operating
specifications contained in Microchip’s Data Sheets. Most likely, the person doing so is engaged in theft of
intellectual property.

» Microchip is willing to work with the customer who is concerned about the integrity of their code.

» Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their code. Code
protection does not mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the code protection
features of our products. Attempts to break Microchip’s code protection feature may be a violation of the Digital
Millennium Copyright Act. If such acts allow unauthorized access to your software or other copyrighted work, you
may have a right to sue for relief under that Act.

Legal Notice

Information contained in this publication regarding device applications and the like is provided only for your
convenience and may be superseded by updates. It is your responsibility to ensure that your application meets with
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your specifications. MICROCHIP MAKES NO REPRESENTATIONS OR WARRANTIES OF ANY KIND WHETHER
EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY OR OTHERWISE, RELATED TO THE INFORMATION,
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Quality Management System

For information regarding Microchip’s Quality Management Systems, please visit http://www.microchip.com/quality.
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