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Note:  If you already have experience with designing safety-critical systems, you may want to skip this document
and rather download Microchip's FMEDA and Safety Manual sample documents, or request the documents for the
microcontroller you want to use.

While the different functional safety standards have a slightly different approach on how to comply with the specific
standard, they all have the same purpose: To reduce the likelihood of injuries caused by a failure of the electronic
systems to an acceptable level.

It is important to understand that safety-critical systems must comply with and be certified to a safety standard on a
system level. There is no single component that can make a system safety compliant. Compliance is reached through
rigorous specification, design, implementation, and test of the system as a whole. Still, a component in the system
may implement one of many safety features, and it is imperative to assess how to maintain the intended operation of
each safety feature. For that reason, it is relevant to understand the correct use of each component in a safety
context. The required information is beyond what is described in the data sheet of the components and is typically
offered as separate documentation by serious suppliers in the safety market.

This white paper describes one of the key tools that Microchip offers to designers of safety-critical systems for free,
namely the Failure Mode Effect and Diagnostics Analysis (FMEDA). This document is essential to determine and
quantify the failure rate and diagnostics coverage, as well as to understand the failure modes and effects on a chip
level for the PIC®, AVR®, and SAM microcontrollers (MCUs) and dsPIC33 Digital Signal Controllers (DSCs). The
FMEDA is defined by the automotive standard, ISO 26262, but can also be applied to other safety-critical designs
that must comply with standards such as IEC 60730 for household appliances, IEC 61508 for industrial applications
and IEC 62304 for medical applications.

Microchip also offers other documents, such as safety manuals, which supplement the FMEDA, but they are outside
the scope of this white paper.
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1. A Simplified Description of the Safety Design Process
In safety designs, it is common, and in some cases mandatory, to use the so-called V-model design method. It
describes the phases and steps of a robust and reliable design process, including the definition of the system's safety
requirements, and track these all the way through design, implementation, test, and validation, to ensure that they are
correctly and sufficiently covered in the final product.

In the specification phase, it is required to identify all hazards of the safety-critical system (or sub-system). Let us
consider a gas boiler. Since gas is flammable, gas leakage is the hazard. The specification, therefore, describes that
a gas leakage must be detected within a certain duration to prevent fires and explosions. At the design level, specify
one or more safety features that can reduce the likelihood of the hazard. This could be a gas sensor or a position
sensor on the gas valve to determine if it is closed. Now, the element that differs from non-safety applications is that
the safety features must be verified to operate as intended at run-time. This is what is referred to as functional safety.
In other words, that the safety mechanism is functional. The designer also referred to as the system integrator,
ensures that the gas sensor and valve position sensors are operating as intended, by applying the appropriate
diagnostics mechanisms (self-test): If a fault is detected by the diagnostics, the system must enter a safe state to
avoid the hazard. The safe state may, in this case, be to close a secondary closing valve, enable a ventilation
system, or sound an alarm to indicate the safety mechanism is not working.

The mentioned safety standards also focus on failures occurring in the electronics, even on a smaller scale, in the
silicon-based components, such as the microcontrollers in the system.

A general misconception is that the objective of functional safety is to avoid the fault, which is incorrect, partly
because the probability of a fault is never zero. The correct way to understand functional safety is that a safety-critical
system must detect and respond to faults in a safe way within a defined time interval, referred to as the fault
tolerance time interval (FTTI). As an example, for a gas boiler that uses a gas sensor to determine if there is a gas
leakage (a safety feature), it must be possible to verify that the gas sensor is operating as intended and can detect
leaking gas. It might be reasonable to tolerate a leakage for 10 ms since it does not represent a hazard, but it is not
likely that the leakage can be allowed for tens of seconds as the amount of gas leaked then represents a hazard.

The objective is to understand the hazards and the faults - and how to reliably detect them.
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2. The Failure Mode Effect and Diagnostics Analysis (FMEDA)
Each safety standard operates with slightly different safety levels. For IEC 61508, these are referred to as safety
integrity levels (SIL), ranging from SIL 1 to SIL 3. The automotive ISO 26262 standard uses the automotive safety
integrity level (ASIL), from ASIL A to ASIL D(1). The IEC 60730 uses Class A to Class C.

Since the FMEDA originated from the ISO 26262 standard, we will stick to the definition from this standard for the
remaining part of this document for simplicity, and refer to ASIL.

2.1 FMEDA - Failure In Time (FIT)
To meet a certain ASIL level, the failure in time (FIT) rate must be below a given limit. The FIT rate is the number of
expected failures per one billion hours of operation, so a statistical representation for the probability of failure.
Typically, the microcontroller (MCU) is allotted a certain amount of the total allowed FIT for the entire electronics
module in a safety-critical application, e.g., 10%. This can be adjusted from application to application based on the
rest of the design. The ASIL level and thereby the acceptable FIT limit is a result of the impact of the hazard, which is
expressed as the product of the severity, exposure, and controllability of the hazard (refer to the ISO 26262 standard
for further details). An ASIL D application, which is associated with a more severe risk of injury, therefore requires a
lower FIT than an ASIL A, B or C application.

In ISO 26262, 100 FITs are allowed for ASIL B and ASIL C, and 10 FITs for ASIL D. In Microchip’s FMEDA, the MCU
is by default allocated 10%, and the allowed FIT for the MCU is therefore 10 FIT for ASIL B and ASIL C, and 1 FIT for
ASIL D applications.

Figure 2-1. FIT Limits for Various ASIL Levels

The base FIT rate of the MCU in Microchip’s FMEDAs is determined using the Siemens SN29500 model, which
calculates the FIT rate based on the number of logic gates in the design, the size of the die, the voltage and current,
temperature profile, and several other parameters. The base FIT rate applies if the entire device is considered safety-
critical, all features are used, and no diagnostics mechanisms are applied to detect failures (and safely handle them).
The FMEDA is used as a tool to identify the portions of the die that are not safety-relevant and to assign diagnostics
to detect failures in the portion of the die that is safety-relevant, which results in a much lower residual FIT rate that
must be less than the required ASIL based FIT rate. The residual FIT rate represents the undetectable failures of the
safety-critical functions of the MCU after diagnostics have been applied, which is what the ASIL levels dictate limits
for. We will get back to the failure modes and diagnostics shortly.

2.2 Diagnostics Coverage
In addition to the FIT rate, it is also necessary to evaluate and comply with the diagnostics coverage requirements.
The diagnostics coverage is given as a percentage and describes how well the modules required for the safety
features are monitored, and how reliably a fault can be detected. The coverage for any given type of diagnostic is
defined by the standard and can be low (60%), medium (90%), or high (99%). The higher the ASIL level, the higher
the weighted average test coverage must be. The weighted average is based on the physical size of the MCU
module, so a larger module, such as the flash memory, contributes relatively more than, e.g., a small timer. This is
because the failures considered by ISO 26262 are primarily related to random hardware failures, for which the
probability is a function of the area of the die, or in this case, the area of the module.

1 ISO 26262 also uses Quality Managed (QM), which is the least strict level that indicates a general process
conformance rather than a safety level.
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Figure 2-2. Diagnostics Coverage for Various ASIL Levels

Two criteria are used to assess what ASIL compliance can be achieved, Single Point Failure Metric (SPFM) and
Latent Failure Metric (LFM). A single point failure is when a single module (function) in the MCU fails, causing a
safety feature to not operate as intended(2). A single point failure can be that an I/O pin is not set high when the
software tries to set it high. A latent failure is when a function, that can indirectly affect the intended operation of the
system, fails. In other words, when a hardware monitoring/diagnostics mechanism in the MCU fails. This can be more
easily understood with an example: In most MCU based safety-critical systems, the CPU itself is a primary function,
in which faults will violate the safety requirements and are therefore single point faults. For that reason, the Watchdog
Timer is used to ensure that the MCU is reset (safe state) if the program flow timing changes, which is an indication
that there is a fault in the CPU. If, however, there is a fault in the Watchdog Timer, it will not cause the system to fail:
The CPU continues to operate normally, and the WDT failure remains latent (silent). Then if the CPU also fails, the
WDT is unable to detect the irregular program flow timing changes, and instead of switching to a safe state,
continues operating in a likely unsafe way. It is, therefore, required to verify that the Watchdog Timer operates as
intended so that its failures are not latent failures in the system. In other words, safety mechanisms implemented in
hardware are great, and they reduce the need for periodic testing and thereby reduce the load on the CPU, but you
must still verify that they work as intended.

2.3 MCU Failure Mode Effects and Diagnostics
With a fundamental understanding of what we try to achieve, it is time to look at the FMEDA as a tool. To determine
the residual FIT and Diagnostics Coverage, the FMEDA must be filled out by the system integrator. To do this, it is
required that the system integrator has identified the hazards of the system and have a good understanding of how
the system will be implemented on a hardware/mechanical level. Let us look at the (simplified) gas boiler system
again and focus on the gas valve only. This is a constructed example for explaining the purpose of the FMEDA only.

The gas valve is used to shut off the gas flow. The position of the valve is controlled by a digital signal and has a
digital position sensor that provides information about whether the valve is open or closed. From a microcontroller
perspective, the safety-relevant feature is the control signal to the gas valve, so an output pin/signal and input pins to
read the sensor feedback signal from the valve position sensors. Let us, for simplicity, assume that it is a perfect
valve which cannot fail, and focus on the MCU. We have determined the safety-relevant feature, and now we need to
consider the failure modes of the modules involved to ensure the correct operation of the safety feature. The CPU,
flash, SRAM, and clock are always critical, and in this case, the General Purpose I/O (GPIO) as well. The section of
the FMEDA describing the GPIO is shown below.

2 This is in contrast to Multi-Point Failures, where the combination of two or more simultaneous faults cause a
safety feature to not operate as intended. Since the probability of a single failure is small, the simultaneous
occurrence of two faults is very small (assuming that they are independent), and for that reason, it is considered
acceptable to primarily focus on Single-Point Failures.
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Figure 2-3. Section of the FMEDA Showing the General-Purpose I/O Pins Failure Mode, Effect and
Diagnostics

Failure Mode Effect FIT Split FIT rate 
component

Internal Diagnostics for Single Point Failure

I/O pin stuck Wrong output value 20% 1,6926% (H) IO_PORTS_INPUT_COMPARISON
(H) IO_PORTS_OUTPUT_MONITOR

No output High impedance 20% 1,6926% (H) IO_PORTS_OUTPUT_MONITOR
Pin pullup not working Floating pin 13% 1,1002% (H) IO_PORTS_OUTPUT_MONITOR
Pin invert output not working Wrong output value 2% 0,1693% (H) IO_PORTS_OUTPUT_MONITOR
Input sense not working Incorrect operation 11% 0,9309% (H) IO_PORTS_INPUT_COMPARISON

Hardware read/modify/write 
modifies wrong pin

11% 0,9309% (H) IO_PORTS_OUTPUT_MONITOR

Hardware read/modify/write does 
not update intended pin

11% 0,9309% (H) IO_PORTS_OUTPUT_MONITOR

Virtual ports not working 5% 0,4231% (H) IO_REGISTER_RESET_STATE_CHECK & 
IO_REGISTER_BLOCK_REPLICATION & 
IO_REGISTER_WRITE_READ_TEST

No event to EVSYS 2% 0,1693% (M) EVENT_ROUTING_CHECK
No PORT interrupt 2% 0,1693% (M) IO_PORTS_CHANGE_NOTIFICATION_TEST
PORT interrupt cannot be cleared 2% 0,1693% (M) IO_PORTS_CHANGE_NOTIFICATION_TEST

Register failure 1% 0,0846% (H) IO_REGISTER_RESET_STATE_CHECK & 
IO_REGISTER_BLOCK_REPLICATION & 
IO_REGISTER_WRITE_READ_TEST

Wrong pin direction/value

Incorrect operation

The “Failure Mode” column describes the type of failure, the “Effect” column describes the direct result of the failure,
and the two following FIT columns describe the relative and absolution contribution to the FIT rate (total for all pins).
The last column is the reference name to a potential diagnostic, which is described in more detail in the Safety
Manual. Looking at the first line, the failure described is that an I/O pin can be stuck, which may result in outputting
the wrong output value. The contribution to the FIT rate is 1.69% for all pins in total (each pin, therefore, contributes
significantly less).

Consider the output pin that controls the gas valve's position. The FMEDA describes several ways it may fail. It may
be stuck high or low, floating (not driving the line), and several other faults. This gives the system integrator a good
understanding of what to consider to ensure that the intended operation can be maintained if required. It may not be
necessary to detect all possible faults. If for example, an input pin that is stuck low creates an invalid determination
that the valve is open and unsafe, and therefore the application unnecessarily goes into a safe state, is by definition
safe and does not need to be detected or prevented and is not counted in the single point fault or residual FIT rate. In
some situations, it is sufficient to monitor the output pin by reading it back using its input buffer, and if it does not go
high or low as expected, the MCU can reset itself(3), which will always cause the MCU to release all I/O lines. This is
function of the IO_PORT_OUTPUT_MONITOR diagnostics (described in the Safety Manual). Another solution could
be to combine two output pins so that both must be in a given state for the valve to open, and if either pin is not in the
open-state, the valve will remain closed. This mechanism uses redundancy to detect and prevent a Single-Point
Failure.

For the input required to read the position sensor, the IO_PORT_INPUT_COMPARISON diagnostics is listed as a
suitable mechanism. This diagnostic uses two input pins that are both connected to the sensor. If the input read by
these do not match, one is concluded to have failed, and the system is placed in a safe state.

3 The Reset state must always be a safety state, as this is an expected state for the MCU during start-up.
External hardware, such as pull-up resistors, must ensure that all lines have a well-defined and safe state.
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Depending on what diagnostics methods that are selected in the FMEDA, low, medium, or high single point
diagnostics coverage can be achieved. The figure below shows the selection (in the implemented diagnostics
column) and the corresponding coverage to the right of it.

Figure 2-4. Available Diagnostics for General Purpose I/O, Implemented Diagnostics and Resulting
Diagnostics Coverage

Internal Diagnostics for Single Point Failure Implemented Diagnostics Single Point Fault Diagnostic 
Coverage 

(High = 99%, Medium = 90%, 
and Low = 60%)

Per ISO 26262-5;2018, Table 
D.1

(H) IO_PORTS_INPUT_COMPARISON
(H) IO_PORTS_OUTPUT_MONITOR

IO_PORTS_OUTPUT_MONITOR 99%

(H) IO_PORTS_OUTPUT_MONITOR IO_PORTS_OUTPUT_MONITOR 99%
(H) IO_PORTS_OUTPUT_MONITOR IO_PORTS_OUTPUT_MONITOR 99%
(H) IO_PORTS_OUTPUT_MONITOR IO_PORTS_OUTPUT_MONITOR 99%
(H) IO_PORTS_INPUT_COMPARISON IO_PORTS_INPUT_COMPARISON 99%

(H) IO_PORTS_OUTPUT_MONITOR IO_PORTS_OUTPUT_MONITOR 99%

(H) IO_PORTS_OUTPUT_MONITOR IO_PORTS_OUTPUT_MONITOR 99%

(H) IO_REGISTER_RESET_STATE_CHECK & 
IO_REGISTER_BLOCK_REPLICATION & 
IO_REGISTER_WRITE_READ_TEST

IO_REGISTER_RESET_STATE_CHECK & 
IO_REGISTER_BLOCK_REPLICATION & 

IO_REGISTER_WRITE_READ_TEST

99%

(M) EVENT_ROUTING_CHECK NONE 0%
(M) IO_PORTS_CHANGE_NOTIFICATION_TEST NONE 0%
(M) IO_PORTS_CHANGE_NOTIFICATION_TEST NONE 0%

(H) IO_REGISTER_RESET_STATE_CHECK & 
IO_REGISTER_BLOCK_REPLICATION & 
IO_REGISTER_WRITE_READ_TEST

IO_REGISTER_RESET_STATE_CHECK & 
IO_REGISTER_BLOCK_REPLICATION & 

IO_REGISTER_WRITE_READ_TEST

99%

The exercise is repeated for all functions of the MCU that are deemed to affect the safety features, so for the CPU,
memories, clocks, and potentially timers and communications modules. All can be found in the FMEDA.

As seen from the FMEDA sections, the FMEDA is a very compact format with limited information. Keep in mind that
an FMEDA report is a tool to assess the required diagnostics and calculate the unsafe FIT rate and Diagnostics
Coverage. The details to understand the failures and the diagnostics mechanisms are described in the Safety
Manual, which is, like the FMEDA, available on request.
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3. Select a Functional Safety Ready Microcontroller
Learning how to design safety-critical system can seem like a tough challenge, but working with the right suppliers
and involving the right expertise early in the design process will help you reach your goal. Microchip is committed to
helping designers of safety-critical systems to succeed on their mission to make their products safe to use and to
comply with the various safety standards, and for that reason, Microchip offers FMEDAs and Safety Manuals for all
PIC, AVR, and SAM MCUs and dsPIC33 DSCs. Combining these valuable documents with Microchip's MPLAB® X
development tools for safety applications and the help from our local experts and partners will save you time and
money - and will help you reach safety compliance faster.

Look for Microchip's Functional Safety Ready logo to
know that you can get everything you need for your
safety-critical design:
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4. Revision History
Doc. Rev. Date Comments

A 09/2020 Initial document release
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The Microchip Website

Microchip provides online support via our website at www.microchip.com/. This website is used to make files and
information easily available to customers. Some of the content available includes:

• Product Support – Data sheets and errata, application notes and sample programs, design resources, user’s
guides and hardware support documents, latest software releases and archived software

• General Technical Support – Frequently Asked Questions (FAQs), technical support requests, online
discussion groups, Microchip design partner program member listing

• Business of Microchip – Product selector and ordering guides, latest Microchip press releases, listing of
seminars and events, listings of Microchip sales offices, distributors and factory representatives

Product Change Notification Service

Microchip’s product change notification service helps keep customers current on Microchip products. Subscribers will
receive email notification whenever there are changes, updates, revisions or errata related to a specified product
family or development tool of interest.

To register, go to www.microchip.com/pcn and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

• Distributor or Representative
• Local Sales Office
• Embedded Solutions Engineer (ESE)
• Technical Support

Customers should contact their distributor, representative or ESE for support. Local sales offices are also available to
help customers. A listing of sales offices and locations is included in this document.

Technical support is available through the website at: www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

• Microchip products meet the specifications contained in their particular Microchip Data Sheet.
• Microchip believes that its family of products is secure when used in the intended manner and under normal

conditions.
• There are dishonest and possibly illegal methods being used in attempts to breach the code protection features

of the Microchip devices. We believe that these methods require using the Microchip products in a manner
outside the operating specifications contained in Microchip’s Data Sheets. Attempts to breach these code
protection features, most likely, cannot be accomplished without violating Microchip’s intellectual property rights.

• Microchip is willing to work with any customer who is concerned about the integrity of its code.
• Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its code. Code

protection does not mean that we are guaranteeing the product is “unbreakable.” Code protection is constantly
evolving. We at Microchip are committed to continuously improving the code protection features of our products.
Attempts to break Microchip’s code protection feature may be a violation of the Digital Millennium Copyright Act.
If such acts allow unauthorized access to your software or other copyrighted work, you may have a right to sue
for relief under that Act.
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Legal Notice

Information contained in this publication is provided for the sole purpose of designing with and using Microchip
products. Information regarding device applications and the like is provided only for your convenience and may be
superseded by updates. It is your responsibility to ensure that your application meets with your specifications.

THIS INFORMATION IS PROVIDED BY MICROCHIP “AS IS”. MICROCHIP MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY OR
OTHERWISE, RELATED TO THE INFORMATION INCLUDING BUT NOT LIMITED TO ANY IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR PURPOSE
OR WARRANTIES RELATED TO ITS CONDITION, QUALITY, OR PERFORMANCE.

IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL OR
CONSEQUENTIAL LOSS, DAMAGE, COST OR EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE
INFORMATION OR ITS USE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE
POSSIBILITY OR THE DAMAGES ARE FORESEEABLE. TO THE FULLEST EXTENT ALLOWED BY LAW,
MICROCHIP'S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY RELATED TO THE INFORMATION OR ITS USE
WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY, THAT YOU HAVE PAID DIRECTLY TO MICROCHIP FOR
THE INFORMATION. Use of Microchip devices in life support and/or safety applications is entirely at the buyer’s risk,
and the buyer agrees to defend, indemnify and hold harmless Microchip from any and all damages, claims, suits, or
expenses resulting from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual
property rights unless otherwise stated.

Trademarks

The Microchip name and logo, the Microchip logo, Adaptec, AnyRate, AVR, AVR logo, AVR Freaks, BesTime,
BitCloud, chipKIT, chipKIT logo, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, HELDO, IGLOO, JukeBlox,
KeeLoq, Kleer, LANCheck, LinkMD, maXStylus, maXTouch, MediaLB, megaAVR, Microsemi, Microsemi logo, MOST,
MOST logo, MPLAB, OptoLyzer, PackeTime, PIC, picoPower, PICSTART, PIC32 logo, PolarFire, Prochip Designer,
QTouch, SAM-BA, SenGenuity, SpyNIC, SST, SST Logo, SuperFlash, Symmetricom, SyncServer, Tachyon,
TempTrackr, TimeSource, tinyAVR, UNI/O, Vectron, and XMEGA are registered trademarks of Microchip Technology
Incorporated in the U.S.A. and other countries.

APT, ClockWorks, The Embedded Control Solutions Company, EtherSynch, FlashTec, Hyper Speed Control,
HyperLight Load, IntelliMOS, Libero, motorBench, mTouch, Powermite 3, Precision Edge, ProASIC, ProASIC Plus,
ProASIC Plus logo, Quiet-Wire, SmartFusion, SyncWorld, Temux, TimeCesium, TimeHub, TimePictra, TimeProvider,
Vite, WinPath, and ZL are registered trademarks of Microchip Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, AnyIn, AnyOut, BlueSky, BodyCom,
CodeGuard, CryptoAuthentication, CryptoAutomotive, CryptoCompanion, CryptoController, dsPICDEM,
dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, EtherGREEN, In-Circuit Serial Programming, ICSP,
INICnet, Inter-Chip Connectivity, JitterBlocker, KleerNet, KleerNet logo, memBrain, Mindi, MiWi, MPASM, MPF,
MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient Code Generation, PICDEM,
PICDEM.net, PICkit, PICtail, PowerSmart, PureSilicon, QMatrix, REAL ICE, Ripple Blocker, SAM-ICE, Serial Quad
I/O, SMART-I.S., SQI, SuperSwitcher, SuperSwitcher II, Total Endurance, TSHARC, USBCheck, VariSense,
ViewSpan, WiperLock, Wireless DNA, and ZENA are trademarks of Microchip Technology Incorporated in the U.S.A.
and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.

The Adaptec logo, Frequency on Demand, Silicon Storage Technology, and Symmcom are registered trademarks of
Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany II GmbH & Co. KG, a subsidiary of Microchip
Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
© 2020, Microchip Technology Incorporated, Printed in the U.S.A., All Rights Reserved.
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Quality Management System
For information regarding Microchip’s Quality Management Systems, please visit www.microchip.com/quality.
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