PolarFire FPGA Ethernet OAM Design :
A8\ MicrocHIP

I nt I'Od u CﬁO n (Ask a Question)

The Operations, Administration, and Maintenance (OAM) of Connectivity Fault Management (CFM) is defined in
IEEE® 802.1ag. OAM enables quick restoration of the network in case of any failures. CFM partitions the service
network into various administrative domains, such as operators, providers, and customers. Each administrative
domain is mapped into one Maintenance Domain (MD), which provides sufficient information for performing its
own management. Within a CFM Maintenance Domain, each service instance is referred to as a Maintenance
Association (MA). A Maintenance Association is a collection of Maintenance Endpoints (MEPs) with similar
characteristics.

Figure 1. OAM Overview
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Figure 2. OAM Monitored Network
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Maintenance Domain (MD)

Defines the boundary within a network where fault detection and performance monitoring activities take place,
enabling effective isolation and troubleshooting of network segments. The following are high-level features:

+ Used to define the boundaries for various entities, such as customers, operators, or service providers.
« The boundary of an MD is a connection point to other MDs or to customer equipment.

« Supports up to eight levels of nesting—MD levels range from 0-7, where higher levels indicate a broader
scope.

+ MDs are not allowed to intersect; they can either touch or be entirely contained within another MD.
+ Name format options: null, MAC address, DNS, or string-based.

Maintenance End Point (MEP)

Initiates and terminates OAM messages, allowing for fault detection, monitoring, and diagnostics at the
network's edge. The following are high-level features:
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Figure 3. Maintenance End Point
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+ An actively managed entity associated with a specific port of service.

« An MEP defines the boundary of a MD.

* The MEP must be capable of generating and receiving CFM messages, known as Protocol Data Units (PDUs).
+ It also tracks any responses to the messages sent.

+ Associated with an MA and identified by an MEP Identifier (MEPID) ranging from 1-8191.

Maintenance Domain Intermediate Point

A passive point within a MD that can relay or respond to OAM messages without initiating them, enabling fault
isolation and performance monitoring within the domain. The following are high-level features:

Figure 4. Maintenance Domain Intermediate Point
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+ MIPs are nodes or switches within the network and are not actively managed.
+ Their function is to support the discovery of paths among MEPs and the location of faults along those paths.
* MIPs can add, check, and respond to received CFM messages. For CCMs, they simply forward the message.

+ MIPs are physical port members of the monitored Virtual Local Area Network (VLAN) or service in the
network.

+ They can be associated with both MDs and VLANS.

Maintenance Association (MA)
A set of MEPs within an MD that are configured to exchange OAM messages, enabling coordinated monitoring
and fault detection across specific network segments. The following are high-level features:
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Figure 5. Maintenance Association

Operator B

* An MAis a set (mesh) of MEPs configured with the same Maintenance Association Identifier (MAID) and MD
level.

+ Asingle MEP, especially at lower levels, can have multiple MAIDs.

« The MAID is constructed from a "Short MA" name and the MD name, ensuring uniqueness of the MA ID.

+ Notice how Maintenance Associations for Operator A (orange) and Operator B (pink) are unique.

+ The goal is to verify the integrity of a single service instance or a single Virtual Local Area Network (VLAN) ID.
« Name format options: VLAN ID, VPN ID, integer, or string-based.

The main features of CFM are:

+ Fault Management
- Fault detection using the CCM protocol.
- Fault verification using the Linktrace protocol.
- Faultisolation using the Loopback protocol.

+ Performance Management
- Loss measurements using Loss Measurement Messages.
- Delay or jitter measurements, either one-way or two-way, using Delay Measurement Messages.

The CFM fault detection method is implemented using the CCM protocol as part of this demonstration.

Continuity Check Messages (CCM) (s question)

Connectivity fault detection is implemented using Continuity Check Messages (CCMs). CCMs are employed to
identify connectivity issues across a link using link-level Maintenance Endpoints (MEPs). CCMs are unidirectional
multicast messages and do not require a response. They are sent periodically at intervals agreed upon by

all MEPs in a Maintenance Association (MA). CCM intervals can range from 3.3 milliseconds to 10 minutes.
However, the Ethernet OAM IP only supports CCM intervals of 3.3 ms, 10 ms, 100 ms, and 1 s. A faster rate
allows for quicker fault detection but consumes more line bandwidth.

If an MEP continues to receive CCMs, the network is considered free of connectivity faults. However, if a local
MEP does not receive a CCM within 3.5 times the expected interval from a peer MEP, it declares a connectivity
fault. Upon detecting a fault, the detecting MEP sends a CCM to its peer MEP with the Remote Defect Indicator
(RDI) bit set, notifying the peers that a defect has been detected.

The CFM CCM protocol is implemented using the PolarFire® Evaluation Kit for both 1 Gb and 10 Gb interfaces.

Demo Desigh Requirements (s«a question)
The following table lists the hardware and software requirements for running the demo designs.
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Requirement Version

Hardware

PolarFire® Evaluation Kit (POLARFIRE-EVAL-KIT) Rev D or later
+ PolarFire Evaluation Board

+ 12V/5A AC power adapter and cord

+ USB 2.0A to mini-B cable for UART and programming

RJ45 cable to connect the board with the host PC (For IG —

Ethernet OAM)

10Gb Ethernet Network Adapter PCle Card with 10GBase-SR ~ —
SFP+ Transceiver (For 10G Ethernet OAM)

Host PC Windows® 10 or later

Software

Cat Karat (Ethernet packet generator) To install the appropriate version, see PacketBuilder (packetbuilder.net//)
website. Cat Karat version 1.51.200 is used in this demo.

WireShark Version 3.4 or later

FlashPro® Express See the readme. txt file provided in the design files for the software

Libero® SoC Design Suite versions used with this reference designs.

SoftConsole

TeraTerm serial terminal program Version 4.105 or later

The following is a list of prerequisites for the demo design:

+ Download the demo design files from this link: www.microchip.com/en-us/AN5524/

« Download and install Libero SoC (as indicated on the website for this design) on the host PC from the
following location: Libero SoC Design Suite

Libero SoC Documentation:

+ If you already purchased a Gold license and received a Software ID from Microchip,
generate your Gold License using the following link: www.microchipdirect.com/fpga-software-products?
£a=2.129591884.1509868822.1656915164-94450803.1634639592

* Download and install Cat Karat and Wireshark

Important: The latest versions of ModelSim and Synplify Pro® are included in the Libero
SoC PolarFire installation package. Make sure you have a Libero Gold license for design
evaluation on MPF300 device. A one-year Gold software License is included with the
Evaluation kit.
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1. Design Description (sa question)

This document describes how to run the CFM and CCM demo using 1G and 10G Ethernet OAM
designs on a PolarFire Evaluation Board. The demo designs are built using Ethernet OAM IP,
Ethernet MAC (1G or 10G), the Mi-V Soft Processor, and other IP cores.

Upon device power-up, the Mi-V Soft Processor firmware initializes the Ethernet MAC and OAM IPs.
The firmware then creates the CFM management components: MD, MA, and MEP. Once the MEP is
successfully created, the firmware starts the CCM transmit and receive services to send and receive
CCM packets. The firmware also handles interrupts to notify connection faults, if any.

Two separate OAM reference designs are provided for 1G Ethernet and 10G Ethernet. The following
sections describe the data flow of these reference designs.

1.1. 1G Ethernet OAM Reference Design (aska question)
The following is the data flow for the 1G Ethernet OAM demo design:

1. PF_CCC_0 provides the clock to the Mi-V Soft Processor, OAM IP, and other APB peripherals.

2. PF_IOD_CDR_CCC_CO generates:
- The fabric transmit clock (TX_CLK_G) for the CoreTSE block.

- High-speed bank clocks
- Drives the high-speed clocks (CDR_CLKs) of the PF_IOD_CDR block for clock recovery.
- Delay codes for the Process Voltage and Temperature (PVT) compensation.

3. Mi-V Soft Processor performs the following functions:
- Executes the application from PF_SRAM memory, which is interfaced to AXI4.

- Configures the ZL30364 clock generation hardware through the CoreSPI IP to generate
reference clocks for the VSC PHY and the IOD CDR fabric module.

- Configures the management registers of CoreTSE and VSC PHY.
- Sends a request to the CoreTSE IP to negotiate with the on-board VSC8575 PHY.

- Interfaces with the OAM IP using the APB bus, initializes the OAM IP using the OAM SDK, and
handles interrupts from the OAM IP.

- Initializes the following modules:
+ MD
« MA
+ MEP

- Creates local and remote MEP modules and enables the CCM transmit and receive services
for the MEP module. The application also builds CCM packets for the MEP to transmit.

- Receives notifications when the MEP is disconnected, or any remote defect indicators are
reported by a remote MEP.

4. CoreTSE IP implements the 1G Ethernet MAC and is configured in Ten Bit Interface (TBI) mode
to interface with PF_IOD_CDR_CO. It features an inbuilt MDIO interface to exchange control and
status information with the VSC PHY.

5. PF_IOD_CDRIP performs the following:

- Interfaces with the on-board VSC8575 PHY to form the Serial Gigabit Media Independent
Interface (SGMII) link.

- Recovers data and clock from the incoming RX_P and RX_N ports.
- Sends the recovered clock (RX_CLK_R) to the CoreTSE block.
- Deserializes the recovered data and sends 10-bit parallel data to CoreTSE.
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- Receives Ethernet data through the RX_P and RX_N input pads, gears down the receive data
rate, and deserializes the data.

- Sends the deserialized data from PF_IOD_CDR_C0[9:0] to CoreTSE IP: RCG [9:0].
6. CoreTSE RX_Data is interfaced to OAM IP RX_Data to process the CFM CCM packets.
CoreTSE TX_Data is interfaced to OAM IP TX_Data to send the CFM CCM packets, periodically.

7. OAM IP is configured for 1 Gb mode and handles the processing of incoming CFM CCM packets
as well as the generation and transmission of outgoing CFM CCM packets.

8. PF_IOD_CDR_CO serializes the data, gears up the transmit data rate, and transmits the data to
the on-board VSC PHY through the TX_P and TX_N output pads.

The following figure shows the hardware implementation of the demo design.

Figure 1-1. Block Diagram
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1.1.1. 1G Ethernet OAM Reference Design Clocking Structure (ask a question)
This demo design has two clock sources: The on-board 50 MHz oscillator and the on-board ZL30364
clock generation hardware.

+ On-board 50 MHz Oscillator: This oscillator drives a Phase-Locked Loop (PLL) that generates an
83.33 MHz clock for the Mi-V Soft Processor, OAM IP, and peripherals. In this design, the Mi-V
processor operates at 83.33 MHz.

+ On-board ZL30364 Clock Generation Hardware: This hardware generates reference clocks for
the VSC PHY, the 10D CDR fabric module, and CoreTSE.

The following figure illustrates the clocking structure of the demo design.
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Figure 1-2. Clocking Structure of the Demo Design
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2. 10G Ethernet OAM Demo Design (s« auestion)

The 10G Ethernet OAM demo design includes the following components:

+ CORE10GMAC: A 10 Gbps Ethernet MAC that transmits and receives Ethernet packets.

+ Transceiver: Provides a T0GBASE-R physical interface for data transfers, configured for 64b/66b
encoding/decoding with a scrambler/descrambler enabled, and a Physical Coding Sublayer (PCS)
interface width of 32 bits to the Core10GMAC.

+ CoreABC: Configures the Core10GMAC registers.
* PF_TX_PLL: Generates the bit clock required for the transceiver.

* PF_XCVR_REF_CLK: Generates the fabric clock and the reference clock for both the transceiver
and the TX_PLL.

The Core10GMAC is configured in T0GBASE-R mode and connected to the transceiver, as shown in
the following figure. The design uses a 64-bit data width for both the MAC and the transceiver. When
configuring the transceiver, the data rate must be set to 10,312.5 Mbps to match the 10GBASE-R
data transfer rate.

+ The Mi-V Soft Processor initializes the CORE10GMAC and interfaces with the OAM IP using the
APB bus. It initializes the OAM IP using the OAM SDK and handles interrupts from the OAM IP.

+ The application initializes the following modules:
- Maintenance Domain (MD)
- Maintenance Association (MA)
- Maintenance Endpoint (MEP)

* |t creates both local and remote MEP modules, enables CCM transmit and receive services for the
MEP module, and builds CCM packets for transmission.

+ The firmware receives notifications when the MEP is disconnected or if any remote defect
indicators are reported by remote MEPs.
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Figure 2-1. Block Diagram
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2.1. 10G Ethernet OAM Clocking Structure (asa auestion)
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In the demo design, the on-board 156.25 MHz oscillator is used to drive the XCVR PLL and other
fabric components. The following figure illustrates the clocking structure of the 10G Ethernet OAM

demo design.
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Figure 2-2. Clocking Structure
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3- OAM SOﬂwa I'e FlOW (Ask a Question)

The OAM CCM application is developed using the Mi-V Soft Processor. Upon device power-up, the
System Controller copies the application from the on-board SPI flash into the internal SRAM.
Once the application is copied, the System Controller releases the Mi-V processor from reset. The
processor then executes the application from the internal SRAM.

Figure 3-1. Software Block Diagram

Application Layer
(OAM CCM, Data Link)

FreeRTOS

Firmware Layer

PolarFire® Evaluation Kit
Hardware

Application Layer:

1. The Mi-V Soft Processor configures the Ethernet MAC, Ethernet PHY, OAM module, and other
peripherals to complete the system initialization. The OAM SDK is used to implement CCM
functionality and can be found at SoftConsole\pf oam\api oam sdk.

2. The application builds raw Ethernet CCM packets using the OAM SDK and sends these packets to
the Ethernet PHY.

FreeRTOS and Firmware Layer:

+ FreeRTOS is an open-source, real-time operating system Kernel used in this demo to prioritize
and schedule tasks. For more information about FreeRTOS and the latest source code, visit
FreeRTOS.

+ The firmware provides software drivers to configure and control the APB peripherals such as
Ethernet MAC, CoreUART, and CoreSPI. It also provides a Hardware Abstraction Layer for the Mi-V
Soft Processor.

Main Software Execution Flow for CCM functionality:

1. Design Initialization:

Reads the design user code (silicon signature) to determine whether to initialize the 1G or 10G
Ethernet MAC. The OAM IP (1G or 10G) APB bus target address is also determined for initializing
the OAM IP.

2. OAM IP Configuration:

Uses the OAM IP APB address to indirectly access the OAM IP internal RAMs for configuring OAM
modules such as MD, MA, and MEP. Functions mrHalRegRead and mrHalRegWrite are used from
SoftConsole\pf oam\api oam sdk\metroam hallsrc\mr hal.c.

3. MAC Source Address Initialization:
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10.

11.

12.

Initializes the MAC source addresses for the Ethernet ports using the gateway_mac_init function
from main.c.

FreeRTOS CCM Task Creation:

Creates a FreeRTOS CCM task using the startCCMTestProcess function to

implement the OAM CCM functionality. The ccm_task function is implemented

in SoftConsole\pf oam\api oam sdk\test\src\ccm test.c. The application enables
interrupts and starts the task scheduler to initiate ccm_task execution.

Maintenance Domain (MD) Creation:

Creates a new Maintenance Domain naming “Microchip” and domain level 4. The mdCreate
function (defined in pf oam\api oam sdk\maintenance domain\src\md.c)is called from
the basic_createMepTest function in ccm_test.c.

Maintenance Association (MA) Creation:

Once the MD is created successfully, use the MD index to create a new Maintenance
Association with a name, VLAN ID, and S-TAG. The maCreate function is defined in
pf oam\api ocam sdk\maintenance association\src\ma.c.

MEP Configuration:

Adds remote MEP and local MEP IDs to the MA list to create Maintenance End Points for the
OAM CCM application.

Local MEP Creation:

Creates the local MEP for the MA with specified configuration using the IMepCreate function
(defined in pf _ocam\api oam sdk\mep\src\mep.c). On successful creation, the MEP is added
to the hardware table list maintained in the OAM IP. The CCM service is added to the local

MEP using the ccmAdd function (defined in pf _ocam\api oam sdk\continuity check\cc.c),
which populates the CCM packet fields. The CCM transmit RDI bit is set to ensure reporting of
any remote defects. The CCM packets are sent periodically, with the interval agreed upon by all
MEPs in the MA (configured to one second in this demo). If a local MEP fails to receive a CCM
within 3.5 times the expected interval from a peer MEP, it declares a connectivity fault.

MEP Table Update:

Once the local MEP is created and configured, it is added

to the MEP table using the addLocalMep function (defined in

pf oam\api oam sdk\table config\src\table config.c). Remote MEPs are created for
all MEP ID entries in the MA except the local MEP.

CCM Packet Generation:

Configures the local MEP to enable CCM packet generation by writing
the mepParam_mepCciEnable using the IMepWrite function (implemented in the
basic_createMepTest function in pf _ocam\api oam sdk\test\src\ccm test.c).

MEP Activation:

Sets the state of the MEP to Active by writing the mepParam_mepActive using the IMepWrite
function. CCM transmission and reception services are also enabled for the MEP. The MEP is
now ready to transmit and receive CCM packets.

Interrupt Handling:

The hardware interrupt from the OAM IP is interfaced to the external interrupt of the Mi-

V Soft Processor. The interrupt is enabled by writing the INT_MASK_REG_ADDR using the
mrHalRegWrite function for reporting connection and Remote Defect Indicator (RDI) changes.
The Mi-V Soft Processor Interrupt Service Routine (ISR) MSYS_EIO_IRQHandler is defined in

pf oam\bsp\gateway 2port eth.c. |f the MEP does not receive a CCM packet within 3.5
times the expected interval from the Host PC (acting as a peer MEP), the hardware interrupt is
triggered, and the local MEP declares a connectivity fault. The ISR reads the interrupt reason
register to determine the cause. Connectivity faults are reported as “connection down,” and RDI
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changes are reported as “Remote Defect Indication Change detected” messages. If RDI is set, it
indicates connection issues with remote MEPs.
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4. Libero Design FIOW (s question)

Two reference designs are provided for the 1G and 10G Ethernet OAM demos. The software is
common to both reference designs. This section describes the Libero design flow, which involves
the following processes:

1.

Design Entry

Libero SoC Design Suite provides a graphical environment for creating and editing HDL designs.
Start by entering the design specifications for the Ethernet OAM system using either Verilog or
VHDL.

Synthesis

Use Libero's synthesis tools to convert the HDL design into a gate-level netlist. This step includes
optimizing the design for area, speed, and power.

Implementation

Implement the synthesized design onto the FPGA. This involves mapping the netlist onto the
FPGA architecture, placing the design elements, and routing the connections.

Simulation

Perform functional simulation to verify the design's functionality. This includes running
testbenches to ensure that the design behaves as expected with various input scenarios.

Timing Analysis
Analyze the timing of the implemented design to ensure that it meets the required performance
constraints. This involves checking setup and hold times, as well as overall clock constraints.

Bitstream Generation

Generate the bitstream file that configures the FPGA with the designed logic. This file is used to
program the FPGA device.

Hardware Testing

Load the bitstream onto the FPGA and test the design on the actual hardware. This involves
verifying that the design performs correctly in a real-world environment and debugging any
issues that arise.

Debugging and Optimization

Use Libero's debugging tools to analyze and fix any issues found during hardware testing.
Optimize the design for better performance or lower resource usage as needed.
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Figure 4-1. Libero Flow

4- 1. SynthESize (Ask a Question)
To synthesize the design, perform the following steps:
1. Initiate Synthesis:

In the Design Flow window, double-click Synthesize. Once synthesis is successful, a green tick
mark appears next to Synthesize.

2. View Synthesis Report:

Right-click on Synthesize and select View Report to access the synthesis report and log files.
These can be found in the Reports tab.

4.2, Place and Route (aska question)

All the PLLs and I/0 components are correctly placed in the design. To view the placement and
routing results, follow these steps:

1. Manage Constraints:
Double-click Manage Constraints on the Design Flow window.

2. Initiate Placement and Routing:
Double-click Place and Route. A green tick mark appears next to Place and Route when the
process is successful.

3. View Resource Utilization Report:
The resource utilization report is written to the TOP _layout log.log file. To view this file:
- Navigate to the Reports tab.
- Go to Top Reports > Place and Route.

Important: Resource utilization values may vary slightly between different Libero
runs, settings, and seed values.

4.3. Verify Timing (Ask a Question)
To verify timing, perform the following steps:
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4.4.

4.5.

1. Verify Timing:
On the Design Flow window, double-click Verify Timing. A green tick mark appears next to
Verify Timing when the design meets the timing requirements.

2. View Timing Report:
Right-click Verify Timing and select View Report to access the timing verification report and log
files in the Reports tab.

To generate FPGA array data, follow these steps:

1. Generate FPGA Array Data:

On the Design Flow tab, double-click Generate FPGA Array Data. A green tick mark appears
next to Generate FPGA Array Data when the FPGA array data is successfully generated.

Configure Design Initialization Data and Memories (aska question)

To create the transceiver initialization client and configure design initialization data, follow these
steps:

1. Open Design Initialization Configuration:

- On the Design Flow window, double-click Configure Design Initialization Data and
Memories. This opens the Design and Memory Initialization window.

- Go to the Fabric RAMs tab and observe the PF_SRAM memory client. Initially, the SRAM
contents are copied into the on-board SPI flash memory. Upon power-up, the OAM software
is loaded into the internal SRAM memory, which is interfaced with the Mi-V processor. The
processor then executes the application to enable the CCM feature.

Figure 4-2. Design Initialization Configuration
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2. Generate Initialization Data:

On the Design Flow window, double-click Generate Design Initialization Data to create the
transceiver initialization client.

3. Verify Generation:

When the initialization client is successfully generated, a green tick mark appears next to
Generate Design Initialization Data.

Configure Programming Options (aska question)
To observe the silicon signature code and configure the device initialization sequence, follow these
steps:
1. Configure Programming Options:
Double-click Configure Programming Options to view the silicon signature code. The code
must be either 0x11 or 0x22.
2. Initialization Sequence:

Upon device power-up, the software reads the silicon signature code using system services.
Based on this code, the software determines whether to run the 1G or 10G Ethernet initialization
sequence, corresponding to the reference design selected (1G or 10G Ethernet).
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4.6.

4.7.

4.8.

Generate Bitstream (Ask a Question)
To generate the bitstream, follow these steps:

1. Generate Bitstream:

On the Design Flow tab, double-click Generate Bitstream. A green tick mark appears next to
Generate Bitstream when the process is successful.

2. View Bitstream Report:
Right-click Generate Bitstream and select View Report to access the corresponding log file in
the Reports tab.

Programming the Device (asa question)
After generating the bitstream file, the PolarFire device must be programmed. Follow these steps to
program the PolarFire device.

1. Ensure that the jumper settings on the board are set as listed in the following table.

Table 4-1. Jumper Settings and Descriptions

J18,J19,J20, J21, and J22 Short pin 2 and 3 for programming the PolarFire FPGA through FTDI

128, )26, )27 Short pin 1 and 2 for programming through the on-board FlashPro Express
J23 Open pin 1 and 2 for device to access the external SPI flash

14 Short pin 1 and 2 for manual power switching using SW3

Connect the power supply cable to the J9 connector on the board.
Connect the host PC to the J5 connector (FTDI port) on the board using a USB cable.
Power on the board using the SW3 slide switch.

Double-click Run PROGRAM Action from the Libero > Design Flow tab. When the device is
successfully programmed, a green tick mark appears next to Run PROGRAM Action.

A wnN -

Program SPI Flash Image (aska auestion)
To program the on-board SPI flash with SRAM contents, follow these steps:

1. Run PROGRAM_SPI_IMAGE Action:
- Double-click Run PROGRAM_SPI_IMAGE Action to start programming the on-board SPI
flash with the SRAM contents.
2. Verify Programming:
- Agreen tick mark appears next to Run PROGRAM_SPI_IMAGE Action when the SPI flash is
successfully programmed.
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5 . BOa rd Setu p (Ask a Question)

The CCM demo is implemented using the PolarFire evaluation kit. In this setup, the PolarFire
device functions as a Maintenance Endpoint (MEP). It initializes the Connectivity Fault Management
(CFM) components, including the Maintenance Domain (MD), Maintenance Association (MA), and
Maintenance Endpoint (MEP). The device MEP is configured to transmit Continuity Check Messages
(CCM) to a host PC and receive CCM messages from the host PC.

5.1. 1G Ethernet OAM Demo Board Setup (aska question)
Set up and run the CCM Demo:

1. Install Required Software: Install WireShark and Cat Karat software on the host PC.

2. Connect the Board: Ensure that an RJ45 cable is connected from the host PC to the J15
connector on the board.

3. Configure Serial Terminal:
- Open the Tera Term serial terminal program.

- Set the serial port to the second highest COM port number from the drop-down list (For
example, COMS5: FlashPro5 Port [COM5]).

Figure 5-1. Serial terminal COM Port
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4, Set Serial Port Parameters:
- Inthe Tera Term window, navigate to Setup > Serial port....

- Set the Baud rate to 115200. Ensure the rest of the serial port settings are at their default
state.

5. Power Up the Board: Use the SW3 slide switch to power up the board.

Program the Board: Program the board with the demo design programming file
(cam ccm 1g.job).
7. Power Cycle the Board: Use the SW3 slide switch to power cycle the board.

Monitor the Output: The application prints messages on the Tera Term program through the
UART interface. The application takes a few seconds to initialize the OAM modules. Select the
CCM interval: either 100 ms or 1 sec. By default 1 sec is selected.
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Figure 5-2. Serial Terminal Messages
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5.2. 10G Ethernet OAM Demo Board Setup (aska question)
Set up and run the 10G Ethernet OAM Demao:
1. Install Required Software:
Install Wireshark and Cat Karat software on the host PC.
2. Configure Serial Terminal:
- Open the Tera Term serial terminal program

- Set the serial port to the second highest COM port number from the drop-down list (for
example, COMS5: FlashPro5 Port [COMS5])

Figure 5-3. Serial Terminal COM Port

TCRP

# Sgrial Port: | COMI: FlashProS Port (COM3)

[COM3: FlashProf Fort (COM3)
COMA: FlashProb Port (COMA
COME: FlashProf Port [COMS]

COMSE: FlashProb Port (COME)

3. Set Serial Port Parameters:
- InTera Term, navigate to Setup > Serial port....

- Set the Baud rate to 115200. Ensure that all other serial port settings are at their default
state

4. Insert the 10G SFP+ Module:
Insert the 10G SFP+ module into the edge connector (J36) on the PolarFire Evaluation Kit.

Figure 5-4. 10G SFP+ Module

5. Prepare the Host PC:

- Insert a 10 Gb Ethernet Network Adapter PCle Card with a 10GBase-SR SFP+ Transceiver into
a PCle slot on the host PC
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- Ensure that the network adapter drivers are installed and that the network adapter is
configured for 10G Ethernet communication

6. Connect Optical Fiber Cable:

Interface the 10G SFP+ module (inserted in edge connector J36) with the 10GBase-SR SFP+
transceiver (inserted into the host PC PCle network card) using an optical fiber cable.

7. Verify Board Setup:
Ensure that the board setup is correctly configured as per the setup diagram.

Figure 5-5. Board Setup
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8. Power Up the Board:
Use the SW3 slide switch to power up the board.
9. Program the Board:
Program the board with the demo design programming file (oam_ccm_10g.job).
10. Power Cycle the Board:
Use the SW3 slide switch to power cycle the board.
11. Observe Tera Term Messages:

Monitor the messages displayed in Tera Term to verify the operation of the OAM demo. Select
the CCM interval: either 100 ms or 1 sec. By default 1 sec is selected.

Figure 5-6. Serial Terminal Messages
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6. Running the OAM CCM DemO (Ask a Question)

Capturing and analyzing CCM packets ensures proper network connectivity and performance.

1. ldentify the Ethernet Interface:

|dentify the Ethernet interface corresponding to 1G or 10G Ethernet on the host PC.

Figure 6-1. Host PC Ethernet Interfaces
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2. Open Wireshark:

- Launch Wireshark on the host PC.

- Select the identified Ethernet interface and double-click to start capturing packets.

Figure 6-2. Wireshark Application

3. Capture CCM Packets:

Wireshark begins capturing the CCM packets transmitted from the PolarFire device MEP to the

host PC.

Figure 6-3. CCM Packets
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4. Open Cat Karat:

4- i3
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- Launch the Cat Karat application on the host PC.
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- Select the same interface used in Wireshark and double-click to configure it.

Important: You can also identify the correct network interface based on
the MAC address

- Choose the Use RAW option.
- Enter the CCM packet data into the RAW tab under the protocol view.

Figure 6-4. CCM Packets to PolarFire MEP
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5. Configure and Transmit CCM Packets:
- Go to the Control tab in Cat Karat.

- Set the Interpacket Gap to 1 second or 0.1 second (100 ms) based on the CCM interval
selection.

- Start transmitting the CCM packets to the PolarFire MEP from the host PC.

Figure 6-5. Protocol View
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6. Use CCM Packet Data:
Enter the following CCM packet data into the RAW tab and start transmission.
If the CCM selected interval is 1 second, then use the following packet:

0180c200003400a0690c46b188a88£a089028001844600000001000004094d6963726£63686
970020464656d6£000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000154486F8

If the selected CCM interval is 100 ms, then use the following packet:

0180c200003400a0690c46b188a88£a089028001034600000001000004094d6963726£63686
970020464656d6£000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000c3b£f3e76

7. Verify Connection Status:
- Observe the Tera Term window for the message “Connection status - UP”
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- Verify that the CCM packets transmitted from the PolarFire MEP module are visible in the
Wireshark application.

Figure 6-6. CCM Packets Transmitted from PolarFire MEP Module

CCM message from PolarFire to Host PC
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Observe Remote Defect Indication (RDI) Changes:
+ To observe RDI changes, stop sending CCM packet from Cat Karat application and send
a CCM packet with the RDI bit set.
If the CCM selected interval is 1 second, then use the following packet:

0180c200003400a0690c46b188a88£a089028001044600000001000004094d6963726£6
3686970020464656d6£0000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000fba4d4116b

- If the selected CCM interval is 100 ms, then use the following packet:

0180c200003400a0690c46b188a88£a089028001834600000001000004094d6963726£6
3686970020464656d6£0000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000002d5fa%e5

8. Verify RDI Notification:
Tera Term must display the RDI bit change message:
Remote Defect Indication Change detected
RDI value = 0x00000001

9. For detailed view of the CCM packet, see the following figure:
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ANS5524
Running the OAM CCM Demo

Figure 6-7. Detailed View of the CCM Packet
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v Ethernet II, Src: Symsetri @c:46:b1 (00:a0:69:8c:46:b1), Dst: 0AM-Multicast-DA-Class-1_04 (01:99:c2:00:00:34)
> Destination: OAM-Multicast-DA-Class-1_04 (01:80:c2:00:00:34)
> Source: Symmetri_c:46:b1 (P0:ad:69:0¢:46:b1)
Type: 8082.1ad Provider Bridge (Q-in-Q) (0x8848)
~ 1EEE 802.1ad, ID: 4089
108, ssas = Priority: 4
casll S wied deas = DEI: @
eeee 1111 1010 9000 = ID: 4000
Type: IEEE 8B2.1ag Connectivity Fault Managesent (CFM) protocol (8x8962)
~ CFM EOAM 802.1ag/ITU Protocol, Type Continuity Check Message (COM)
100, .... = CFM MD Level: 4
oo @ 0000 = CFM Version: @
CFM OpCode: Continuity Check Message (CCM) (1)
~ CFM CCM PDU

000 8... = Reserved: @
eeer -100 = Interval Field: Trans Int 1s, max Lifetime 3.5s, min Lifetime 3.25s (4)
First TLV Offset: 70
Sequence Nusber: 1
... B00O DOB0 1011 = Maintenance Association End Point Identifier: 11
~ Maintenance Association Identifier (MEG ID)
MD Name Format: Character String (4)
MD Name Length: 9
MD Hame (String): Microchip
Short MA Name (MEG ID) Format: Character String (2)
Short HA Name (MEG ID) Length: 4
Short MA Name: demo
Zero-Padding
» Defined by ITU-T ¥.1731
¥ CFH TLVs
» TLV: End TLV (t=0,1=0)

81 80 c2 00 00 34 TINCIIEE oc 46 b1 88 o8 Bf &0
89 02 0 91 84 45 00 00 00 91 00 Bb 04 09 4d 69
63 72 6f 63 68 69 70 02 B4 64 65 6d 6F BO PO 00
60 00 60 BB 0O 0D B0 O 0O 0O 0D 0O 0O ©O B0 6O
60 00 60 0 00 00 B0 O 0O 0O 0O 0O 0O 00 00 B8 . -
00 00 00 00 00 00 00 00 00 00 00 00 0O B0 00 00 .
15 44 86 48 D
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7. Revision History (saauestion)
The revision history describes the changes that were implemented in the document. The changes
are listed by revision, starting with the most current publication.

A 10/2024 Initial revision
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Microchip FPGA Support

Microchip FPGA products group backs its products with various support services, including
Customer Service, Customer Technical Support Center, a website, and worldwide sales offices.
Customers are suggested to visit Microchip online resources prior to contacting support as it is
very likely that their queries have been already answered.

Contact Technical Support Center through the website at www.microchip.com/support. Mention the
FPGA Device Part number, select appropriate case category, and upload design files while creating a
technical support case.

Contact Customer Service for non-technical product support, such as product pricing, product
upgrades, update information, order status, and authorization.

*  From North America, call 800.262.1060
*  From the rest of the world, call 650.318.4460
+ Fax, from anywhere in the world, 650.318.8044

Microchip Information

Trademarks

The “Microchip” name and logo, the “M” logo, and other names, logos, and brands are registered
and unregistered trademarks of Microchip Technology Incorporated or its affiliates and/or
subsidiaries in the United States and/or other countries (“Microchip Trademarks"). Information
regarding Microchip Trademarks can be found at https://www.microchip.com/en-us/about/legal-
information/microchip-trademarks.

ISBN: 978-1-6683-0457-0

Legal Notice

This publication and the information herein may be used only with Microchip products, including

to design, test, and integrate Microchip products with your application. Use of this information

in any other manner violates these terms. Information regarding device applications is provided
only for your convenience and may be superseded by updates. It is your responsibility to ensure
that your application meets with your specifications. Contact your local Microchip sales office for
additional support or, obtain additional support at www.microchip.com/en-us/support/design-help/
client-support-services.

THIS INFORMATION IS PROVIDED BY MICROCHIP “AS IS”. MICROCHIP MAKES NO REPRESENTATIONS
OR WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY

OR OTHERWISE, RELATED TO THE INFORMATION INCLUDING BUT NOT LIMITED TO ANY IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR
PURPOSE, OR WARRANTIES RELATED TO ITS CONDITION, QUALITY, OR PERFORMANCE.

IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL, OR
CONSEQUENTIAL LOSS, DAMAGE, COST, OR EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE
INFORMATION OR ITS USE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE
POSSIBILITY OR THE DAMAGES ARE FORESEEABLE. TO THE FULLEST EXTENT ALLOWED BY LAW,
MICROCHIP'S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY RELATED TO THE INFORMATION OR

ITS USE WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY, THAT YOU HAVE PAID DIRECTLY TO
MICROCHIP FOR THE INFORMATION.

Use of Microchip devices in life support and/or safety applications is entirely at the buyer’s risk,

and the buyer agrees to defend, indemnify and hold harmless Microchip from any and all damages,
claims, suits, or expenses resulting from such use. No licenses are conveyed, implicitly or otherwise,
under any Microchip intellectual property rights unless otherwise stated.
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Microchip Devices Code Protection Feature
Note the following details of the code protection feature on Microchip products:

* Microchip products meet the specifications contained in their particular Microchip Data Sheet.

+ Microchip believes that its family of products is secure when used in the intended manner, within
operating specifications, and under normal conditions.

+ Microchip values and aggressively protects its intellectual property rights. Attempts to breach the
code protection features of Microchip products are strictly prohibited and may violate the Digital
Millennium Copyright Act.

* Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its
code. Code protection does not mean that we are guaranteeing the product is “unbreakable”.
Code protection is constantly evolving. Microchip is committed to continuously improving the
code protection features of our products.
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