PolarFire FPGA: How to Perform On-Demand Digest @
Check Application Note @ MICROCHIP

I I’It I'Od u CﬁO n (Ask a Question)

PolarFire® devices have a built-in self-test mechanism that can be used (optionally) to check the design integrity
and security of the device automatically upon power-up or on-demand. The contents of all the non-volatile
configuration memory segments, including security keys, security settings, and the FPGA fabric configuration, as
well as SNVM memory pages declared as ROM by the user (all the write-protected pages), are tested using the
digest check feature. This test provides assurance against both natural and maliciously induced failures.


https://www.microchip.com/askaquestion?pub_guid=GUID-86555F96-2681-4E73-BE24-EF2B5E4C16FE&pub_lang=en-US&pub_ver=2&pub_type=Application%20Note&bu=fpga&tpc_guid=GUID-C9F5FC4A-5A5E-4998-AAEA-A5F3B77744A8&cover_title=PolarFire%20FPGA%3A%20How%20to%20Perform%20On-Demand%20Digest%20Check%20Application%20Note&tech_support_link=NA&revision_letter=B&source=PDF&title=Introduction
https://microchip.com
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1. How to Perform On-Demand Digest Check (asa auestion)

In the factory and user security segment, each logical page contains an automatically generated
digest, calculated dynamically when programming the data to be written. The digest includes

an overall value covering the data to be programmed for the FPGA fabric. Also, the digests are
calculated and stored for the SNVM pages marked as ROM. The digests can be verified on-demand
by the user, either internally using a system service or externally using a programming instruction.
In addition, the user can automatically run digest checks on each power-up.

An endurance limit specifies how often a digest of the FPGA fabric can be run. For more information
about the FPGA configuration memory endurance limits, see PolarFire FPGA Datasheet. Therefore,
depending on how the system is deployed and used (for example, how often it is powered up), the
on-demand digest check is more appropriate for testing the integrity of the FPGA fabric.

1.1. On-Demand Digest Check (asa question)

The on-demand digest check recalculates and compares digests of selected non-volatile memories
(FPGA fabric, SNVM, and security segments) with the stored digests. A failure of any digest check
results in the tamper event being triggered for a user action. The on-demand digest check is invoked
by calling a digest check design system service.

If the digest check is performed on the FPGA fabric, then the FPGA fabric is automatically placed

in the suspended state before commencing the digest check operation. Except for LSRAMs, all the
FPGA fabric logic elements and uSRAMs hold their current state during the suspend state. Upon
completion of the fabric digest, the suspend state is automatically exited. Since the LSRAMs do not
retain the user data after performing a digest check on the FPGA fabric. The status of the fabric
digest check must be monitored by a state machine implemented in the fabric.

After checking the status of the fabric digest check, the state machine needs to issue a design reset
or device reset, depending on the design requirements. The device reset reinitializes the device and
designs memories according to the user configuration. The user design reset does not reinitialize
the device or LSRAMs. The user design reset must be implemented to reset the user design. If the
design uses LSRAMs initialization at power-up, then the user design needs to issue a device reset;
otherwise, a design reset is sufficient to restart the design. Use RESET_DEVICE tamper response
signal for device reset.

The FPGA fabric design, including LSRAMs content, is not affected when the digest check is
performed on sNVM or security segments. See PolarFire FPGA and PolarFire SoC FPGA Security
User Guide for more information on Digest Check Service.

This application note provides a design example of how to perform an on-demand digest check.

1.2. Design Requirements (askaauestion)

The following table lists the hardware and software required to perform a fabric digest check
operation.

Table 1-1. Resource Requirements

Requirement Version

Host PC Operating system Windows® 10 and 11

Hardware

PolarFire® Evaluation Kit with Rev D or later

MPF300TS-1FCG1152 device

Software

Libero® SoC Note: See the readme. txt file provided in the design files for the software

T Tam versions used with this reference design.
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Important: Libero® SmartDesign and configuration screenshots shown in this
guide are for illustration purposes only. Open the Libero design to see the latest
updates.

1.3.  Prerequisites (askaquestion)
Download the design files from the following location:

www.microchip.com/en-us/application-notes/AN4593

Download and install Libero SoC (as indicated in the website for this design) on the host PC from the
following location:
Libero SoC Documentation

Important: The provided design example is created for MPF300TS-1FCG1152
device (Non-ES device).

Important: To create Libero project using TCL script, refer Appendix: Running the
TCL Script.

1.4. Design Description (askaquestion)
The design example provided with the application note performs the following operations:

1. Initiates the system service request to perform the following system services:
- Fetch Device Serial Number (DSN)

- Fetch USERCODE

- Digest Check on FPGA Fabric
2. Demonstrates how to perform design reset or device reset after a fabric digest check.
3. Provides user interface through UART terminal.

System services are system controller actions initiated from the user design. PF_SYSTEM_SERVICES
IP must be used to initiate system service requests. PF_SYSTEM_SERVICES IP provides a set of
registers, which are accessible through the APB interface for executing the system services. On
the other hand, the PF_SYSTEM_SERVICES IP interfaces to the PolarFire System Controller through
a system service interface. The System Controller has a 2 KB mailbox RAM for additional input
parameters and outputs from the service.

A CoreABC processor is used as a controller to perform the preceding operations. CoreABC (APB
Bus Controller) is a simple, configurable, low gate count, programmable state machine/controller
primarily targeted towards implementing of AMBA® APB-based designs. For information about the
instructions supported by the CoreABC, see CoreABC handbook.

The following figure shows the block diagram of the example design. The design is implemented
without consuming the LSRAMs since the LSRAMs content is not retained after performing the fabric
digest check.
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Figure 1-1. Design Block Diagram
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The dotted line in the preceding figure shows the data flow and is explained as follows:

1. CoreABC Controller initiates a system service through PF_SYSTEM_SERVICES IP.
2. System Controller performs the requested action and writes the result to the System Controller

mailbox.

3. CoreABC processor reads the result and converts it into ASCIl format using the Binary_to_ASCII
converter.

4. CoreABC processor prints the result on a host PC UART terminal through CoreUARTAPB
controller.

5. After digest check, the CoreABC processor issues a device reset or a design reset based on user
input. The PF_TAMPER macro is used to issue a device reset.

The System Services are invoked by writing to appropriate PF_SYSTEM_SERVICES IP registers with
the system service command and any additional information required to perform the system
service. Then the PF_SYSTEM_SERVICES IP initiates necessary transactions on the system service
interface. The PF_SYSTEM_SERVICES IP asserts the USR_BUSY signal when the IP is busy executing
the service. Upon completion of a system service, a status code is written to the status register,
and the USR_BUSY signal gets de-asserted. For services requiring the mailbox reads, the signal

is de-asserted only when the required number of reads for the service is completed. If a new
service request is initiated when the USR_BUSY is in progress, the new request is ignored until
the current service completes. For more information about PF_SYSTEM_SERVICES IP, see UG0848
PolarFire System Services User Guide.
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The following flowchart shows the sequence of instructions coded in the CoreABC program to read
DSN or USERCODE using System Services. The command value and number of words (32 bits) to
read (MBX_RCNT) are service dependent:

+ For read DSN service, the command is 0x00 and MBX_RCNT is 4
* For read USERCODE service, the command is 0x01 and MBX_RCNT is 1

Figure 1-2. Sequence of Instructions to Read DSN or USERCODE

Wait for

USR_BUSY /" USR_BUSY = 1

USR_BUSY = 0

4

Load SYS_SERV_CMD with Start Service by writing to
command SYS_SERV_STAT

Load MBX_RCNT with
number of words to read

Wait for
USR_VALID “ysRr_VALID = 0

USR_VALID =1

Load MBX_RADRDESC Read Data from Mailbox
with read address MBX_RDATA

Wait for
USR_BUSY

USR_BUSY =1

USR_BUSY =0

Read Status from
SYS_SERV_STAT

End

The command value to perform the digest check service is 0x47, and this service request requires
additional information (OPTIONS [15:0], as listed in the following table) to specify the area for which
the digest check must be performed. The additional information is provided through mailbox writes.
In this reference design, 0x1 is written to the mailbox (MBX_WDATA) to perform a digest check on
the FPGA fabric. Users can change this parameter to perform digest on other NVM components. The
digest check service does not expect any return data other than the status of the service.

Table 1-2. OPTIONS [15:0]

OPTIONS [ Name ———Jpeserption

0 CHECK FABRIC Enables fabric digest

1 cC Enables digest of fabric configuration data

2 SNVM Enables digest of SNVM pages marked as ROM
3 UL Enables digest of user security segment
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Table 1-2. OPTIONS [15:0] (continued)

oPrioNs i [Name ——— Jpeserption

4 UKDIGESTO Enables digest of user key segment containing SRAMPUF data

5 UKDIGEST1 Enables digest of user key segment containing UEK (User EC key)
6 UKDIGEST2 Enables digest of user key segment containing UPK1

7 UKDIGEST3 Enables digest of user key segment containing UEK1

The following flowchart shows the sequence of instructions coded in the CoreABC program to
perform a digest check on the FPGA fabric using the system service.

Figure 1-3. Sequence of Intructions to Perform Digest Check on FPGA Fabric

Wait for

USR_BUSY / USR_BUSY =1
USR_BUSY = 0
A
Load SYS_SERV_CMD with Start Service by writing to
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Wait for
USR_BUSY ~USR_BUSY =1

Load MBX_WCNT with
number of words to write

USR_BUSY = 0
v

Load MBX_WADRDESC Read Status from
with write address SYS_SERV_STAT
Reset Device/Design
Load MBX_WDATA with
command associated data
S— End

The FPGA fabric is put into a suspended state during fabric digest check calculation, as explained

in On-Demand Digest Check. During the suspend state, the clocks are gated off to low, the PLLs

are powered down, and all the I/0 input buffers are disabled. After digest check, the FPGA fabric
automatically comes out of its suspended state and the PLLs and clocks are re-enabled. The PLLs
take time to re-acquire the lock. Since the PLL lock is used in design reset generation, the PLL lock
signal needs to be bypassed until the lock is re-acquired after exiting from suspend state. If not, the
design gets reset because of the loss of the PLL lock.

The example design uses CoreReset_PF IP core (as shown in the following figure) to serve the
preceding purpose. The CoreReset_PF IP generates a reset, which is asserted asynchronously by
one of the multiple potential sources and de-asserted synchronously with a specified clock. The
potential sources of reset can be external reset through a GPIO, PLL lock, and INIT_DONE from
PolarFire Initialization Monitor (PF_INIT_MONITOR). The CoreReset_PF IP uses USR_BUSY signals
from PF_SYSTEM_SERVICES IP to bypass PLL_LOCK and EXT_RESET_N at the time of suspending state
exit. This ensures that no reset occurs while the PLL is a re-acquiring lock after exiting the suspend
state. FF_US_RESTORE must be tie low.
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The following figure shows the CoreReset_PF IP Configurator with ports.

Figure 1-4. CoreReset_PolarFire Ports
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If LSRAMs are used in the design, then the user design needs to issue a device reset or design
reset after completing the digest check on the FPGA fabric. Based on the user input, the CoreABC
processor asserts reset_device input of PF_TAMPER macro for device reset or asserts EXT_RST_N
input of CoreReset_PF IP for design reset. The example design uses two CoreReset_PF IPs to show
differentiation between device reset and design reset: one is used to generate a reset to complete
the design except for a counter, which blinks LEDs on board, and the other IP is used to reset

the counter. The counter does not get reset when the design reset is initiated from the CoreABC
processor. The counter gets reset only when the device reset is issued.

The following figure shows the reset structure of the design.

Figure 1-5. Reset Structure
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Important: The RESET_DEVICE input of PF_TAMPER macro must not be promoted
to top-level I/0s directly. For information about the usage of RESET_DEVICE,

see PolarFire Family FPGA Security User Guide. The design example provides
device reset control from an external DIP switch (SW11-DIP1) through resetn_ctrl
port. For resetn_ctrl port connection, see the preceding figure. SW11-DIP1 switch
position must be set to ON to control the device reset from the user design. Logic
'0" is driven on resetn_ctrl port when the DIP1 switch position is set to ON.

The following figure shows the hardware implementation of the design example using Libero.

Figure 1-6. Hardware Implementation of the Design
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The design example also demonstrates the following system services:
+ Fetch Device Serial Number system service
+ Fetch JTAG USERCODE system service

The DSN is a 128-bit unique device ID set in the factory. JTAG USERCODE is a 32-bit user—
configurable silicon signature to be programmed into the device. It can be set using Program
Design > Configure Programming Options available in the Libero Design Flow, as shown in the
following figure.
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Figure 1-7.

JTAG USERCODE or Silicon Signature Configuration

Design name:top

Help

B | Configure Programming Options X

Design version (number between 0 and 65535): |IZI
. Back Level version (number between 0 and 65535): |III

Silicon signature (max length is 8 HEX chars): O3 |DEADE=EEF

OK, ‘ Cancel

1.5- HOW tO Run the DemO (Ask a Question)
This section provides instructions to run the demo of the design example.

1.5.1. Tera Term Setup (aska question)
The design example provides a user interface on the Tera Term terminal through the UART
interface.

Perform the following steps to set up the Tera Term program:
Ensure that the USB cable connects the host PC to the J5 (USB) port on the PolarFire Evaluation

1.

vk wN

6.

This completes the Tera Term program setup.

Board.
Start Tera Term.

Select File > New connection... from the Tera Term menu.

Select Serial as the Connection type.

Set the Serial Port to the second highest COM port number from the drop-down list, as shown
in the following figure. For example, COM53: FlashPro5 Port [COM53] in this case.

Figure 1-8. Select Serial Port

@® Serial

O TCPAP

Tera Term: New connection

Port:

myhost.example.com

History
Telnet L
SSH SSH2
Other

UNSPEC

COM53: FlashPro5 Port [COM53) v

COM1: Communications Port [COM1)
COMb51: FlashPro5 Port [COMb51)
COM52: FlashPro5 Port [COMb52

COM54: FlashPro5 Port [COM54)

In the Tera Term window, go to Setup > Serial port, set baud rate as 115200.

@ MICROCHIP


https://www.microchip.com/askaquestion?pub_guid=GUID-86555F96-2681-4E73-BE24-EF2B5E4C16FE&pub_lang=en-US&pub_ver=2&pub_type=Application%20Note&bu=fpga&tpc_guid=GUID-5B7D3B53-CD1E-483E-8473-CBE5F0907761&cover_title=PolarFire%20FPGA%3A%20How%20to%20Perform%20On-Demand%20Digest%20Check%20Application%20Note&tech_support_link=NA&revision_letter=B&source=PDF&title=How%20to%20Run%20the%20Demo
https://www.microchip.com/askaquestion?pub_guid=GUID-86555F96-2681-4E73-BE24-EF2B5E4C16FE&pub_lang=en-US&pub_ver=2&pub_type=Application%20Note&bu=fpga&tpc_guid=GUID-CED832EB-2DF6-4547-976C-C34CC8AD628F&cover_title=PolarFire%20FPGA%3A%20How%20to%20Perform%20On-Demand%20Digest%20Check%20Application%20Note&tech_support_link=NA&revision_letter=B&source=PDF&title=Tera%20Term%20Setup

1.5.2. Board Setup (Ask a Question)
Perform the following steps to setup the board:

1. Ensure that the jumpers on the evaluation board are set as specified in the following table.

Table 1-3. Jumper Settings

]18,J19,]J20, J21, and J22 Close pin 2 and 3 for programming the PolarFire FPGA through FTDI
)28 Close pin 1 and 2 for programming through the on-board FlashPro5
J26 Close pin 1 and 2 for programming through the FTDI SPI

)27 Close pin 1 and 2 for programming through the FTDI SPI

)23 Open pin 1 and 2 for programming SPI Flash

14 Close pin 1 and 2 for manual power switching using SW3

J12 Close pin 3 and 4 for 2.5V

SW11 DIP1 switch position should be set to ON.

2. Connect the power supply cable to the J9 connector on the evaluation board.
3. Connect the USB cable from the host PC to J5 (FTDI port) on the evaluation board.
4. Apply power to the evaluation board using the SW3 slide-switch.

Figure 1-9. Board Setup

O =
i
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1.5.3. Program the Device (aska question)
Perform the following steps to program the PolarFire device:

1. Open the provided Libero project.
2. Click Run PROGRAM Action to program the device.

Important: Users can use FlashPro Express to program the device using a job file
without the need to open Libero. The programming job (. job) file for the demo
design is available as part of the design files.

1.5.4. Running the Demo (aska question)

After the device is programmed with the provided design. The design prints the menu on the Tera
Term program through the UART interface, as shown in the following figure. The state of a 4-bit
free-running counter is shown using four user LEDs on the board.

Figure 1-10. User Interface Menu

—

;F”E Edit Setup Control Window Help

Enter Your Choice
1.Device Serial Number
2 _Usercode

E.Fahric Digest

Perform the following steps to run the demo:

1. Press '1'to run DSN system service. As a result, the DSN of the device present on the evaluation
board is printed on the terminal, as shown in the following figure. The DSN returned from the
service is same as the DSN exported during device programming.

Figure 1-11. Fetch DSN System Service

* |

| File Edit Setup Control Window Help |

Enter Your Choice
1 .Device Serial Number
2.Userqude_

1
DEN value:

[8h7hbdd85%2cdadch?abB26455dc25be B

1.Device Serial Numher
2 _Uszercode
E.Fahric Dige=zt

=t

2. Press '2'to execute Fetch JTAG USERCODE system service. As a result, the USERCODE or silicon
signature programmed in the device is printed on the terminal, as shown in the following figure.
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Figure 1-12. Fetch JTAG USERCODE System Service
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3. Press '3'to perform a digest check on the FPGA fabric. Notice that the user LEDs on the board
turns off while the fabric digest check is being performed and then resume counting from the
previous state after exiting from suspend state.

The status of the fabric digest check is returned by the service, and it is printed on the terminal.
A Status code of 0x00 means no error in the fabric digest check.

Figure 1-13. Fabric Digest Check System Service
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4, Press'1'to issue a device reset. Notice that the LEDs start counting from 0x0 since the counter
is being reset. Pressing "2" instead of "1" resets the design, but the counter continues counting
without resetting. In either case, the rest of the design restarts and the terminal shows the start
menu.

This concludes the demo of Fabric Digest Check system service.
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Appendix: Running the TCL Script (s auestion)

The TCL scripts are provided in the design files folder under the directory #w. If required, the design
flow can be reproduced from Design Implementation to the job file generation.

Perform the following steps to run a TCL script:

1. Launch the Libero software.

2. Select Project > Execute Script.....

3. Click Browse and select script.tcl from the downloaded Hw directory.

4. Click Run.

After successful execution of the TCL script, the Libero project is created in the Hw directory.

For more information about TCL scripts, see the mpf an4593 df/HW/TCL Script readme.txt.

For more details on TCL commands, see the Tcl Commands Reference Guide. For queries
encountered while running the TCL script, contact Technical Support.
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3. Revision History (saauestion)

The revision history describes the changes that were implemented in the document. The changes
are listed by revision, starting with the most current publication.

Table 3-1. Revision History

B 09/2025 Updated Figure 1-6 in the Design Description section.

A 06/2022 The following is the list of changes in revision A of the document:
* The document was migrated to the Microchip template.
*  The document number was updated from 51900482 to DS00004593.
+ The document ID was updated to AN4593 from AC482.
* Updated the document for Libero SoC v2022.1.
+ Updated the Figure 1-6.
* Updated the Table 1-1.

+ Updated the note in Prerequisites.

4.0 — Information about CoreSysServices_PF IP core was replaced with PF_SYSTEM_SERVICES IP core.
3.0 — Added Appendix: Running the TCL Script.
2.0 — The following is a summary of the changes made in this revision.

+ Updated the document for Libero SoC v12.2.

* Removed the references to Libero version numbers.

1.0 — Initial release.
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Microchip FPGA Support

Microchip FPGA products group backs its products with various support services, including
Customer Service, Customer Technical Support Center, a website, and worldwide sales offices.
Customers are suggested to visit Microchip online resources prior to contacting support as it is
very likely that their queries have been already answered.

Contact Technical Support Center through the website at www.microchip.com/support. Mention the
FPGA Device Part number, select appropriate case category, and upload design files while creating a
technical support case.

Contact Customer Service for non-technical product support, such as product pricing, product
upgrades, update information, order status, and authorization.

*  From North America, call 800.262.1060
*  From the rest of the world, call 650.318.4460
+ Fax, from anywhere in the world, 650.318.8044

Microchip Information

Trademarks

The “Microchip” name and logo, the “M” logo, and other names, logos, and brands are registered
and unregistered trademarks of Microchip Technology Incorporated or its affiliates and/or
subsidiaries in the United States and/or other countries (“Microchip Trademarks"). Information
regarding Microchip Trademarks can be found at https://www.microchip.com/en-us/about/legal-
information/microchip-trademarks.

ISBN: 979-8-3371-2045-4

Legal Notice

This publication and the information herein may be used only with Microchip products, including

to design, test, and integrate Microchip products with your application. Use of this information

in any other manner violates these terms. Information regarding device applications is provided
only for your convenience and may be superseded by updates. It is your responsibility to ensure
that your application meets with your specifications. Contact your local Microchip sales office for
additional support or, obtain additional support at www.microchip.com/en-us/support/design-help/
client-support-services.

THIS INFORMATION IS PROVIDED BY MICROCHIP “AS IS”. MICROCHIP MAKES NO REPRESENTATIONS
OR WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY

OR OTHERWISE, RELATED TO THE INFORMATION INCLUDING BUT NOT LIMITED TO ANY IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A PARTICULAR
PURPOSE, OR WARRANTIES RELATED TO ITS CONDITION, QUALITY, OR PERFORMANCE.

IN NO EVENT WILL MICROCHIP BE LIABLE FOR ANY INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL, OR
CONSEQUENTIAL LOSS, DAMAGE, COST, OR EXPENSE OF ANY KIND WHATSOEVER RELATED TO THE
INFORMATION OR ITS USE, HOWEVER CAUSED, EVEN IF MICROCHIP HAS BEEN ADVISED OF THE
POSSIBILITY OR THE DAMAGES ARE FORESEEABLE. TO THE FULLEST EXTENT ALLOWED BY LAW,
MICROCHIP'S TOTAL LIABILITY ON ALL CLAIMS IN ANY WAY RELATED TO THE INFORMATION OR

ITS USE WILL NOT EXCEED THE AMOUNT OF FEES, IF ANY, THAT YOU HAVE PAID DIRECTLY TO
MICROCHIP FOR THE INFORMATION.

Use of Microchip devices in life support and/or safety applications is entirely at the buyer’s risk,

and the buyer agrees to defend, indemnify and hold harmless Microchip from any and all damages,
claims, suits, or expenses resulting from such use. No licenses are conveyed, implicitly or otherwise,
under any Microchip intellectual property rights unless otherwise stated.
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Microchip Devices Code Protection Feature
Note the following details of the code protection feature on Microchip products:

* Microchip products meet the specifications contained in their particular Microchip Data Sheet.

+ Microchip believes that its family of products is secure when used in the intended manner, within
operating specifications, and under normal conditions.

+ Microchip values and aggressively protects its intellectual property rights. Attempts to breach the
code protection features of Microchip products are strictly prohibited and may violate the Digital
Millennium Copyright Act.

* Neither Microchip nor any other semiconductor manufacturer can guarantee the security of its
code. Code protection does not mean that we are guaranteeing the product is “unbreakable”.
Code protection is constantly evolving. Microchip is committed to continuously improving the
code protection features of our products.
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